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It’s simple: The faster your security team can identify and counter a cyber attack, the less 
damage it will do. Faster detection can cut the costs of a breach by millions of dollars –  
and reduce or prevent incalculable damage to your brand.  

That’s why UltraThreat Feeds – delivering actionable, near real-time threat data – are such  
an essential innovation. They allow your team to detect and foil serious attacks within minutes. 

Every 39 seconds. 

That’s how often bad actors launch cyberattacks, according to a recent 
university study. And if any one of them succeeds in breaching your 
system, the damage can begin immediately and balloon to catastrophic 
levels quickly.

The average cost of a data breach is $3.86 million, according to IBM. 
Their report notes that costs rise significantly the longer the breach goes 
uncontained – emphasizing the importance of detecting and containing 
cyberattacks as quickly as possible. 

Yet fully 53% of successful cyber attacks infiltrate a network without being 
detected, and more than nine in ten incidents do not generate an alert.

With so many stealthy threats attempting to sneak through your defenses, 
your security team needs every available tool to gain an advantage over  
the bad guys and keep your network and your business assets secure. 

For example: near real-time data about threats that may be targeting 
your network. 

That’s what your team gains with Neustar UltraThreat Feeds, an 
indispensable new data resource that immediately strengthens your 
security posture. 

This focused data is only now available thanks to advanced analytics. 
Neustar leverages the latest advances in machine learning and artificial 
intelligence to detect the telltale fingerprints of malevolent traffic.

Your security team can now respond to serious threats in their earliest 
stages – faster than ever before – and in time to prevent serious damage.  

ACCELERATE YOUR THREAT RESPONSE

About This White Paper

This white paper describes 
how your security team can 
use UltraThreat Feeds data to:

1.  Identify and block domains 
created by DGAs

2.  Learn when DNS tunnels are 
targeting your network

3.  Block the domains created 
for Phishing schemes

4.  Detect a domain hijack 
affecting your infrastructure

5.  Uncover users connecting 
to your network with 
anonymous proxies
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A Domain Generation Algorithm embedded in malware 
can generate hundreds of thousands of domains – 
billions over the course of year – each of which is a 
potential source for command-and-control links to 
activate the malware and start or expand the damage.  

Even if you have the malware in hand, the sheer volume of possible 
links makes it almost impossible to reverse-engineer the true 
communication structure and block all the possible domains before 
the damage is done. 

And the damage can be significant. Some of the nastiest and most 
sophisticated malware families in circulation use DGAs, including 
Cryptolocker, Emotet, Locky and innumerable others used by 
Advanced Persistent Threat Groups. 

The Malicious DGA Threat Feeds identify URLs created by DGAs  
so you can blunt the threat – no reverse engineering required.

All you need to do is block domains named in the feeds. To identify 
them, Neustar constantly analyzes global DNS exhaust data, searching 
for lookups of known DGA domains and the unique traffic patterns 
indicative of new DGAs. 

For domains with DNS responses, the feed includes the likely malware 
group, the count of IPs making the request as a measure of activity, 
a correlation score indicating the likelihood the domain is attributed 
to malware and the IP address where it’s hosted. Domains that do not 
resolve are identified by cluster ID and likely malware group, assisting 
in identifying malware that could be resident in your infrastructure. 

NEUTRALIZE DGA THREATS

Threat
Malware in your network that links to 
command and control servers using 
Domain Generation Algorithms (DGAs)

UltraThreat Feed
Malicious DGAs, including two feeds: 
 
  Active domains with DNS responses

  Active domains that do not resolve, 
clustered by malware

Frequency

  Every hour 

Security Outcomes
 Identify and block domains created  
by DGAs

 Compare active domains from both 
feeds to your firewall exhaust to 
identify and disable malware in your 
infrastructure
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DNS tunneling may not be a new attack vector, but 
it’s still in widespread use and it’s still a threat to your 
network and your data. One recent report found that 
DNS attacks hit 79% of organizations, costing almost  
a million dollars each.

Not surprising, since DNS tunnels sneak right through your defenses 
and are favored by seriously bad actors. The OilRig threat group,  
for example, has used DNS tunnels to compromise 97 organizations  
in 27 countries. Moreover, the techniques necessary to uncover 
them are difficult and time consuming to execute, and for most 
organizations impractical. 

Fortunately, there is now a far simpler tool that alerts you to a 
potential DNS tunnel targeting your domain. 

The DNS Tunnel Threat Feed identifies second level domains that 
are possible targets of DNS tunnels, every ten minutes. 

If your domain is named in the feed, your security team or SIEM can 
go to work immediately to root out and neutralize the threat. It is the 
simplest imaginable tool to effectively eliminate the threat of damage 
or data loss from DNS tunnels.

The data is the product of advanced analysis of global DNS exhaust 
traffic to identify suspicious query-and-responses patterns that 
suggest DNS tunneling. The feed includes a time stamp in addition to the 
second level domain that is the target of the possible DNS tunnel. 

DETECT AND STOP DNS TUNNELING

Threat
Attacks that bypass your firewalls 
by exploiting open passage of DNS 
queries to exfiltrate data, attack your 
network or link malware to command 
and control

UltraThreat Feed
DNS Tunnel Threats

Frequency

 Every ten minutes 

Security Outcomes
Discover that your domain may be  
the target of a DNS tunnel attack

Investigate the threat and neutralize 
the tunnel; search your network for 
DNS tunneling malware
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Wait, phishing attacks have “golden hours”? 

They do – the period after an attack is launched and before security 
professionals have identified and publicized the malicious URLs 
created to capture user data or disseminate malware.

Phishing may seem to be a constant threat, with no beginning or end. 
But most attacks are actually focused, structured campaigns that 
last an average of 21 hours and rely on newly registered or newly 
activated URLs. They’re also effective, capturing credentials from 
more than 7% of victims. 

To counter the threat, most organizations rely on email filters and 
user education, and warnings of known phishing URLs. But the 
emails are getting harder to detect by both filters and users. And 
researchers found it takes an average of 9 hours for anti-phishing 
entities to detect a new attack and its URL, plus 7 more hours to 
reach peak mitigation through browser-based warnings. 

These are the “golden hours” of a phishing attack – when most 
victims are snagged.

Now you can close the “golden hours” gap, with data from the 
Newly Published and Newly Observed Domains Feeds. 

The key is to stop your users from inadvertently clicking through to 
the phishing sites – and since most attacks rely on newly registered 
or newly activated URLs, the  answer lies in the near real-time 
notifications you receive from these two feeds, which list all newly 
published or observed domains.

1.   Route the data into your security ecosystem

2.    Block access to all newly registered and newly observed  
domains for a specific and limited period of time – 24 or 36 
hours, for example

3.    Enable access after the “golden hours” have passed – and  
threat intelligence data enables you to continue blocking  
known phishing sites

Threat eliminated. 

BLOCK PHISHING ATTACK SUCCESS

Threat
Emails or messages that persuade 
legitimate users to provide data or 
inadvertently download malware via 
an associated website 

UltraThreat Feeds 
 
  Newly Published Domains

  Newly Observed Domains, including 
newly activated first level, second 
level and fully qualified domains

Frequency

  Near real time (whenever  
new domains are published  
or observed)

 

 Security Outcomes
Prevent users from inadvertently 
connecting to a phishing or spear-
phishing website during the “golden 
hours” of a phishing attack
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Sometimes the crooks target your registrar with 
a social engineering campaign. Or they use real 
credentials obtained through a spear-phishing  
or malware attack targeting your team.

All of a sudden, you no longer control your domain. 

It happens more often than you may think. An organization that 
tracks cyberthreats estimates 100 domains are hijacked every day. 
Sophisticated, security-conscious organizations have fallen prey – 
even with a registry lock. One attacker took over a fraud prevention 
company’s domain despite having a registrar lock in place. Another 
attack took down a global provider of DNS services and a non-profit 
that manages DNS for 500 top-level domains. 

Depending on the scope and sophistication of the attack, it may go 
unnoticed for hours or even weeks. It damages your brand, your users 
and customers, and – worst case – leaves you without control of your 
own domain. 

With the Domain Update Feeds, you can learn immediately if your 
domain or its infrastructure may be the victim of a hijack attempt. 

The Domain Update feeds list changes in the nameserver record 
or hosting infrastructure for domains worldwide, and is distributed 
immediately. The feeds are created by analyzing DNS exhaust data 
from our global network of DNS service sites. 

If you learn of changes to your domain that you didn’t initiate, you  
may have discovered a hijack in progress – and your security team  
can immediately investigate and remediate the issue to prevent 
serious and lasting damage. 

 

IDENTIFY AND STOP A DOMAIN HIJACK

Threat
Cybercrooks take outright control of 
your domain, or gain access to your 
domain nameserver and reroute DNS 
queries to an IP range they control 

UltraThreat Feeds
 
 Domain Updates/Nameserver 

 Domain Updates/Hosting IP Address

Frequency

  Near real time (whenever  
domain updates occur) 

 

Security Outcomes
Discover immediately if your 
nameserver or infrastructure has  
been changed

If you didn’t initiate the change,  
take action to investigate and stop 
a possible domain hijack in its  
earliest stage
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A user arrives at your website using an anonymous 
proxy. Why are they hiding?

Could be they’re just concerned about privacy. But they could also 
be dishonest – trying to illicitly sidestep geofencing restrictions, 
for example. 

Or they could be genuinely malicious, looking to scam you through 
new account or credit card fraud, propagate malware, or launch a 
crippling DDoS attack using multiple proxy servers. 

That’s why it’s important to know which users are hiding their true IP 
address data.  

But how? Anonymizing proxies don’t exactly announce themselves, 
and there’s no fast, reliable tool or technique to identify them in traffic.

Fortunately, the Anonymous Proxy Feed delivers current data on 
both new proxy sites and status changes for existing proxies. 

This new proxy data updates a master file that can be incorporated 
in your security stack, enabling you to recognize proxy connections 
in near real time. In addition to the proxy server’s IP address, the 
data also includes the anonymizing level (elite or transparent) of each 
proxy, plus date, time and status information. 

This data is the product of a dedicated team of Network Geography 
Analysts who use multiple tools and techniques to identify IP 
addresses that could be anonymous proxies. These addresses are 
then testing using both automated tools and manual processes to 
determine their status, which is confirmed and updated by constant 
retesting and ongoing monitoring for signs of active use. It is the most 
accurate, current, complete proxy data available. 

 

 

UNCOVER USERS CONNECTING  
WITH ANONYMOUS PROXIES

Threat
Users hiding their true IP address  
and geographic location data through 
the use of an anonymous proxy to 
connect to your website

UltraThreat Feed
Anonymous Proxy 

Frequency

 Every 15 minutes 

Security Outcomes
Identify anonymous connections 
arriving at your website 

Gain additional insights into each 
anonymous connection, including 
anonymizing level, for better  
informed response and disposition
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Neustar UltraThreat Feeds deliver relevant, 
actionable threat data in near real time by leveraging 
advanced, AI-driven analysis of exhaust data from our 
global network of Authoritative and Recursive DNS 
service sites. 
 
This critical data helps your team identify and mitigate – even 
prevent – threats and malicious traffic. 

DNS data has long been recognized by security professionals as a 
potentially invaluable source of insights into malicious activities. 

Until recently, however, it was just potential. The sheer volume of DNS 
traffic – trillions of daily queries – made it all but impossible to isolate 
relevant, actionable threat insights in a useful time frame. 

Now advances in machine learning and artificial intelligence have 
provided the capabilities to analyze such vast data sets, unlocking  
the potential of DNS-derived data to identify potential threats  
as they emerge. 

Neustar UltraThreat Feeds start with DNS data – trusted, high-
quality data exhaust from our own globally distributed network of 
authoritative and recursive DNS service sites, processing billions  
of DNS queries every day. 

The feeds also incorporate data and insights from additional 
proprietary sources uniquely available from Neustar: 

Identity intelligence that provides contextual information about  
the actors behind the traffic, drawn from our global OneID system. 
The data includes household and business IDs, IP addresses, 
and number and device IDs, all compliant with privacy standards 
worldwide. 

IP geolocation and risk data for IPv4 and IPv6 addresses that 
provides geographic and connection data as well as the ability to 
determine if the IP is being used by an actual human being or is  
non-human bot or server traffic.

The result: Actionable data in near real time, refreshed regularly  
and supported by years of security experience and insights. 

AUTHORITATIVE SOURCES, TRUSTED DATA

“ DNS data has long been 
recognized by security 
professionals as a potentially 
invaluable source of insights  
into malicious activities. 
Until recently, however, it  
was just potential.  
 
Now advances in machine 
learning and artificial 
intelligence have provided  
the capabilities to analyze 
such vast data sets, unlocking 
the potential of DNS-derived 
data to identify potential 
threats as they emerge. 
 
UltraThreat Feeds delivers 
these insights in near real-
time.” 
 
Michael Kaczmarek 
VP of Product Management 
Neustar Security
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UltraThreat Feeds can be delivered into an Azure or Amazon Web Services S3 bucket, or directly 
to your environment or SIEM platform, tailored to your needs and ready to help your team:

To learn more about how Neustar UltraThreat Feeds can support your 
business needs click here, email us at security@team.neustar, or call us 
at 1-855-898-0036 in the US and at +44 1784 448444 in the UK.

LEARN MORE

 

UltraDNS

UltraDDoS Protect 
& UltraDNS

 ¡ Shorten mean time to threat detection 
and remediation, reducing or eliminating 
damaging consequences 

 ¡ Improve preventive defense by blocking 
network traffic at the entry point

 ¡ Cut the time wasted researching and  
chasing false positives

 ¡ Identify domain connections that should  
be investigated or monitored 
 

Operates a 12+ Tbps  
globally distributed DDoS  
mitigation network 

Manages nearly 
7 billion physical  
and virtual addresses

Capable of handling  
9 trillion+ Authoritative  
DNS queries a day

Provides IP Geolocation insight 
into 99.99% of all routable IP 
addresses worldwide

Neustar Ultra  
Service Locations

They are an indispensable addition to your security stack that can help you avoid millions of 
dollars in threat remediation and untold damage to your brand. 
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ABOUT NEUSTAR
Neustar is an information services and technology company and a leader in identity resolution providing the data and technology that enables trusted connections 
between companies and people at the moments that matter most. Neustar offers industry-leading solutions in Marketing, Risk, Communications, and Security that 
responsibly connect data on people, devices and locations, continuously corroborated through billions of transactions. Neustar serves more than 8,000 clients 
worldwide, including 60 of the Fortune 100. Learn how your company can benefit from the power of trusted connections here: www.home.neustar.


