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Companies in financial services are attacked by cybercriminals 300 times more often 
than those in other industries.

To fight this endless onslaught, companies need a layered defense that incorporates 
comprehensive measures at every layer of the IT stack, informed by timely, relevant 
threat data from authoritative sources.

THE POWER OF TIMELY 
INFORMATION

Some things never change. Bad guys 
go after financial services.

The tools and techniques do change, 
though, and in the digital realm they 
can change fast. A newly published 
or updated domain, for example—
including those used by malware 
in domain generated algorithms 
(DGAs)—can become malicious by 
the time you finish reading this page.

The consequences can last  
much longer.

That’s why timely, relevant data on 
potential threats from authoritative 
sources is as essential element of a 
strong and effective security posture:

Timely: Threat data is time-
sensitive. Threat actors can activate 

botnets through new C2 (command 
and control) domains in a matter  
of minutes.

  Near real-time threat feeds 
drawn from the data exhaust of 
actual internet usage can deliver 
the timely information that 
allows security teams to identify 
potential threats before an attack 
is actually launched.

Relevant: The challenge with 
many threat feeds, especially 
open source feeds, is the 
sheer volume of data they 
contain. Without nearly limitless 
resources to process huge raw 
data dumps from DNS and other 
sources, potentially important 
insights go undiscovered.

  Threat feeds use analytics, 
machine learning, and artificial 
intelligence to process raw data 
and deliver relevant, focused, 
actionable datasets.

Proprietary data sources: 
Inaccurate data is worse than 
useless. It can send security 
professionals chasing after false 
threats, wasting their time and 
essential IT resources.

  Threat feeds sourced from 
authoritative data provide 
actionable insights that security 
teams can rely on. When those 
sources are also proprietary rather 
than aggregated third-party data, 
the resulting insights add important 
value to your security posture.

Neustar UltraThreat Feeds deliver the timely, relevant, authoritatively sourced information that your  
IT security team needs to track and counter emerging threats and secure your digital domain. 

This white paper describes how financial services companies use Neustar UltraThreat Feeds to:

1. Protect brand reputation     |     2. Mitigate the risk of fraud     |     3. Defend their domains

03

White PaperSecurity Solutions

https://www.ciodive.com/news/cyberattacks-hit-financial-services-300-times-more-than-other-sectors/557372/


 UltraThreat Feeds Data:  Newly published and newly observed domains

 Actionable Insights:  Know if a spoof of your domain is registered 
  Know if a spoof of your domain suddenly becomes active

PREVENT A SPOOFED DOMAIN 
FROM COMPROMISING 
YOUR BRAND REPUTATION—
AND YOUR CUSTOMERS

PROTECT YOUR BRAND

Threat actors can register a spoof of your domain 
name and start trolling for your customers immediately.

But they can also register a spoof and let it sit for 
weeks, months, or even years while they bide their time 
and plan their assault. Once they bring it active, the 
trap can be sprung with amazing speed.

Some of your customer traffic gets hijacked, either 
through phishing expeditions or misspelled URL entries. 
When these unsuspecting consumers arrive on what 
they think is your site, their computers may acquire 
malware for future use by a botnet. Or their user 
credentials are stolen, followed shortly by their assets.

Either way, it’s bad for your customers and bad for you.

To head off the threat of a domain spoof, you need 
data on both newly published and newly observed 
domains that suddenly appear in DNS queries. Neustar 
UltraThreat Feeds include both, drawn from our global 
constellation of DNS sites.

Use Case: Find and Take-Down

A dormant domain that spoofed 
the URL of a large financial services 
provider suddenly began receiving 
DNS queries—identified in the newly 
observed domain feed. Research 
into the domain revealed an IP 
infrastructure association with 
malicious domains, including one that 
involved DGAs.

An investigation revealed that the 
domain spoof looked exactly like the 
company’s actual website, and could 
only be viewed by computers without 
cookies from the legitimate site—when 
it immediately downloaded malware.

The company put in a take-down 
request, and the site was removed.
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 UltraThreat Feeds Data:  Non-existent (NX) domains 
  Newly published domains

 Actionable Insights: Know if a suspect business has a website  
  or has just created one

IDENTIFY FRAUDSTERS ATTEMPTING 
TO STEAL MONEY, DATA, OR 
INTELLECTUAL PROPERTY

Fraudsters looking to score can easily create a 
fake or shell company, complete with counterfeit 
documentation of their operations to support the 
fraud. A well-executed fake can be extremely  
difficult to detect.

They can apply for a loan or line of credit. Or they 
can establish links to legitimate businesses to steal 
customer data, technology, or other intellectual 
property.

But they may overlook the relatively trivial job of 
creating a website for their fake enterprise. Since 
a website is a necessity for even the smallest 
neighborhood business, its absence strongly  
suggests that further investigation is warranted.

Alternately, they may have created a website to  
match their phony company. They can put any dates 
they want on the “company history” page—but they 
can’t fake the site’s registration date.

With data from UltraThreat Feeds on non-existent 
and newly published domains, your fraud prevention 
team can quickly check information about a company’s 
website that can’t be faked.

Use Case: Prevent COVID-19 
Stimulus Fraud

The $2 trillion program created to help 
U.S. businesses cope with the COVID-19 
pandemic led to an avalanche of loan 
applications from small and medium 
businesses—and created an irresistible 
opportunity for fraudsters seeking to 
scam financial institutions that offer 
loans through the program.

Financial services organizations can 
utilize our newly published domain and 
non-existent domain feeds to create a 
fast and convenient way to check the 
website status of companies applying  
for loans under the program.

Companies with non-existent or  
newly published sites are flagged for 
additional review.

MITIGATE FRAUD 
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 UltraThreat Feeds Data:  Domain updates/hosting IP 
  Domain updates/name server

 Actionable Insights: Know if changes have been made to your  
  DNS signpost or IP infrastructure

QUICKLY DETERMINE IF YOUR 
DOMAIN HAS BEEN HIJACKED—
EVEN IF YOU HAVE A REGISTRY LOCK

DEFEND YOUR DOMAIN 

In cartoons, the crooks set up a phony detour sign to 
send traffic down the wrong road.

In real life, they redirect DNS queries for your website 
to send current and prospective customers to the 
phony destination they’ve created.

Best case: The outcome is merely damaging to your 
reputation, such as a site displaying a nasty message 
about your company. In worse cases, customers land on 
a copy of your website and surrender their credentials.

It happened to a bank in South America. The phony 
website captured a visitor’s username and password, 
then displayed a message saying that online banking 
was temporarily unavailable. The crooks then accessed 
the customer’s accounts and cleaned them out.

If you think a registry lock protects you, think again. 
Bad actors have been able to initiate hijacks of domains 
despite their registry locks.

That’s why you need to know immediately if your 
name server or IP infrastructure has changed. And 
that’s why domain updates from UltraThreat Feeds is 
such an important addition to your security posture. 
Nobody wants to learn about a hijacked domain from 
defrauded customers.

Use Case: Close Down  
Domain Hijackers

Thanks to a phishing campaign 
targeting a large and prominent 
registrar, a cybercrook was able to 
change both the name server and IP 
address for an online financial services 
company that handles financial 
transactions between buyers and 
sellers. The change was discovered 
less than five minutes after it was 
made, allowing the company to notify 
the registrar and stop the hijack.

In a second example, a cybercrook 
was able to begin hijacking the domain 
of a fraud prevention company, even 
though the domain had a registry lock. 
The company discovered the hijack in 
progress and was able to mitigate the 
attack and restore its domain.
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Neustar UltraThreat Feeds provide relevant, actionable threat data from proprietary 
DNS insights and other sources, in near real-time.
The insights help you identify and mitigate—or even prevent—threats and malicious 
traffic, both inbound and outbound.

DNS data has always contained 
insights about malicious activities. 
But with trillions of DNS queries every 
day, isolating relevant and actionable 
threat insights was extremely 
challenging and time-consuming.

Advances in machine learning and 
artificial intelligence have helped  
cut the job down to size—and led  
to growing recognition of the value 
of DNS-derived threat data in  
IT security.

Neustar UltraThreat Feeds 
start with DNS data. Specifically, 
the trusted, high-quality data 
DNS insights from our own 
globally distributed network of 
authoritative and recursive DNS 
service sites, which process 
trillions of DNS queries every day.

To parse this enormous amount 
of data into relevant, actionable 

threat information, UltraThreat 
Feeds incorporate additional 
proprietary sources that provide 
invaluable contextual data 
that is uniquely available from 
Neustar.  These include:

  Identity intelligence that provides 
information about the actors 
behind the traffic, drawn from 
our global OneID system. The data 
includes household and business 
IDs, IP addresses, and number 
and device IDs, all compliant with 
privacy standards worldwide.

  IP geolocation and risk data 
for IPv4 and IPv6 addresses 
that provides geolocation and 
connection data as well as the 
ability to determine if the IP is 
being used by an actual human 
being or is non-human bot or 
server traffic.

This multifaceted proprietary data, 
along with additional data from 
trusted third parties, is synthesized 
by a powerful analytics platform that 
leverages our decades of experience 
in digital security and incorporates 
both machine learning and artificial 
intelligence.

The result: Relevant, timely, 
actionable data delivered within 
20 minutes of real-time, refreshed 
regularly, and supported by years of 
historical insights. It can be tailored 
to your environment and platform, 
ready to go to work, while:

  Improving preventative blocking 
to ensure better defense

  Shortening mean times to threat 
detection and remediation

  Cutting the time wasted on 
researching false positives

To learn more about how Neustar UltraThreat Feeds can support your 
business needs, click here, email us at security@team.neustar, or call 
us at 1-855-898-0036 in the US and at +44 1784 448444 in the UK.

AUTHORITATIVE DATA 
AND SOURCES

LEARN MORE
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ABOUT NEUSTAR
Neustar is an information services and technology company and a leader in identity resolution providing the data and technology that enables trusted connections 
between companies and people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk, communications, security, and registry 
that responsibly connect data on people, devices, and locations, continuously corroborated through billions of transactions. Neustar serves more than 8,000 clients 
worldwide, including 60 of the Fortune 100. Learn how your company can benefit from the power of trusted connections at www.home.neustar.

https://www.home.neustar

