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The COVID-19 pandemic hit 
the gaming and gambling 
industry hard. In the US, 
2020 revenues were down 
31%, the first contraction 
since 2014 and the lowest 
total in 17 years.

The industry is working 
to climb back, with online 
gaming leading the way. 

When the pandemic shut down public gatherings and sports leagues 
and drove people to stay home, the impacts on gaming and gambling 
were immediate and severe. However, the effects were not evenly felt 
across all segments of this diverse industry. 

Brick and mortar casinos took the biggest hit. In the US all 989 
casinos closed down, leading to a catastrophic revenue contraction 
of almost 80% in Q2 2020. When casinos began to reopen, social 
distancing required limits on the number of players and intrusive 
barriers between players and dealers. 

Lotteries were also seriously impacted as shopping trips plummeted. 
The two big multi-state US lotteries, Powerball and Megamillions, were 
particularly hard-hit, eliminating minimums for both starting jackpots 
and weekly increases for successive drawings. The one bright spot: 
states with online lottery offerings. 

e-Sports also experienced losses despite its roots in play-from-home 
competition. In-person tournaments and events were canceled or 
postponed, with a resulting downturn in both revenues and exposure. 
However, the expansion of virtual competitions and online events 
eventually led to increased viewership numbers and helped e-Sports 
recover more quickly than other segments of the industry. 

Sportsbooks saw a catastrophic decline when virtually all sports 
leagues shut down in spring 2020. In the US, revenues plunged from 
almost $140 million in January to just over $8 million in April. But 
with online betting options and leagues returning to play – including 
the National Football League – revenues drifted up, then took 
off, reaching more than $310 million in November. Ultimately, US 
sportsbooks had a record year with revenues of more than $1.5B. 

Online options for play were the one consistent key to success. In 
every segment of the industry, operators who could provide online 
options performed better during the pandemic. Online casinos, for 
example, saw a massive 255% increase in first-time players early in 
the pandemic. 

Importantly, the industry segments with online play also recovered 
more quickly as restrictions were lifted. The surest path to stronger 
growth is online. 

AN INDUSTRY STILL IN FLUX

About This  
White Paper
This white paper explores 
the opportunities and 
risks of online gaming and 
gambling, and describes 
how IP decisioning data 
can help mitigate risk in 
online operations:

1.  Independently identifying 
player location 

2.  Identifying log-ins  
from risky sources 

3.  Identifying bots  
and server traffic

4.  Uncovering anonymous 
connections 

5.  Ensuring regulatory 
compliance
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The gaming and gambling industry benefits when pandemic-
related restrictions relax. US casinos, for example, took in more 
than US$11B in the first three months of 2021, matching their best 
quarter ever. e-Sports tournaments resume when fans return to 
stadiums for sports events. Lottery salesrebound as shopping 
trips become routine. 

For all the good news, however, the pandemic and its effects 
aren’t going to simply disappear. COVID-19 still presents a 
risk for gamers and sports teams alike, and many people are 
uncomfortable with public settings. In-person events could be 
affected for years, with above-average cleaning costs and staff 
turnover, and uneven attendance. 

Online gaming remains an important growth opportunity. 
Players are now comfortable with the online experience, and 
most all observers believe the market will continue to expand. 

One recent study forecasts the global market for online gambling 
in 2021 alone would see revenues surge more than 11%, to more 
than US$74B, with Europe and North America leading the way 
and South America showing significant growth. 

The long-term prospects for online gaming are even brighter. 
The global market is expected to reach US$158B by 2028, with an 
annual CAGR of almost 11.5%. 

The online gaming experience is no longer new for players, while 
the growing sophistication of digital payment systems, coupled 

THE OPPORTUNITY ONLINE
Pent-up demand for normalcy 
helped fuel a remarkable 
turn-around for gaming and 
gambling. Even traditional 
casinos regained revenues, 
despite lingering occupancy 
limits in many locations. 

While the future looks positive 
for in-person play, online 
gaming clearly demonstrated 
its value during the pandemic– 
and that value will persist. 
Online gaming allows 
operators to reach players 
anytime, anywhere, under any 
conditions. 
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with widespread adoption by consumers, has simplified both betting and payout 
procedures for players and operators.

Sports betting leads the way. The global sports betting market is predicted to surge by 
US$134B from 2020 to 2024. In the US, sports betting already accounts for nearly one-
sixth of gaming revenue, and revenues are growing with remarkable speed. In Q1 2021, 
for example, revenue reached US$961 million – more than in all of 2019. 

In the US, where both in-person and online gambling is regulated by the states, the 
prospects for growth of online sport betting are complicated by the patchwork of 
regulations. However, since the Supreme Court struck down the Federal ban on sports 
betting in 2018, many states have moved to make it legal. 

As of mid-2021, sports betting was legal in 20 states and the District of Columbia, 
and seven more states will be joining them in the near future. The majority of these 
jurisdictions already permit online gambling, and more will undoubtedly legalize it. 

e-Sports is also poised for growth, having attracted a wider audience during the 
pandemic when other sports options were limited or nonexistent. One analyst has 
projected revenues of US$1.2B for 2021, growing to US$1.6B by 2023. And with live 
tournaments returning, visibility and revenues will only increase. 

It’s not just sports. In the US, Internet gaming revenue in Q1 2021 reached US$785 
million, more than tripling the figures from Q1 2020. And numerous state lotteries are 
now considering how to implement online play. 

The opportunities in online gaming were already growing. The pandemic 
significantly accelerated them, and now the sky’s the limit. 

One recent study predicts the global market 
for online gambling in 2021 will see revenues 
surge to more than US$74B, growing 11%. 
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Online gaming presents an 
important opportunity, but it 
comes with risks that worsened 
during the pandemic. Fraud 
attempts increased by an 
estimated 54%. 

While combatting fraud 
has long been part of the 
business landscape in gaming 
and gambling, online fraud is 
different – and fraud is not the 
only risk online operators face. 

Gambling has always been a magnet for fraudsters. Casino 
operators have spent decades developing and refining methods 
to protect themselves. 

But fraudsters are nothing if not adaptable, and they have 
quickly developed scams tailored to the online environment. 
Some are common to all online businesses, while others are 
exclusive to online gaming. The most common and dangerous 
fraudulent activities include: 

 ¡ Collusion, the practice of two or more players working together 
to manipulate a certain outcome – or a single individual using 
multiple accounts to accomplish the same thing

 ¡ Chip dumping, a form of collusion often used to launder 
money or pay for black market services, in which ‘players’ lose 
to a single individual, who then cashes out their apparently 
legitimate winnings

 ¡ Chargeback abuse, when an individual contacts their card 
issuer and denies making a charge they actually made, a 
practice that is particularly problematic for offshore websites

 ¡ Credit card fraud, the use of fraudulent or stolen credit card 
information, and a common problem for all online businesses 

Unfortunately, many of the techniques used to counter traditional 
in-person fraud are based on direct, physical observation. 
Operators need different approaches to combat these 
fraudulent practices in the online environment. 

ONLINE FRAUD AND RISK
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Compliance: the other major risk. Another form of fraud that can have major legal 
implications for online gaming and gambling sites has to do with player location, and is 
rooted in the complex web of national and U.S. state laws that govern online gambling. 

Individuals fraudulently represent themselves as being from a country or state 
whose citizens have legitimate access to a particular gaming or gambling site, when 
in fact they live somewhere else. 

The customers who commit such fraud are rarely or never prosecuted, but the 
online operators can face serious legal and regulatory consequences. 

The common answer: Know your customers better. The more you know about your 
customers, the better you can counter fraud and compliance risks. 

Fraudsters know that too – and do everything they can to prevent websites from 
having any true or accurate information about them. As a result, online gaming sites 
have implemented lengthy registration requirements for new accounts that can 
discourage legitimate users from opening an account. 

What is needed: low-friction tools to help operators learn more about their 
customers. 

Unfortunately, many of the techniques used to 
counter traditional in-person fraud are based 
on direct, physical observation. Operators 
need different approaches to combat these 
fraudulent practices in the online environment. 
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In traditional brick-and-mortar gaming, floor managers recognize 
their best customers as they arrive and greet them appropriately. 
Similarly, security professionals have learned to recognize the 
behavioral cues of players trying to pull something off.

Online gaming sites build customer profiles and log-in procedures 
to gain these crucial insights. But these tools rely on customers 
being truthful – and fraudsters aren’t. 

IP decisioning, which includes geolocation and risk data, 
provides an independent source of insights on every customer. 
It is derived from the IP address of a user’s device without their 
involvement, so it is friction-free for customers. Importantly, IP 
data cannot be falsified by the user, although it can be disguised – 
which, if known, can itself be a helpful insight. 

Neustar’s IP decisioning data provides you with these crucial 
real-time insights:

 ¡ Geographic location data, which identifies the physical 
location of an IP address 

 ¡ Risk data, allowing you to assess the risk and history of 
malicious activity associated with an IP address 

 ¡ Behavioral and network attribute data, which can determine 
if the IP is being used by a human or is a non-human bot or 
server traffic

 ¡ Proxy data, which identifies IP addresses originating from a 
VPN or anonymous proxy 

Online businesses rely on 
information provided by 
customers to personalize 
services and reduce the risk 
of fraud. Unfortunately, the 
customers you have to worry 
about won’t tell the truth. 

IP decisioning and risk data 
provides independent insights 
you could be missing. When 
incorporated into your 
customer data and log-in 
flows, IP decisioning data 
reduces your risk – and allows 
you to serve good customers 
more effectively.

IP DECISIONING DATA:  
REDUCING ONLINE RISK
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These insights reduce your risk and improve the customer experience. Incorporating  
IP decisioning data into your authentication process and customer records provides  
you with crucial insights that help you know each customer more accurately, and tailor 
their online experiences accordingly. For example:

 ¡ An IP that is associated with heightened risk of malicious activity can be routed 
through a secondary authentication process (e.g. contacting customer care)

 ¡ IPs with a different geographic location than the one provided by the customer  
can be flagged for additional attention or review

 ¡ IP data can be incorporated into historical customer log-in records to provide 
insights into location over time – and clues to potential risks based on pattern 
changes 

 ¡ Conversely, IPs with no associated risks and no location flags can be routed 
through a customer-friendly low-friction authentication process or even provided 
immediate access

High-quality IP location data also provides essential insights for meeting legal and 
regulatory compliance standards – and allows operators to serve more profitable 
location-based advertising messages to players. 

The following pages present a closer look at IP decisioning data and its applications. 

Incorporating IP decisioning data into your 
authentication process and customer records 
provides you with crucial insights that help you 
know each customer more accurately, and tailor 
their online experiences accordingly.
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While honest customers have no reason to lie about their 
location, dishonest ones often do. That makes independent, 
real-time information about each customer’s actual physical 
location an invaluable addition to your efforts to prevent fraud. 

 ¡ It confirms customers have legally valid access to your website 
(see page 14 for more) 

 ¡ It can help identify accounts that may have been compromised, 
when a new log-in occurs from a new, different location 

 ¡ It can flag accounts for investigation of collusion or chip 
dumping, for example if multiple players participating in the 
same game or betting on the same event share the same 
IP, indicating they are accessing your site from the same 
household or organization

What to Look For
Granularity: Geolocation attributes should not stop at the 
country or state level, but specify the city, DMA and postal or 
ZIP code. Neustar IP GeoPoint data is accurate to the city or 
postal code level, supported with a confidence measurement 
that evaluates the certainty of the location.

Support for IPv6 and IPv4 protocols: IPv6 is now used for  
30% of IP addresses, and its use is growing, particularly for 
mobile devices. Without IPv6 data, you have a badly  
incomplete picture. 

A reliable provider: Because there is no inherent geographic 
order in IP addresses, the quality of IP geolocation data is strongly 
dependent on the experience, expertise and practices of the 
data provider. Look for a provider that draws on authoritative, 
current proprietary data sources and supplements them with 
quality third-party sources. Neustar does both, and more. 

What it does:
IP geolocation data maps 
the IP address of a device 
connected to the Internet  
to a physical location

Uses:
 ¡ Confirm customers are 

located where they say  
they are

 ¡ Track log-in locations  
to identify suspicious  
pattern changes

 ¡ Gain useful insights for  
fraud investigations

WHERE ARE THE PLAYERS?
IP GEOLOCATION
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You don’t want malicious actors connecting to your website. 
Ever. Quantified, real-time risk and reputation data on IP 
addresses, incorporated into your log-in procedures, can 
help prevent that from happening. This best practice not only 
reduces fraud, but also helps combat a range of other security 
risks such as data theft. 

 ¡ It allows you to flag risky IPs and, depending on the extent of 
the risk, either require a more extensive authentication and 
log-in procedure, or block access altogether

 ¡ It improves the customer experience by enabling you to 
provide low-risk IPs with friction-free, immediate access to 
their customer accounts

What to Look For
Quantified risk scores: Most operators prefer the option of 
calibrating their response to a potentially risky log-in based on 
the degree of risk, which limits the value of simple yes-no risk 
data. Neustar IP Reputation risk data is quantified with a score 
of 1 – 100 that measures the level of risk that an IP address is 
associated with malicious activity. 

Authoritative data sources: It goes without saying that accuracy 
in risk data is crucial. You need a provider that leverages 
authoritative, current data. Neustar analyzes daily queries 
from our own globally distributed network of authoritative  
and recursive DNS service sites, which process more than 
100 billion lookups every day. The queries involve multiple 
industries including gaming and gambling. 

Support for IPv6 and IPv4 addresses: As with geolocation data, 
you need to be sure your risk insights cover traffic originating  
from IPv6 addresses, or you will lack data as much as one-third 
of log-ins. 

WHO CAN I TRUST?
IP RISK

What it does:
IP risk data quantifies the risk 
of malicious activity associated 
with the IP address of a device 
connected to the Internet

Uses:
 ¡ Identify potential bad actors  

and fraudsters before they  
log in to your website

 ¡ Reduce friction in the 
authentication process  
for low-risk customers
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The last thing you want is an automated software system – a bot 
– gaining access to your website and manipulating games, odds 
and other crucial assets. The consequences for the integrity of 
legitimate wagers – and the reputation of your site – could be 
significant and potentially long-lasting. Real-time IP traffic data 
can prevent it.

 ¡ It allows you to flag bot traffic and, depending on the degree 
of certainty that it is not human, either require a more 
extensive authentication and log-in procedure, or block 
access altogether

 ¡ It also allows you to identify traffic originating from a hosting 
facility or data center, which may be suspicious 

What to Look For
Quantified scores: When you block access to potential bot 
traffic, you want to be confident that it really is non-human. 
Neustar IP Reputation IP traffic data is quantified with a score 
between 1 and 5 that measures the likelihood that the ‘user’ 
really is a bot or server traffic. 

Authoritative data sources: When it comes to ensuring the 
integrity of game play on your website, you need data you can 
rely on. Neustar data is based on proprietary analysis of more 
than 100 billion queries every day from our globally distributed 
network of authoritative and recursive DNS service sites. 

Support for IPv6 and IPv4 addresses: As with all IP decisioning 
data, your traffic data needs to cover IPv6 addresses, which 
now account for more than 30% of global IP addresses. 

WHO IS REAL?
IDENTIFYING BOTS

What it does:
IP traffic data quantitatively 
differentiates human users 
from bot or server traffic  
on a device connected to  
the Internet

Uses:
 ¡ Identify the potential use  

of bots to manipulate  
game play 

 ¡ Determine if a potential 
user of your site is actually 
a hosting or data center
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Users who have something to hide are likely to start by trying to 
hide information about how and where they’re connecting to 
the Internet, by using a VPN or an anonymous proxy connection. 
Fraudulent intent is not the only reason someone may want to 
screen their location – but it can be a red flag. IP connection 
data raises that flag for you. 

 ¡ It allows you to identify users who are accessing your 
website through a VPN or other anonymizing connection, 
and either route them through a more detailed and rigorous 
authentication process, monitor their activities or possibly 
block access

 ¡ It can help identify accounts that may have been 
compromised, for example when an established user  
with a history of conventional connections logs in  
through an anonymizing connection 

What to Look For
Rigorous identification methodologies: Anonymizing 
connections don’t announce themselves. Data providers 
must draw on superior network data and analytical tools 
to identify suspected proxies. Neustar IP GeoPoint IP 
connection data uses such methods, then tests suspected 
proxies to validate they are active – and regularly retests  
both active and inactive proxies to confirm their status.

Detailed additional information: Since there are legitimate uses 
for VPNs, having additional insights on anonymous connections 
can help guide decisions on how to handle them. IP GeoPoint 
data includes information about the type of network or protocol 
used by the server to proxy the connection, as well as the degree 
of concealment provided by the proxy – an indication of how 
intent the user is on hiding their true IP address.

WHO IS TRYING TO HIDE?
IDENTIFYING PROXIES

What it does:
IP connection data identifies 
devices connecting to the 
Internet through a VPN or 
anonymizing proxy connection

Uses:
 ¡ Identify customers who may 

be trying to hide their true 
geographic location 

 ¡ Track connection types for 
suspicious pattern changes
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Allowing players from restricted counties or states to access 
your website can result in fines and other regulatory actions, 
and even put your gaming operator’s license at risk. IP 
geolocation data can help you avoid these serious threats. 

 ¡ It allows you to establish and enforce geofences by using 
independent information – not provided by customers – to 
ensure that only players from approved geographic regions 
may gain access to your website 

 ¡ It allows you to recognize customers whose actual IP location 
does not align with the information they have provided, for 
either a more rigorous authentication process or an account 
review 

 ¡ It identifies users who are attempting to hide their actual 
location by using an anonymizing connection 

What to Look For
Seek the same qualities outlined on page 10, including 
granularity and IPv6 support; and on page 13, such as rigorous 
methodologies and detailed additional data. 

A lapse in regulatory compliance is an existential threat 
to your business – and provider experience and practices 
contribute significantly to the value and accuracy of IP 
geolocation and connection data. Evaluate potential providers 
carefully, and consider what they do on a day-to-day basis to 
strengthen the accuracy and reliability of their data.

ENSURING COMPLIANCE
IP GEOLOCATION DATA

What it does:
IP geolocation data maps 
the IP address of a device 
connected to the Internet to a 
physical location and provides 
insights about the connection

Uses:
 ¡ Enforce geofencing to 

maintain compliance  
and avoid regulatory  
and legal penalties

 ¡ Confirm customers are 
located where they say  
they are

 ¡ Identify VPN and anonymizing 
proxy connections
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The COVID-19 pandemic severely curbed in-person gaming and gambling – and in the 
process created a significant opportunity for online alternatives. But fraudsters chase new 
opportunities as aggressively as businesses do. 

Neustar IP GeoPoint and IP Reputation decisioning data mitigate fraud and compliance 
risk, allowing your business to confidently expand online gaming experiences. 

Gain invaluable insights beyond the information 
online players provide – with actionable data about 
their Internet connection, delivered in real time as 
they log into your website. 

 ¡ The geographic location of the user’s IP 
connection, and whether they’re trying to hide 
their location by using an anonymizing proxy, with 
Neustar IP GeoPoint 

 ¡ The risk associated with the user’s IP address, and 
whether the ‘user’ is human, bot or server traffic, 
with Neustar IP Reputation

Because this data is delivered in real time at the 
moment a user engages with your website, it can be 
incorporated into the decision engine associated 
with your log-in and authentication processes. 

You can identify and stop bad actors before they gain 
access to your gaming offerings – and to your other, 
legitimate players. 

No other data can provide the same crucial user 
insights in real time to reduce your risk and ensure 
regulatory and legal compliance. 

If your business is exploring opportunities in online 
gaming and gambling, you need to also explore how 
IP decisioning data can support your growth.

LEVERAGE YOUR OPPORTUNITY  
WITH IP DECISIONING DATA

To learn more about how Neustar IP GeoPoint and IP Reputation  
can reduce your exposure to online fraud and compliance risks,  
call 1-855-898-0036 x4, email risk@team.neustar, or  
visit risk.neustar.

LEARN MORE

Neustar Customers Include:
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ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk and communications that responsibly connect data on people, 
devices and locations, continuously corroborated through billions of transactions. Learn how your company can benefit from the power of trusted connections.  
www.home.neustar

ABOUT TRANSUNION (NYSE: TRU)
TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable 
picture of each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence 
and achieve great things. We call this Information for Good®. A leading presence in more than 30 countries across five continents, TransUnion 
provides solutions that help create economic opportunity, great experiences, and personal empowerment for hundreds of millions of people.  
www.transunion.com
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