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IP geolocation data provides location information about 
devices connected to the Internet – independent of users.  
It enables near-instantaneous decisions about how to serve 
and treat online users.

Since these decisions can have contractual and regulatory 
consequences, accuracy is critical. But IP addresses have little 
or no relationship to geography – so how can businesses be 
confident about geolocation accuracy?

For almost two decades, IP geolocation data has helped connected 
businesses gain independent geographic insights into the location of users 
by mapping devices connected to the Internet. The data is derived from a 
user’s IP address and requires no input or effort from them. 

These insights are provided as each user arrives at a website, regardless 
of whether they are registered users or unknown visitors. The data powers 
decisioning in a wide range of important functions, including:

 ¡ Media and content distribution, confirming eligibility for geographically 
restricted or copyrighted content or streaming media

 ¡ Cyber security and threat intelligence, helping to identify potential threats 
and preventing access by unauthorized users

 ¡ Legal and regulatory compliance, restricting or blocking unauthorized 
access that could result in fines or penalties

 ¡ Fraud prevention, helping to identify potentially fraudulent transactions 

 ¡ Gaming and gambling compliance, preventing access from users  
in unauthorized locations 

 ¡ Customer experience, serving geographically localized content and 
reducing friction in the customer journey

All these applications improve business outcomes based on the user’s 
location. Some involve serious penalties for “getting it wrong.” 

Users of geolocation data have to be confident in its accuracy. But with  
no inherent links between an IP address and geography — and no absolute 
truth set for the locations of IP addresses — accuracy in geolocation data  
is a moving target. 

Confidence Factors in IP GeoPoint data ensure businesses can utilize 
geolocation decisioning data in any application necessary to meet their 
business needs, with a high degree of confidence in its accuracy.

OVERVIEW

About This  
White Paper

Learn how 
IP GeoPoint 
Confidence 
Factors provide 
a measure of 
certainty about the 
assigned location 
of an online device, 
and how they are 
developed for each 
geographic data 
point for a given IP:

 ¡ Country 
 ¡ State
 ¡ City
 ¡ Postal Code 
(where available)
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It’s a fact: Making geographic determinations for IP addresses without invasive or opt-in methods 
is an inexact science. There is no absolute “truth set” for the geographic location of IP addresses. 

That’s why businesses that use geolocation data in critical applications need a measure of confidence 
for every geographic determination. 

It’s not that geolocation data 
providers don’t want to be precise. 

Neustar, for example, has invested 
well over a decade and millions 
of dollars to build the extensive 
global data collection network and 
specialized professional expertise 
required to create an exceptionally 
strong and accurate geolocation 
database. It is updated daily. 

Our data sources include the IP 
address itself, information from and 
about the organization responsible 
for the IP, routing data for packets 
traveling to or from a device, as well as 
third-party data from trusted sources. 

Even with these inputs and efforts, 
non-invasive IP-based geolocation 
involves uncertainty. Internet addresses 

below the country level are inherently 
non-geographic. Physical boundaries 
rarely enter into the way IP address 
blocks are allocated to ISPs, businesses 
and other organizations. And since 
organizations can reallocate their 
assigned IP addresses at any time, they 
are in a constant, fluid state of change. 

The routing type for an IP address – 
how the device connects to the 
Internet – can also affect the accuracy 
of its geographic determination. 
Many common types of connections, 
including mobile gateways and regional 
or international proxies, funnel 
thousands of connected users from 
disparate locations through a relatively 
small allocation of IP addresses. The 
actual geographic location of any 
individual end-user is obscured by 
such a connection. 

Similarly, Internet connections proxied 
through a hosting facility will generally 
yield the location of the data center, 
not the location of the actual user.

What about GPS and other accurate 
location technologies? In order 
to offer nearly universal coverage 
of devices and users anywhere in 
the world, IP geolocation data is 
intentionally structured as a non-
invasive methodology that does not 
require or solicit users to opt-in – unlike 
GPS and other invasive technologies. 

These non-invasive methods may be 
a disadvantage for precision, but they 
ensure universality of coverage. They 
are also a significant advantage in an 
era of growing consumer concerns 
and government regulations regarding 
data privacy.

GEOLOCATION DATA:  
CONFIDENCE AND UNCERTAINTY 

IP GeoPoint Data and Privacy 

Privacy laws are everywhere. According to the UN, 
132 countries have legislation that protects consumer 
data and privacy. Many impose significant fines and 
penalties for violations. 

IP geolocation data is not intended to locate devices to a 
specific home or business, or to identify a specific user. 
However, it can include personal information (PI) as 

defined by the EU’s General Data Protection Regulation 
(GDPR) – unless your provider ensures it is stripped out. 

IP GeoPoint data is fully compliant with GDPR and 
other privacy laws and regulations. We have adhered 
to the principles of Privacy by Design in our data 
products and services for more than 20 years.
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The foundational location fields that Neustar provides are 
each accompanied by a Confidence Factor.

Confidence Factors enable users to evaluate the likelihood 
that the device location is accurate, and therefore drive 
decisions with a much higher degree of certainty. It’s the  
next best thing to 100% accuracy in geolocation data.

Neustar geolocation data specifies up to four location fields for each IP address 
(in addition to latitude and longitude):

 ¡ Country 
 ¡ State 
 ¡ City 
 ¡ Postal code (where available)

Each of these four location fields has an accompanying Confidence Factor 
(CF) – a relative measure of certainty that the IP address is in fact in use at 
that location. 

Both the location data and the CFs are assigned hierarchically. That is, the 
country field is assigned first, then the state, then the city, and finally the 
postal code. In the same way, the country field always has a higher CF than 
the state field, and so on. 

Confidence Factors for country, state and city assignments have a value 
between 1 and 99, while the CF for postal code ranges from one to five. These 
values are relative to each other, but are not mathematical percentages: 

 ¡ A city CF of 90 compared to a city CF of 45 does indicate significantly 
higher confidence that the IP is in use in the assigned city. 

However, it does not indicate the specific mathematical relationship  
of two times the level of confidence. Think of the CF values as levels  
across a continuum, not percentages. 

ALL ABOUT CONFIDENCE FACTORS

What Do Confidence  
Factors Measure? 

Neustar Confidence 
Factors reflect the 
strength of the correlation 
between the different 
data sources that go into 
each location assignment. 
If all the data sources 
point to the same 
location, the CF will be 
higher. If there is less 
agreement among data 
sources, it will be lower. 
In addition, an IP with a 
routing type that collects 
and aggregates users from 
a broad region will also 
have a lower CF. 

Confidence Factors 
enable customers to use 
geolocation data with a 
high degree of certainty 
that the decisions it 
influences are being 
made correctly.
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To understand Confidence Factors, first consider how locations are assigned. Neustar uses multiple data sources  
to arrive at a location assignment for an IP address. These inputs include:

Registering organization, the entity responsible for the 
block of IP addresses that includes the device IP. An 
organization can be any of several entities – a business, 
government agency, school system, college or university, 
or ISP. The allocation information for a specific range of IP 
addresses can contain location information, particularly 
for smaller allocations. Our Network Geography Analysts 
are familiar with how organizations deal with geography 
in their IP allocations, contributing to greater accuracy. 

Traceroute, the path a data packet takes as it travels 
between two points on the Internet. Each segment  
of a traceroute indicates a router, which also has a 
hostname that can contain a location indicator.  
A traceroute can help locate a device by indicating a 
packet’s final destination, in addition to intermediate 
points on its path across the Internet.

Hostname, an alphanumeric string that represents the 
name of a computer. Naming conventions for hostnames 
vary widely based on the organization that is responsible 
for it. Some hostnames do contain location indicators. Our 
team has expert knowledge of how different organizations 
format hostnames, again contributing to greater accuracy. 

IP routing type, the technology used to connect a  
device to the Internet. Some IP routing types, such as a 
satellite or mobile gateway, may provide connections for 
devices from a broad geographic area using a relatively 
small number of IP addresses. As such, they can obscure 
geographic details like city or even state. The use 
of these routing types by a device can decrease the 
Confidence Factor for its location.

Additional third-party data from qualified, reputable 
third party data sources such as mobile carriers and 
ISPs. When incorporated into the data synthesis process, 
these data points can improve insight into the location  
of specific IP address blocks. 

Network geography analyst team, Neustar’s data 
collection network constantly captures massive 
amounts of data from all these sources, which is then 
processed by algorithms that have been developed 
and refined for well over a decade. These proprietary 
algorithms, continuously reviewed and overseen by 
our experienced team of Network Geography Analysts, 
produce a location assignment for each IP address, 
along with a corresponding Confidence Factor.

HOW A CONFIDENCE FACTOR IS CREATED

IP ROUTING TYPE
Fixed Connection
Mobile GatewayLarge allocation

REGISTERING
ORGANIZATION
Small allocation

HOSTNAME
Correlated

Uncorrelated

THIRD-PARTY
DATA

Coverage

PATENTED
ALGORITHMS

Machine Learning

NETWORK GEOGRAPHY
ANALYST TEAM

TRACEROUTE
Converging
Distributed

FINAL
CONFIDENCE

FACTOR
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HOW BUSINESSES USE  
CONFIDENCE FACTORS

Privacy-compliant geolocation data necessarily involves a degree of 
uncertainty (see page 4). But the decisions that result from the use  
of this data are usually binary: 

 ¡ Yes, this user can stream geographically limited content because they 
are in a permitted location.

 ¡ No, this user cannot access restricted data because, despite valid  
log-in credentials, their device is in a different country than their  
customer record indicates. 

By providing a quantitative measure of reliability of each element  
in geolocation data, Confidence Factors enable businesses to drive  
critical binary decisions in any application. 

Confidently. 

Confidence Factors are quantitative, so they can be easily used as an 
input in any decisioning flow. Rules can then be created to consider the 
CFs in conjunction with the location to drive the ultimate outcome or 
next step in the decisioning process. 

For example, online gaming websites are typically restricted to serving 
players in a certain state or country, and can face significant penalties  
for failing to enforce these restrictions. 

As a result, an operator may specify that users be permitted to play only  
if the country location for their device matches an allowed country with 
a CF of 60 or higher on the scale of 0-99. Users with an IP located in a 
permitted country but with a lower CF might be routed to a more extended 
log-in procedure and required to provide additional player verification. 

By applying CFs in this manner – adjusted to address specific risk 
exposure and tolerance on one hand, and user experience needs on  
the other – any business can improve accuracy and outcomes in its  
use of geolocation data. 

If accuracy in geolocation 
data matters in an 
application, Confidence 
Factors have a role to play. 
And the more important 
accuracy is, the bigger and 
more pivotal that role is. 

When the outcome 
is critical – in fraud 
detection and regulatory 
or contractual compliance, 
for example – Confidence 
Factors are invaluable.
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USE CASES 

Media and Content Distribution and Access 

Application Determine eligibility for geographically licensed or otherwise limited 
OTT content or streaming media

Examples Mexico’s leading movie theater operator ensures geographic 
licensing restrictions for digital releases 

Major League Baseball delivers and defends digital access to 
restricted games and other content

Role of CF High CF for relevant geography allows immediate user access

Low CF requires additional user verification or results in access denial

Cyber Security and Threat Intelligence

Application Identify suspicious log-ins to sensitive or restricted content  
and potential threats from suspicious log-ins or connections 

Example Leading security data analytics provider alerts clients of suspect 
logins using location data in conjunction with other inputs 

Role of CF High CF gives greater weight to device location data 

Low CF reduces weight

Legal and Regulatory Compliance

Application Ensure users are authorized to access digital content and services 
subject to geographic restrictions 

Example Large British medical publisher ensures compliance with specific 
geographic regulations while serving global customer base 

Role of CF High CF for relevant geography allows immediate user access

Low CF requires additional user verification or results in access denial
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Fraud Prevention

Application Identify users seeking to initiate fraudulent transactions (device 
location is generally one of many data inputs) while accurately 
identifying good customers

Example State of Alaska polices distribution of funds available only to  
state residents 

Role of CF High CF gives greater weight to device location data 

Low CF reduces weight

Customer Experience Improvement

Application Ensure users are served with geographically appropriate content  
and service options 

Example Networking technology provider customizes services to improve 
performance based on customer location

Role of CF High CF triggers automatic delivery of geographically targeted/
localized content or service 

Low CF defaults to generic content or requires additional user input

Targeted Ad Delivery and Market Research

Application Provide independent data on user location to support market 
research and targeted ad delivery 

Example Digital advertising intelligence platform verifies delivery of 
geographically targeted ads

Role of CF High CF gives greater weight to device location data 

Low CF reduces weight
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BEHIND OUR CONFIDENCE

Since the data inputs used to assign geographic locations to IP addresses 
are not explicitly designed to provide accurate location information, some 
uncertainly in geolocation data is unavoidable. Moreover, IP addresses are 
constantly being reassigned, adding more uncertainty. 

How your geolocation data provider addresses these variables has a significant 
impact on the accuracy and reliability of the data. When a provider then 
quantifies the likelihood that an IP address is in use at the assigned location, 
the importance of integrity and transparency in their policies and practices 
is magnified even more. 

Neustar has strict controls governing its policies and practices for gathering 
and processing geolocation data and resolving and reviewing ambiguities. 

They ensure integrity in data sourcing, data processing and review, staffing, 
calculations, data access, operations and more. For example:

 ¡ Data sourcing controls include centralized monitoring of data collection 
through weekly reviews and statistical reporting; automated error detection 
and manual data reconciliations; and explicit reviews and tests prior to 
authorization of IP network data sources

 ¡ Data processing controls include automated controls to identify 
processing errors; regular review of algorithms through comparison with 
results of manual IP address mapping; automatic aging protocols to ensure 
regular data updates; regular quality assurance reviews; and strict controls 
for data overwrites

 ¡ Staffing expertise is ensured by a skills test for prospective Network 
Geography Analysts; additional qualification assessments during a contract-
to-hire period; and ongoing training and education requirements

In addition, access to systems and data is restricted and controlled, and 
any changes to systems or data are documented, approved and tested 
prior to production. 

These practices and procedures are all designed to ensure that users 
can rely on both the geolocation data that powers their decisioning 
applications, as well as the Confidence Factors that help refine its use  
to improve decision outcomes. 

Confidence Factors  
counter the uncertainty  
of geolocation data, 
enabling businesses to use 
it with greater confidence. 

But can you be confident 
about Confidence Factors? 

With Neustar, you can – 
thanks to effective and 
transparent controls, 
practices and procedures 
governing data collection 
and processing, staff 
expertise and more. 
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GETTING IT RIGHT

For more information about how IP GeoPoint can support your 
business needs, call 1-855-898-0036 x4, email risk@team.neustar, 
or visit www.risk.neustar.

LEARN MORE

Thousands of businesses rely on geolocation data to help create positive 
experiences for users who play by the rules, while protecting themselves 
and their assets from users who don’t. 

In a single day, this data can help shape the experiences of millions of 
users around the world, for better or for worse, while controlling risks  
for connected businesses: 

 ¡ Providing ready access to a pivotal streaming sporting event with 
licensing restrictions – or mistakenly blocking access

 ¡ Denying access to sensitive data to a cybercrook with stolen credentials 
– or opening the door to industrial espionage 

 ¡ Helping customers easily complete transactions while preventing fraud – 
or mistakenly throwing up barriers to legitimate sales

 ¡ Enabling gamers to enjoy their passionate pastimes without violating 
geographic restrictions – or incorrectly locking them out 

 ¡ Displaying customized content and services that users can easily 
access based on their location – or frustrating them with irrelevant, 
inaccessible content

These examples demonstrate why it’s so important for businesses to 
be confident they are getting it right with geolocation data and driving 
positive outcomes for users while protecting themselves from risk. 

In turn, that’s why Confidence Factors in IP GeoPoint are such an 
invaluable addition to geolocation data: They help businesses get it right.

Geolocation data is just 
one element helping to 
shape user experiences 
while protecting businesses 
from risk. But it affects 
outcomes involving millions 
of users every day. 

Businesses need to be 
confident they are driving 
these outcomes based on 
accurate information. 
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ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk and communications that responsibly connect data on people, 
devices and locations, continuously corroborated through billions of transactions. Learn how your company can benefit from the power of trusted connections.  
www.home.neustar

ABOUT TRANSUNION (NYSE: TRU)
TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable 
picture of each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence 
and achieve great things. We call this Information for Good®. A leading presence in more than 30 countries across five continents, TransUnion 
provides solutions that help create economic opportunity, great experiences, and personal empowerment for hundreds of millions of people.  
www.transunion.com
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