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INTRODUCTION
The global COVID-19 pandemic has upended  
the customer experience in contact centers 
across industries, from travel and hospitality  
to financial services, from healthcare sectors  
to state governments.

At a time when more callers have more complex 
needs, any degradation in customer experience 
could have a long-term impact on brand reputation. 
17% of U.S. consumers would abandon a brand 
they love after just one bad experience. Callers 
stressed by the pandemic are twice as likely to 
have “difficult interactions” with call center agents, 
which dampens cross- and up-sell opportunities 
and predicts churn. Great care must be taken, 
beginning with caller authentication, “the highest-
volume customer journey by far and often the 
number-one pain point for customers.”

According to the Neustar 2020 State of Call Center 
Authentication survey, most call center leaders 
still rely on knowledge-based authentication (KBA) 
questions to identify and authenticate callers. 
Likewise, a commissioned study conducted by 
Forrester Consulting on behalf of Neustar (Mitigate 
Fraud And Consumer Friction With Integrated 
[Identity Verification], February 2019) found that, 
“92% of the fraud management decision makers 
we surveyed said that [KBA] is somewhat or very 
effective at reducing ID theft and fraud.”

And yet, as explained below, KBA alienates 
customers, squanders resources, and enables 
fraud. Brands that resist optimizing inbound caller 
authentication now increase their risk exposure  
in an environment of heightened uncertainty.

Executive Summary
The coronavirus pandemic has 
provoked a paradigm shift in 
consumer behavior and contact 
center operations. Call centers 
are seeking industry best 
practices on how to deliver an 
ideal consumer experience and 
operate with optimal efficiency 
in this new reality. Many will have 
to modernize their approaches to 
inbound caller authentication.

The current standard, knowledge-
based authentication (KBA), 
invites undue business risk: it 
frustrates customers, balloons 
hold times, decreases IVR 
containment, and enables fraud. 
Call centers are searching for new 
ways to handle high volumes of 
inbound calls.

The faster the person on the 
other end of the line can be 
authenticated—even during 
unprecedented spikes in 
inbound call volume—the better 
call centers can deliver safe, 
speedy experiences without 
compromising security or 
operational efficiency. Brands 
that step up to meet consumers’ 
needs with speed, confidence, 
and calm stand the best chance 
of weathering the COVID-19 
pandemic and fortifying their 
positions in the market.
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KBA INVITES UNDUE 
BUSINESS RISK
The contact center stands at the front lines of 
customer service. It’s the means for answering 
questions, resolving confusion, and correcting 
mistakes—ideally quickly, efficiently, and personably. 
As demonstrated by the historical inbound call 
volumes across industries in the first weeks of the 
pandemic in the U.S., consumers need that service 
and assurance like never before. Brands have an 
unprecedented opportunity to earn loyalty by 
delivering on their values, and yet COVID-19 highlights 
challenges keeping contact centers from providing 
great customer experiences. Whether callers must 
wait on hold (sometimes for hours), can’t find valuable 
self-service options, encounter a call center agent 
as anxious as they are, or discover their account 
has been taken over by a fraudster, each of these 
scenarios threaten to frustrate consumers and 
damage brand reputation.

Hold times, ballooned due to the sheer volume of calls 
during the COVID-19 pandemic, are further inflated by 
the time-consuming nature of callers’ current needs. 
Consumers are calling to renegotiate loan repayments 
or request temporary mortgage forbearance. They’re 
enrolling in states’ unemployment insurance by the 
tens of millions. Every extra minute of hold time is 
another minute for their anxiety to grow.

Standard self-serve options offer callers little relief. 
Digital channels, which can help resolve simple 
matters, are inadequate for consumers who want 
personal service to resolve more complex questions. 
(Over two-thirds of the Americans who control 80% of 
the country’s wealth prefer the phone channel.) At a 
time of social distancing and shelter-in-place orders, 
personal service is most efficiently delivered over the 
phone. However, contact centers’ entrenched fear 
of failed authentication (i.e. false negatives) limits 
self-service options in the IVR to low-risk, low-value 
matters, like checking account balances.

When callers manage to get through to live agents, they 
may encounter a person as anxious as they are. Those 
deemed “essential” and required to work in call centers 
have spent weeks worrying about their health during 
work and commuting. Under the best of circumstances, 
agents working from home may be inconvenienced by 
the lack of infrastructure and support in their usual 
work setting. They’re likely further distracted by a 
partner, child, and/or roommate who’s also sheltering 
in place, and may be unable to sequester themselves in 
a quiet space to focus on their work. Agents’ distraction 
makes it harder for them to give callers the reassurance 
they seek.

Ironically, criminals are better prepared to handle 
KBA challenge questions than callers. They are often 
armed with the personally identifying information (PII) 
needed to answer KBA questions. They can easily use 
a virtualized call service to bypass legacy defenses and 
call from an anonymous, legitimate, and untraceable 
phone number. When they reach an agent, criminals 
combine PII with social engineering tactics to convince 
agents to grant access to customers’ accounts. Agents’ 
stress levels, compounded by callers’ anxiety, provides 
perfect conditions for account takeover (ATO) attacks. 
Once the fraudster gets into the call queue with a 
virtualized call service, it’s up to the agent to detect 
a social engineering attack. In 2019, an average ATO 
incident took consumers nine hours to resolve and 
cost them $696 out of pocket.

During the COVID-19 pandemic and the economic 
recession that it may spark, organizations are at high 
risk of each of these breaches. Forrester’s study found 
that, “Many firms struggle to maintain high quality 
customer experience throughout authentication: 62% 
of firms have low customer satisfaction and/or an end-
user process that is too complicated.” This begs the 
question: how well prepared are inbound call centers to 
ensure low-friction experiences for anxious customers?
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CALLERS DESERVE BETTER 
AUTHENTICATION
Now more than ever, it’s critical for call centers to 
find new ways to handle high volumes of inbound 
calls without aggravating customers, wasting 
resources, or jeopardizing security. Unfortunately, 
most inbound call centers’ authentication approach 
is inadequate for the task. Contact centers that rely 
on KBA risk insulting customers, losing sales, and 
sustaining brand damage.

Consumers want to resolve their issues quickly. 
KBA extends average handle time by 20%. Over 
thousands of inbound calls, that adds considerable 
delay to some callers’ hold times. Longer wait times 
increase callers’ anxiety and the period during which 
they can ponder, “Would I get faster service from 
this organization’s competitors?”

Once callers reach live agents, they will comply with 
the KBA process, during which they may think, “In 
this day and age, why don’t you know who I am?” The 
use of KBA implies to callers: “We don’t know who 
you are, nor can we trust you.” Spending the first 
30-90 seconds of the call on identity interrogation 
delays resolution of the customer’s needs, adding 
injury to insult. Caller frustration will grow if they 
can’t immediately recall the answers to challenge 
questions. None of these experiences align with 
modern consumers’ expectations for fast, smooth, 
secure service, raised by years of leading brands’ 
investment in authentication experiences.

Customers that struggle to answer KBA questions 
may be flagged as possible fraud risks (i.e. false 
positives) and routed to the fraud department for 

more rigorous authentication. This takes more 
of their time and heightens the implication of 
mistrust. Consumers have shown little patience for 
the mistake in the analogous point in a purchasing 
process. 39% of consumers will abandon a credit 
card after a false decline, while another 25% 
decrease usage of that card. 58% of high-income 
cardholders reduce or stop patronage of the 
merchant where a false decline occurred. If these 
sizeable groups are flagged by KBA as false positives 
in a phone call, they are at high risk of losing their 
patience and defecting to competitors.

The greatest injury to the customer is when a 
criminal takes over their account. Consumers hold 
brands responsible for protecting their accounts. 
A caller’s discovery of an ATO could obliterate their 
brand loyalty and lifetime value. Concerns about 
health and finances driven by COVID-19 may amplify 
their anger on social media.

The pandemic has introduced enough uncertainty. 
Anxiety caused by COVID-19 amplifies these 
problems. KBA frustrates customers, slows agents, 
and empowers criminals because it distracts 
from quickly resolving the original purpose of the 
call. Adapting to changes in caller behavior and 
expectations now will prepare organizations to 
continue operating in the future. The solution, 
proven in many major call centers, is to authenticate 
callers without agent intervention.
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The faster the person on the other end of the line can  
be authenticated—even during unprecedented spikes in 
inbound call volume—the better call centers can deliver  
safe, speedy experiences without compromising security  
or operational efficiency. Brands that step up to meet 
consumers’ needs with speed, confidence, and calm stand  
the best chance of weathering the COVID-19 pandemic  
and fortifying their positions in the market.

Ownership-based authentication is a proven method of 
delivering on the promise of authentication without agent 
intervention. The process completes authentication before the 
caller hears “hello,” making it faster and more secure than KBA.

This approach may become essential for helping brands  
to navigate a post-COVID-19 world. Trusted callers can be 
offered self-serve options that are too risky with KBA:  
account transfers, contact information updates, and PIN 
resets. Shielded from social engineering attacks, agents can 
focus on speedy resolution of more complicated matters. 
Less-experienced agents serve just high-trust callers. Only the 
smaller remaining pool of unauthenticated callers experience 
friction or diversion to the fraud department. Combined,  
this sends a reassuring message to trusted callers, focuses 
agents on helping callers, and optimizes expensive fraud-
prevention personnel and resources.

AUTHENTICATE CALLERS 
BEFORE THEY HEAR “HELLO.”

Brands that step up to 
meet consumers’ needs 
with speed, confidence, 
and calm stand the best 
chance of weathering 
the COVID-19 pandemic 
and fortifying their 
positions in the market.
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HOW NEUSTAR HELPS 
MANAGE HIGH INBOUND 
CALL VOLUMES
The ownership-based authentication of Neustar 
Inbound Authentication decreases average 
handle times by 30-90 seconds per call. Agents 
get to the service portion of each call faster. 
Callers’ needs are serviced faster. Wait times 
drop further because more callers have a broader 
range of higher-value options available in the 
interactive voice response system. IVR containment 
increases on average by 10%. Ownership-based 
authentication drives an average $5.50 savings per 
IVR-contained call, and 45¢-90¢ savings per agent-
handled call. With the possibility of sustained high 
inbound call volumes in some industries, every 
second saved benefits the bottom line.

Speedier time to resolution improves callers’ 
experiences and satisfaction. With Neustar 
Inbound Authentication, powered by TRUSTID 
technology, 70% of callers are authenticated 
automatically and routed into the fastest flow with 
the most self-service options. Those who need to 
speak with an agent are greeted with, “How can 

I help you?” rather than, “Who are you and can I 
trust you?” Fewer callers are agitated by long hold 
times and identity interrogation, so agents are 
subjected to less frustration and are better able 
to respond to callers’ unique needs quickly. It’s a 
positive feedback loop. Of the remaining pool of 
callers, another 20% are moderately trusted and 
require a simple authentication challenge. This 
block of callers—90% of call volume—experience 
authentication 60-80% faster than they would with 
standard KBA. That sends trusted callers a clear 
message that the brand respects their time and 
values their business.

Pre-answer authentication is a powerful advantage 
under normal circumstances. During the COVID-19 
pandemic, it’s essential. Organizations have an 
opportunity to earn anxious customers’ trust, 
and retain their lifetime value, by resolving their 
inquiries and issues calmly and quickly. That starts 
by automatically identifying and authenticating every 
customer with absolute confidence, every time.

Organizations have an opportunity to earn anxious 
customers’ trust, and retain their lifetime value, by 
resolving their inquiries and issues calmly and quickly. 
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WHY NEUSTAR?

Delight your consumers, improve operational efficiency, and 
mitigate fraud risk with Neustar Inbound Authentication.

For more information, visit www.inbound.neustar, contact  
us at 1-855-898-0036 x4, or email risk@team.neustar.

LEARN MORE

With 11 billion daily updates to consumer data, continuously 
corroborated from over 200 authoritative sources, Neustar 
provides the most accurate, up-to-date, and complete 
identity information possible. Neustar manages over 90% 
of the U.S. caller ID market, and possesses unique insight 
into billions of call transactions and precise links between 
each consumer’s name, phone number, and phone activity.

Neustar serves more than 8,000 clients worldwide, 
including 60 of the Fortune 100.
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ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk and communications that responsibly connect data on people, 
devices and locations, continuously corroborated through billions of transactions. Learn how your company can benefit from the power of trusted connections.  
www.home.neustar

ABOUT TRANSUNION (NYSE: TRU)
TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable 
picture of each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence 
and achieve great things. We call this Information for Good®. A leading presence in more than 30 countries across five continents, TransUnion 
provides solutions that help create economic opportunity, great experiences, and personal empowerment for hundreds of millions of people.  
www.transunion.com
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