
White PaperTRUSTID Fraud Solutions

How Contact Centers Are Reducing Costs  
While Giving Better Service

The Trusted 
Caller Flow™ 
Solution



White PaperTRUSTID Fraud Solutions

Executive Summary

The Problem Delaying Customer Service

The Solution: Move Callers to the Trusted Caller FlowTM Approach as Soon as Possible 

Four Challenges to Phone Channel Authentication 

Pre-Answer Authentication:  The Foundation of A Trusted Caller Flow Approach

Conclusion

About Neustar, a TransUnion Company

03

04

05

06

14

15

Table of
Contents

02The Trusted Caller Flow Solution



White PaperTRUSTID Fraud Solutions

03The Trusted Caller Flow Solution



White PaperTRUSTID Fraud Solutions

Executive Summary
Large-scale contact centers’ overreliance on knowledge-based 
authentication (KBA) incurs three costly problems:

The solution is a change 
in business process: the 
authentication of trusted 
callers before they hear 
“Hello.”

Doing so puts authenticated 
callers into a Trusted Caller 
Flow™ where service moves 
quickly to problem solving.

Increases Average Handle Time

It extends agent average handle time by 30 
to 90 seconds (for typical and high-risk calls, 
respectively). Longer calls cost more and drive 
up staffing needs to handle call volume.
 

It degrades customer experience 

Customers expect speedy service but must endure 
identity-interrogation before getting help.
 

It gives a false sense of security 

Due to the spate of data breaches, fraudsters can 
buy customers’ personally identifiable information 
(PII) on the black market. As a result, account 
takeovers through the phone channel remain a 
persistent threat.

1

2

3

Treatment of the remaining group of unknown 
callers – a relatively small subset of all calls – 
would require fewer fraud-fighting resources.

This approach reduces operating costs, 
improves customer satisfaction, and focuses 
fraud-fighting efforts.
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Contact centers haven’t kept pace with 
consumers’ expectations.
The Internet has revolutionized the way 
customers interact with brands. It has simplified 
customer support and opened new ways to 
maintain accounts, make purchases, and other 
transactions. Where technology once favored 
companies it now empowers customers.1  They 
expect their experiences over the phone channel 
to be as smooth as their online communications.2  
Unfortunately, contact centers’ standard 
treatment of callers misses consumer 
expectations by a wide margin.3

The technology to deliver advanced, interactive 
caller experiences is available now. Interactive 
Voice Response (IVR) systems and powerful 
software have supplemented contact center 
agents for years. Yet these technologies are 
rarely used to their full potential.4

Why? Fear of fraud and account takeover.

Honest callers are treated as potential 
threats.
Because businesses can’t trust all callers, they 
curtail callers’ capabilities and subject them 
to knowledge-based authentication (KBA) 
questions. (“Account number, PIN, and mother’s 
maiden name, please.”) This practice bloats calls 
by 30 to 90 seconds (for typical5 and high-risk 
calls, respectively) and sends the wrong message 
to callers: “Who are you and can we trust you?” 
instead of “How can we help you?”

In a twist of irony, fraudsters have little trouble 
overcoming this common and frustrating 
defense. The spate of data breaches have 
rendered KBA dangerous to contact centers. 

Fraudsters can easily buy customers’ personally 
identifiable information (PII) on the black market.6 
With minimal effort, fraudsters can impersonate 
callers, trick IVRs and agents, gain access to 
customers’ accounts, and perpetrate fraud.7

The Problem: 
Delaying Customer Service

Knowledge-based authentication (KBA) 
sends the wrong message to callers: 
“Who are you, and can we trust you?” 
instead of “How can we help you?”
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At the root of this dysfunction lies a simple choice about the 
treatment of callers. Today, they’re all greeted with suspicion. 
Why? Because most contact centers struggle to identify the 
few fraudsters that attempt to hide among the large volume of 
legitimate callers. 

The standard ‘solution:’ treat all callers as potential threats 
until they prove that they’re trustworthy.

This flawed approach represents an opportunity for 
innovative contact centers.

An average four-minute call 
contained to an IVR would save 
$3.60 per call. Every 1,000 
contained calls per day saves 
$3,600 per day or more than $1.3 
million per year.

How much waste 
does the traditional 
process create?

Three consequences of treating all callers  
as potential threats.

Online shopping and support experiences 
have raised consumers’ expectations for all 
interactions with brands, including the  
phone channel. 

In addition to speed and simplicity, callers want more 
self-service options over the phone too. Every second 
that callers spend authenticating is an opportunity for 
them to ask themselves, “Would I get better service 
from this company’s competitors?”
 

Low trust in callers constrains IVRs to the 
lowest-risk services and transactions.

Agents must handle higher risk actions, driving  
up operating costs.
 

The fraud department spends most of its time 
sifting through legitimate callers to find a few 
fraudsters, the proverbial “needles in the 
haystack.”

This adds expense and friction, requires expensive 
personnel, and inconveniences customers caught as 
false positives.

1

2

3

$1.00/
minute

$0.10/
minute

$1.3M/year

Typical agent
call cost

 IVRs 
call cost

VS.
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If you're a frequent flyer, you may have already 
experienced the airport security industry's 
trusted flow: TSA-Pre. Frequent travelers in the 
pre-screening program spend less than five 
minutes on average to pass through security. They 
present their identification, which TSA confirms 
and links to their airline reservations. These 
expedited travelers keep their shoes on and their 
laptops packed through screening.

By moving trusted passengers through the security 
line faster, TSA staff can focus their payroll-
intensive process and expensive equipment on the 
remaining pool of travelers.

The process is similar in a call center. First, 
callers must be identified. Then, those identities 
must be verified. At that point, they receive an 
authentication token and route into a Trusted 
Caller Flow for faster service.

The authenticated group of callers are the 
majority by a wide margin, allowing fraud-fighting 
resources to focus on the remaining pool of 
unauthenticated callers.

The Solution: 
Move Callers to the Trusted Caller FlowTM 
Approach as Soon as Possible

Inbound Authentication

Quickly and Strongly
Authenticated

Trusted Caller FlowTM

Identified

Verified

•

•

Reduce call center
operating costs

• Improve customer
satisfaction

• Increase IVR 
containment rate

• Minimize use of KBA

• Enhance authentication 

• Identify more callers faster

security

fighting efforts
Higher ROI on fraud 

THIS IS THE TRUSTED CALLER FLOW SOLUTION:
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Lower operational costs. A trusted caller flow brings 
significant savings in two ways: it increases IVR containment, 
as described above, and it reduces average agent handle time. 
If agents know they can trust callers, they can begin problem 
solving immediately. The sooner agents begin helping, the 
sooner callers get a solution.

Better customer experience. When contact centers 

can trust their callers, they can empower them with higher-
risk IVR options and their agents can greet them with ‘How 
can I help you?’ not ‘Who are you and can I trust you?’ In 
a time when “many contact centers now view growth in 
terms of improving service rather than expanding size,”8 this 
represents a cost-effective path to meeting consumers’ rising 
expectations and maintaining a competitive advantage.

Increase fraud-fighting ROI. The fraud department can 
focus its time and effort looking for fraudsters in a smaller 
subset of callers. Shrinking the proverbial ‘haystack’ reduces 
expense and friction, and optimizes expensive personnel.  
Also, agents constitute the most significant gap in a contact 
center’s defenses. Once agents are tricked or intimidated 
by callers, or they simply become tired, they may take risky 
shortcuts in protocol. A trusted caller flow reduces room for 
human error.

This change in business process delivers a 
cascade of benefits to contact centers:

Reduces average 
agent handle time 
and increases 
self-service

Build a cost-
effective path 
to meeting 
consumers’ rising 
expectations in 
customer service.

Focus time and 
effort looking for 
fraudsters in a 
smaller subset  
of callers.
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As soon as a caller's identity can be verified 
accurately they should be routed to a high-value, 
low-friction trusted caller flow. Authentication 
underpins this entire process. To maximize 
the benefits of the trusted caller flow, and to 
meet consumers’ rising expectations, caller 
authentication must be accurate, early, fast, and 
invisible to callers.

Unfortunately, most organizations lack tthese 
capabilities. Overreliance on knowledge-based 
authentication (KBA) takes too much time and 
fails to keep out fraudsters. Caller identification 
is stymied by the fact that consumer contact 
information changes so frequently; 5%-15% of a 
company’s CRM data is out-of-sync within one month.

Voice-bio has potential, but customer enrollment, 
opt-in, and adoption take too long to create an 
effective trusted caller flow.

Magic? No. Every day, millions of calls are 
authenticated and routed into trusted caller flows 
before they are answered using pre-answer caller 
authentication.

The remaining pool of unauthenticated callers 
would just be a subset of current call volume. That 
group would receive the full focus of fraud-fighting 
resources; trusted callers wouldn’t require any 
further inspection.

Pre-Answer Authentication:   
The Foundation of A Trusted Caller 
Flow Approach

Ideally, authentication 
takes place before a 
call is even answered. 
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Reduced Operating Costs
• Knowledge-based authentication takes the first 30-50 seconds of typical calls 

and 90 seconds for high-risk calls. Authenticating callers pre-answer reduces 
calls by about that much time. Every call costs contact centers less. 

• Trusted callers can be offered more self-service options in IVRs, increasing 
IVR containment rates.

Improved Customer Experience
• Authentication becomes automated and takes less than 10 seconds. 
• Knowing who your caller is at the beginning of the interaction can help your 

agents provide faster, more effective service.
• When agents can begin problem solving faster, they get more job satisfaction 

and are less likely to quit. With costs to replace contact center agents ranging 
from $5,000-$8,000, even a small improvement in turnover adds up quickly.

Increased Fraud-Fighting ROI
• Filtering out trusted callers first allows for more efficient use of fraud-

fighting resources. 
• An objective automated system preserves agents’ focus for authentication 

of unvalidated callers.

Benefits of Pre-Answer Authentication
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Conclusion

To keep up with consumers’ rising expectations for speedy, 
convenient service across all touchpoints with a brand, contact 
centers must implement a Trusted Caller Flow approach as soon 
as possible.

This will require changes to the organization’s processes, people 
and technology. It begins by re-engineering the authentication 
process so that callers can be identified quickly and confidently. 

Agents will need to be trained to better support the trusted 
caller flow. Finally, IVR systems will need to be enhanced to 
allow for more extensive and cost-effective self-service options.
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• Embracing callers precisely 
in the moment when they’re 
extending an opportunity to 
build loyalty.

• Making optimal use of 
technological and human 
resources.

• Increasing the ROI of fraud-
fighting efforts by reducing 
the pool of potential threats.

The effort promises 
several benefits:

For more information, call 1-855-898-0036 x4,  
email risk@team.neustar, or visit www.risk.neustar.

LEARN MORE
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ABOUT TRANSUNION (NYSE: TRU)

TransUnion is a global information and insights company that makes trust possible in the modern economy. 

We do this by providing an actionable picture of each person so they can be reliably represented in the 

marketplace. As a result, businesses and consumers can transact with confidence and achieve great things. 

We call this Information for Good®. A leading presence in more than 30 countries across five continents, 

TransUnion provides solutions that help create economic opportunity, great experiences, and personal 

empowerment for hundreds of millions of people.

www.transunion.com

ABOUT NEUSTAR

Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that 

enable trusted connections between companies and people at the moments that matter most. Neustar 

offers industry-leading solutions in marketing, risk and communications that responsibly connect data on 

people, devices and locations, continuously corroborated through billions of transactions. Learn how your 

company can benefit from the power of trusted connections.

www.home.neustar

About  
Neustar.
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