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Nearly 70 percent1 of consumers received a one-time 
passcode (OTP) via SMS/text message to validate their 
identities during a new account opening in 2020, 
despite years of warnings about vulnerabilities with 
this authentication approach. The National Institute of 
Standards and Technology (NIST) warned2 against OTPs 
due to known risks in 2016. Security researchers showed 
that OTPs remain vulnerable in a 2020 study.3 Recently, 
the Federal Communications Commission (FCC) began4 
the process of formulating a new rule requiring more 
protections against SIM swapping and unauthorized 
number reassignment—the two most common vectors by 
which fraudsters exploit OTPs—an action that reflects the 
scale of the problem. 

Organizations need a new approach to this convenient 
and effective second factor of authentication. However, 
increased security cannot also increase false positives and 
manual review rates, or degrade customer experience and 
operational efficiency. The warnings cited above suggest a 
binary choice between the convenience and efficiency of 
OTPs vs. greater security from an alternative device-based 
authentication approach.5 This is a false dichotomy that 
harms organizations and consumers. 

OTPs are Secure. Consumer Phones 
are Vulnerable. 

Consumer accounts often come under fraudsters’ control 
when the passwords for the accounts are reset via an OTP.6 
OTPs often serve as a backup or step-up authentication 
method to consumer accounts and facilitate password-
reset requests. Fraudsters have become adept at 
intercepting OTPs by diverting the calls and texts 
intended for a consumer to a phone in the attacker’s 
control. Whether via SIM swapping, unauthorized number 
reassignment, or call forwarding,i these methods of 
diversion result in phone takeover.ii 

Phone takeover fraud is costly to both organizations and 
consumers. Identity fraud cost organizations over $13 
billion and afflicted 10 million U.S. adults in 2020.7 Almost 
two-thirds of this fraud originates in the mobile channel.8 

In addition to immediate financial loss, phone 
takeover fraud inflicts long-term damage on customer 
relationships. Over 60 percent9 of identity theft victims 
spend at least 11 hours dealing with the aftermath—30 
percent of consumers spend over 100 hours—which is an 
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experience that is bound to reflect 
poorly on the organization associated 
with the compromised account. 
Nearly 15 percent10 of financial 
consumers close their accounts 
after an identity fraud incident, 
even if they are satisfied with the 
assistance provided by the related 
organization. If they are dissatisfied, 
over one-third11 of consumers take 
their business elsewhere. Consumers 
are more likely to discover the fraud 
before the organization that manages 
the account,12 putting additional 
strain on the customer relationship. 

Alternate 
Authentication 
Approaches Require 
Costly Trade-offs 
The perceived risk of OTPs 
provoke some organizations to 
consider alternative authentication 
approaches, such as apps that 
generate time-based one-
time passcodes (TOTP), device 
fingerprinting solutions, and 
behavior biometrics. These alternate 
authentication approaches often 
impose undue friction, require 
consumer consent, or flag consumers 
by mistake (i.e., false positives), 
creating a poor customer experience, 
increasing costs due to manual 
resolution, and undercutting 
operating efficiency.  

Authenticator apps require more 
savviness from consumers 
Authenticator apps13 offer more 
security but require greater tech-
savviness from consumers. The 
increased requirements often repel 
users. Just 0.7 percent14 of Twitter 
users report using an authenticator 
app. Only one in four15 U.S. adults can 

identify an example of two-factor 
authentication, a proxy prerequisite 
to implementing an authenticator 
app. The amount of friction that 
authenticator apps impose on users 
diminishes the apps’ feasibility, 
eclipsing potential security gains.  

Device fingerprinting requires 
historical record 
Device reputation tracking via device 
fingerprinting uses myriad device 
attributes and their combinations to 
capture and assemble a clear view 
of a device’s previous association 
with fraudulent activity. It’s a simple, 
effective method to catch basic 
forms of fraud. 

However, because device reputation 
solutions narrowly focus on limited 
or individual data linkages, they 
overlook first-time fraud attacks16 
from previously unseen devices. 
Businesses thus must treat all 
consumers using unrecognized 
devices as potential threats. This 
drives up false positives and manual 
review rates, and degrades the 
consumer experience. 

Biometrics require consumers  
to opt in 
Verifying identity via voice 
recognition, fingerprints, or user 
behavior are more efficient and 
consumer-friendly approaches 
because the processes occur without 
consumer engagement and the 
authenticating factors cannot be 
forgotten or lost. However, concerns 
over the potential for fraudsters to 
spoof biometric identifiers loom 
large. Over half17 of respondents to a 
global, cross-industry survey believed 
that the “high” or “very high” threat 
of biometric spoofing would increase 
over the medium term.  

Biometrics are not foolproof. For 
example, deepfake18 videos call into 
question the viability19 of liveness 
checks over video calls. Behavioral 
modeling suffers from a very long 
setup time—taking as many as 10 user 
interactions to build a reliable profile 
of user behavior. 

The authentication approaches 
most likely to replace OTP are 
not suitable replacements. The 
shortcomings described above 
may help to explain why OTPs 
via SMS remain in widespread 
use, despite the authoritative 
warnings described earlier. The 
dearth of viable choices puts 
organizations in a difficult position, 
especially as fraud tactics become 
increasingly sophisticated and 
consumers expect safe, frictionless 
service. Organizations need new 
and innovative authentication 
strategies that match the ease and 
accessibility of sending SMS text 
messages or placing phone calls. 

How to Restore Trust  
to Phone-based OTP 
For a phone takeover attack to 
succeed, a fraudster must intercept 
an OTP for an authentication 
request sent to a legitimate 
customer account. Forward-thinking 
organizations mitigate this attack 
vector by withholding OTPs from 
phones that have recently undergone 
a SIM swap, number reassignment, 
or call-forwarding request. These 
change events often signal risk of an 
account takeover attack in progress. 
Organizations may decide to decline 
a transaction, or they offer the 
user a stepped-up authentication 
alternative for additional security. 
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By guarding against threatening OTP 
requests, organizations may again rely 
upon OTPs as a secure authentication 
approach.20 Losses via account 
takeover or account origination fraud 
decline. Transaction speed increases 
because most consumers are 
experienced in receiving and entering 
OTPs as an authentication protocol. 
Customer experience improves with 
fewer fraud events and an easier 
authentication experience, increasing 
customer loyalty and lifetime value. 
Securing OTPs mitigates the need 
for organizations to implement 
more complex and costly alternate 
authentication measures. 

To restore security to OTP 
authentication, organizations require 
deep insights into the telephony 
network, such as the customer name 
associated with a phone number, 
the carrier’s tenure of service to the 
phone number, and carrier change 
events. Real-time notifications of 
changes to these attributes can 
identify phone takeover risk. This 
real-time intelligence enables 
organizations to determine whether 
a phone number is too risky to 

receive an OTP, helping to mitigate 
fraud while also improving customer 
experience and operational 
efficiency. Unlike alternative 
approaches, monitoring for signals of 
phone takeover risk does not require 
customer engagement, historical 
insight, or consumer consent. 

Identify High-risk 
Phone Numbers  
in Real Time 
Neustar Phone Takeover Risk21 
ensures that phones requesting 
OTPs are not at risk of attempting 
account takeover attacks. Using 
continuously corroborated signals 
on over 99 percent of U.S. phone 
numbers, both mobile and landline, 
with authoritative linkages to each 
phone’s owner, Neustar, a TransUnion 
company, provides the real-time 
intelligence needed to determine 
whether a phone number poses a 
high risk or a low risk for common 
one-time passcode fraud techniques, 
helping mitigate fraud while also 
improving customer experience and 
operational efficiency. 

By identifying high-risk phone 
numbers with easy-to-interpret 
notifications, organizations 
reduce new account and account 
takeover fraud without requiring 
extra resources or dedicated 
specialists. These phone-based 
insights give organizations a 
higher degree of trust when using 
mobile applications, promoting 
online registrations, and verifying 
transactional activities in real time. 

Restoring trust to the OTP, a familiar 
and convenient method of two-
factor authentication, demonstrates 
a commitment to improving 
consumer safety and satisfaction. 
By doing so, organizations align 
operations with regulatory guidance, 
internal needs for efficiency, and 
consumer expectations for safe, 
smooth experiences. 

For more information about  
Neustar TRUSTID Fraud Solutions, 
call 1-855-898-0036 ext. 4,  
email risk@team.neustar, or  
visit fraud.neustar.

©2021 TransUnion LLC. All Rights Reserved.

SS-FRC-362600-12.03.2021

i  Fraudsters can also take over consumers’ phones via call forwarding. Like SIM swapping and unauthorized number reassignment, fraudsters convince 
the consumer’s phone carrier to forward communications intended for a consumer to a fraudster’s phone. However, because call forwarding and 
unauthorized number reassignment require more effort from fraudsters, SIM swapping has become the most common vector of phone takeover fraud.22 

ii  Fraudsters have begun targeting consumers directly in voice phishing (“vishing”) attacks as mobile carriers have become more vigilant against 
phone takeover fraud. In a vishing attack, a fraudster tricks a consumer into divulging an OTP sent from an organization to gain access to the 
consumer’s account.23
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