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Executive Summary

Finding 1: Call center fraud attacks increase — 
Over half of respondents reported an increase in 
the frequency of callers attempting to commit fraud, 
with respondents from financial institutions worrying 
more about this change.

Finding 2: Authenticate callers before they 
reach agents — Over two-thirds (70%) of 
respondents prefer to complete authentication 
pre-answer or while a caller engages with an 
interactive voice response (IVR) system.

Finding 3: Frequency of threat activity 
continues to rise — More than one-in-two 
respondents reported increasing call center 
fraud activity coming via call spoofing and call 
virtualization services.

Finding 4: Widespread plans for multi-factor 
authentication vary in detail — Most respondents 
plan to implement multi-factor authentication, 
either by replacing KBA entirely (35%) or by 
supplementing it with another authentication 
approach (22%).

Finding 5: Financial institutions worry less 
about OTP fraud than other industries — The 
prospect of fraudsters intercepting OTPs intended 
to authenticate customers worries 73% of non-
financial institution respondents, but far fewer 
financial institution respondents (44%).

Finding 6: Respondents prioritize fraud 
detection capabilities — Respondents continue to 
seek the right balance between detecting fraud risk 
(very important for 60% of respondents), warning 
against first-time attacks (59%), reducing false 
positives (58%) and segmenting inbound callers 
based on risk signals (57%).

Just one-in-ten consumers give credit to organizations for improving customer 
experience in the past year, while other consumers fault these same organizations for 
long wait times for service, answering repetitive questions and experiencing impersonal 
interactions.1 These negative experiences are symptoms of legacy authentication 
approaches, which inconvenience consumers without increasing protection against 
fraud. Consumers and organizations lost $24 billion to traditional identity fraud in 2021, 
a 79% increase year-over-year.2 The 2022 State of Omnichannel* Authentication survey 
shares how organizational leaders across industries apply authentication to improve 
customer experience and fraud mitigation.

*Why “Omnichannel” Authentication?
The name of this report has been updated 
to better reflect the changing nature 
of consumer identity and customer 
experience. Neustar, a TransUnion company, 
remains committed to bringing forth cross-
industry insights that help organizational 
leaders secure trust across channels and 
deliver seamless customer experiences.

1 Contact Center Week, Customer Trust, June 2022
2  Javelin Strategy & Research, The Power of One: Reducing the Impact of Identity Fraud, June 2022 (“Javelin defines 
traditional identity fraud as the unauthorized use of some portion of another’s personal information to achieve 
illicit financial gain.”) 03
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Fraudsters gravitate to the phone channel because 
the primary line of defense — call center agents asking 
challenge questions — is highly vulnerable to social 
engineering. It is easier for fraudsters to find answers 
to challenge questions and then socially engineer a 
human agent into granting access to a consumer account 
than it is to overcome sophisticated device-based 
authentication technologies. Once a fraudster takes over 
a victim’s account via the phone channel, the fraudster 
may change an online password or phone number 
associated with that account. A common reaction from 
organizations — asking every caller more challenge 
questions — delays service, frustrates callers and erodes 
operational efficiency.

Over half of respondents reported an increase in 
the frequency of callers attempting to commit fraud, 
with over one-quarter of respondents reporting an 
increase of 11% or more. Over half of financial institute 
respondents feel very concerned about fraud originating 
in their call centers, while 40% of respondents from 
other industries express the same level of concern.

Respondents cited digital channels (50% websites, 
21% mobile apps) more frequently than the call center 
(19%) as the origin of account takeover (ATO) attacks. 
These numbers may underrepresent the reality; it takes 
considerable root-cause analysis for an organization to 
attribute the eventual fraud loss in the digital channel to 
an ATO via phone call.

Nearly twice as many financial institution respondents 
reported ATO attacks coming via mobile channels in 2022 
compared with 2021. This increase coincides with the 
growing popularity of mobile banking among consumers;3  
fraudsters seek popular channels where it’s easier to 
blend in with a larger number of legitimate users.

3 American Banker, 5 Trends Sweeping Digital Banking Now, February 2022

FINDING 1

Call Center Fraud Attacks Increased 
Between 2020 and 2021

IN WHICH COMMUNICATION CHANNEL DO YOU  
THINK MOST ACCOUNT TAKEOVERS START?

Financial

2021

38%

38%

17%

8%

2022

Non-Financial

2021

32%

24%

32%

8%
4%

42%

24%

20%

8%
6%

2022

52%

18%

18%

7%
5%

Website Call center Mobile application

Brick-and-mortar location Other
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Agent-led authentication relies on asking challenge questions — knowledge-based authentication (KBA) — an approach 
that increases the risk of customer attrition, fraud loss and operational waste.4 KBA prolongs average handle time 
between 20 and 70 seconds, forcing customers to wait for service while insinuating distrust. Fraudsters equipped with 
ill-gotten answers to challenge questions have ample opportunity to socially engineer agents into providing sensitive 
data or granting illicit access to customer accounts.

Respondents overwhelmingly want to keep agents out of the authentication process, with 70% preferring to complete 
authentication pre-answer or while callers engage with an interactive voice response (IVR) system. One-quarter of 
respondents prefer agents authenticate callers, perhaps reflecting a desire to give customers a more personable 
experience after two years of pandemic-driven social distancing and isolation.

An overwhelming majority of respondents (93%) want to detect fraud activity before or during engagement in the IVR, 
but only two-in-five have the tools to do so. Enterprise contact centers incur undue risk by granting IVR access to non-
authenticated callers. Fraudsters have ready access to the tools and knowledge necessary to exploit an IVR and acquire 
basic, sensitive information that can enable identity theft.5

4  Contact Center Week, Customer Trust, June 2022 (See Appendix A for a brief summary of the risks of relying exclusively 
on KBA to authenticate callers.)

5 Neustar, Stop Fraudsters Before They Reach Your IVR, August 2021

FINDING 2

Most Respondents Prefer Inbound 
Caller Authentication Without  
Agent Engagement

Very 
Important

49%

Don t Know
2%

Not Too 
Important

5%

Somewhat 
Important

44%

Yes
41%

No
41%

Don t Know
18%

MOST RESPONDENTS LACK TOOLS TO FIGHT FRAUD IN THE IVR

How important is it to detect fraud activity 
before or during engagement in the IVR? 

Do you have tools in place to detect fraud 
activity before or during use of the IVR?

05

White PaperFraud Solutions

https://www.home.neustar/resources/whitepapers/customer-trust-ccw-special-report
http://www.home.neustar/resources/whitepapers/stop-fraudsters-before-they-reach-your-ivr


Bad actors abuse call spoofing and virtual calling services in order to defeat caller risk assessment protocol based on 
caller engagement. Fraudsters proficient with these technologies have greater success taking over consumer accounts.6

Sixty-four percent of respondents reported an increase in the use of call spoofing to impersonate customers, a 
six-point increase over 2021. Fifty-nine percent observed an increase in the use of virtual call services to launch 
anonymous attacks, a nine-point increase over 2021.

6  Neustar, Federal Authentication Guidelines Overlook the Phone Channel, February 2021

FINDING 3

Frequency of Threat Activity 
Continues to Increase

HOW HAS THE THREAT POSED BY THE FOLLOWING CRIMINAL TACTICS CHANGED IN THE PAST 12 MONTHS?

34%

30%

30%

29%

10%

18%

11% 15%

9% 15%

Use of spoofing 
to impersonate 

a customer

Use of virtual call 
services to be 

anonymous and 
untraceable

Much more activity Somewhat more activity Somewhat less activity

Much less activity Don't know
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7 Neustar, The Role of STIR/SHAKEN in Inbound Call Centers, August 2021
8 Neustar internal data

Unfortunately, more than eight-in-ten respondents say that their inbound call center analytics are not prepared to 
ingest STIR/SHAKEN data. The STIR/SHAKEN framework was built to help consumers determine the legitimacy of calls 
that reach their phones, but insights from STIR/SHAKEN attestations can help call centers to focus on spoofed calls 
more effectively.7

As STIR/SHAKEN makes it more difficult to spoof calls, fraudsters are likely to continue adopting virtual call services to 
launch their attacks. Virtual calls’ signaling data and STIR/SHAKEN attestations are “correct” and will pass by technology 
designed to detect spoofed calls.

With a virtual call service, criminals can call from anywhere in the world with little risk of getting caught. To succeed, 
fraudsters first reach an agent from a legitimate number unrelated to a customer’s record. When they connect, they 
have an excellent chance to socially engineer the agent into granting access to a customer’s account. Virtual calls 
represent approximately two percent of all call volume today.8

WHAT IS YOUR APPROACH TO USING STIR/SHAKEN TO PROCESS INBOUND PHONE CALLS?

5% 3%

12%
8%

65%

35%

17%

54%

0%

10%

20%

30%

40%

50%

60%

70%

We have implemented 
changes to process 

and use it

We understand how 
to use it and know 

where it will fit

Learning 
about it now

Don't know

20212022

FINDING 3 CONTINUED
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As fraudsters become increasingly sophisticated, more organizations implement multi-factor authentication (MFA). 
Combining two or more authenticating factors — such as asking a simple challenge question while inspecting a user’s 
device for risk signals — improves fraud mitigation, keeps consumers safe and often improves customer experience.

Over half of respondents plan to implement MFA, either by supplementing KBA or replacing it entirely.9 The change will 
likely improve fraud mitigation efforts and reduce account takeover attacks. Organizations that replace KBA entirely also 
stand to improve customer experience by speeding service and reducing false positives and manual reviews.

However, KBA will remain a fallback option. The majority of financial institution respondents (60%) plan to supplement 
KBA with a new technology to create multi-factor authentication, a finding consistent with the following observation 
from Javelin Strategy & Research: “Replacing authentication infrastructure would require a revamping of their 
authentication infrastructure, and most financial institutions just don’t see the value in doing that.”10 Over one-third of 
non-financial organizations plan to replace KBA entirely with a new two-factor technology approach.

9 See Appendix A for a brief primer on multi-factor authentication and the three factors of authentication.
10 Javelin Strategy & Research, Enterprise Identity Proofing Scorecard, November 2020

FINDING 4

Widespread Plans for Multi-Factor 
Authentication Vary in Detail

0%

10%

20%

30%

40%

50%

60%

23%

34%

17%

27%

17%15%
11%

39%

23%

10%

20%19%

36%

8%

35%36%

22%

12%

32%

26%

Keep using KBA Supplement KBA with one new 
technology approach to create 

a two-factor approach

Replace KBA entirely with a new 
two-factor technology approach

7%
12%14%

8%9%

Replace KBA entirely with a 
new single-factor technology 

approach

Don’t know

WHICH STATEMENT BEST DESCRIBES YOUR PLANS TO  
BECOME A MULTI-FACTOR AUTHENTICATION CALL CENTER?

20212022 2020 2019 2018
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Whether supplementing KBA or replacing it entirely, respondents shared high expectations for new caller authentication 
approaches, with 78% of respondents indicating “reduce agent time on authentication” as very important. Other priorities 
included reducing operating costs (69%), improving agent job satisfaction (69%) and delivering high authentication 
accuracy (67%).

These priorities become easier to achieve when agents don’t engage callers for authentication. When caller authentication 
occurs before agent engagement, callers address their matters sooner, and agents spend less time on a repetitive task and 
more time helping callers.

FINDING 4 CONTINUED

67%

69%

69%

78%

26%

23%

25%

18%

3%

2%

2%

2%

1%

1%

2%

2%

3%

5%

3%

Reduces agent time 
on authentication

Reduces call center 
operating costs

Improves agent 
job satisfaction

Authentication 
accuracy

Very important Somewhat important Not too important

Not important at all Don't know

IN CONSIDERING NEW TECHNOLOGIES FOR AUTHENTICATION,  
HOW IMPORTANT IS EACH OF THE FOLLOWING TO YOUR ORGANIZATION?
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Among alternative authentication approaches, one-time passcodes (OTP) sent to consumer phones via SMS/text 
message or automated call afford a balance of safety and accessibility.11 A commissioned study conducted by Forrester 
Consulting on behalf of Neustar (Improve Your Customer Authentication Strategy with More Secure One-Time 
Passwords, March 2022) found that more than one-third of organizations use OTP sent via SMS/text message as the 
primary method of multifactor authentication. Unfortunately, vulnerabilities inherent to consumer phones — such as 
SIM swapping, unauthorized number reassignment and call forwarding — increase risk of OTP fraud.12

Most respondents reported concern about the integrity of OTP, with more non-financial respondents (73%) very 
concerned than financial institute respondents (44%). Because financial institutions tend to be more lucrative targets 
for more sophisticated fraud, ahead of other verticals, financial institutions may have more sophisticated OTP fraud 
mitigation strategies implemented and therefore have less concern overall than respondents in industries where OTP 
fraud is relatively newer. Organizations with fewer OTP fraud protections are likely to be more worried about OTP fraud. 
The Forrester study found that 42% of organizations struggle to measure when OTP fraud has occurred.

11  A commissioned Forrester Consulting study conducted on behalf of Neustar, Improve Your Customer Authentication 
Strategy With More Secure One-Time Passwords, May 2022.

12 Neustar, Forrester Consulting Study – Firms Seeking Technology to Secure OTPs, May 2022

FINDING 5

Financial Institutions Worry  
Less about OTP Fraud than  
Other Industries

HOW CONCERNED ARE YOU THAT A PHONE MAY HAVE BEEN COMPROMISED  
OR TAKEN OVER BY A CRIMINAL WHEN SENDING A ONE-TIME PASSCODE?

Financial Non-Financial

Not 
Concerned 

at All
4%

Very Concerned
44%

Not Too
Concerned

16%

Don t Know
24%

Don t Send
OTPs
12%

Not 
Concerned 

at All
5%

Not Too 
Concerned 

3%

Don t Know
3%

Very Concerned
73%

OTPs
16%
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Flagging legitimate customers as potential fraud risks severely impacts customer experience and undermines the 
efficiency of the fraud department. Customers may bridle at the delay in service caused by a manual review, let alone 
the insinuation about their intentions. Every legitimate customer that the fraud team assesses for risk distracts focus 
away from users and callers who are signaling questionable intent.

When asked about fraud detection capabilities, 60% of respondents prioritize a high detection rate as very important, 
followed by warning of first-time attacks (59%), a low false-positive rate (58%) and, in the inbound phone channel, the 
segmentation of callers based on risk signals (57%).

False positives can undermine the benefit of a high detection rate, so it’s no surprise that respondents prioritize 
both equally. Over half of respondents (57%) prioritize a single system to support both authentication of legitimate 
customers and detection of suspicious users. Separating users via an authoritative risk assessment allows organizations 
to improve service for legitimate customers while focusing fraud mitigation resources efficiently and effectively.

Technology that detects first-time attacks buttresses customer experience and fraud mitigation, since fraudsters 
increasingly cycle or disguise their devices to evade authentication solutions that narrowly focus on limited or individual 
data linkages.13 Detecting this vector with confidence allows organizations to extend more trust to new customers 
showing little-to-no risk.

13  Security Intelligence, IBM Trusteer Exposes Massive Fraud Operation Facilitated by Evil Mobile Emulator Farms, 
December 2020

FINDING 6

Respondents Prioritize Fraud 
Detection Capabilities

57% 34% 4% 5%

60% 30% 1%1% 9%

1%

57% 32%Has a low false 
positive rate 2% 9%

Has high 
detection rate 

59% 33% 3% 5%
Can alert on a first-time 

attack with no dependence 
on prior caller history 

Can support both 
authentication of legitimate 

callers and detection of 
risky callers in single system

Very important Somewhat important Not too important

Not important at all Don't know

IN CONSIDERING NEW TECHNOLOGIES FOR FRAUD DETECTION,  
HOW IMPORTANT IS EACH OF THE FOLLOWING TO YOUR ORGANIZATION?
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Organizations need confidence in identity to authenticate consumers in remote interactions. A  
clear understanding of consumer identity increases trust at each stage of the customer journey and  
across channels, and supports the imperative to nurture deeper, more efficient and lucrative  
customer relationships.

As organizations across industries look ahead to 2023, Neustar expects that many will continue to hone their 
omnichannel authentication approaches. To make trust possible with every consumer, forward-thinking 
organizations will combine robust insight into consumer device data with authoritative linkages between 
consumer identity and devices. Improving omnichannel authentication approaches meets rising consumer 
expectations for safe, smooth experiences, mitigates increasingly sophisticated fraud tactics and drives 
operational efficiency.

Conclusion

The findings in this report indicate that authentication will play an increasingly essential 
role in remote commerce. The conditions for this change have been maturing since 
this survey began in 2018: the weaponization of customers’ personally identifying 
information (PII), the increasing sophistication of account takeover attacks beginning in 
the phone channel and consumers’ rising expectations for safe and easy connections.

12

White PaperFraud Solutions



Pre-Answer Authentication
A real-time forensic analysis within the telephone network14 that validates that the calling and called numbers are 
engaged in a call, and further validates that the signal data from the call is consistent with known patterns. This process 
completes before callers hear “Hello.”

Voice-Biometrics (‘Voice-Bio’) Authentication
Requires callers’ permission to obtain, store, and use a reference voice print for comparison in future calls. On 
subsequent calls after enrollment, a caller’s live voice sample can be compared to the reference voice print for 
authentication.

The Three Factors of Authentication
Knowledge - Asking callers questions about personal information. When used as the sole factor of authentication, 
both subtypes, described next, are insecure due to the flood of data breaches and proliferation of information 
available on social media. Traditional KBA uses challenge questions the caller configures when she opens her account. 
"Out of wallet" KBA challenges callers with dynamic questions drawn from credit bureau or demographic data. KBA 
takes between 30 and 90 seconds, increasing average handle time (AHT) without adding value, and forcing callers to 
submit to identity interrogation before receiving service.

Inherence – Using physiological or behavioral identifiers (e.g., fingerprint, retina scan, typing rhythm, or, for the 
purposes of the phone channel, the caller’s voice and intonation) to generate an authentication token. 

Ownership – Using a physical item unique to the individual — such as a credit card, a house key, or a phone — as an 
authentication token.

Multi-Factor Authentication
Using two or three factors of authentication in concert to confirm a caller’s claimed identity and grant access to the 
caller’s account.

Call Spoofing
Intentionally presenting a different ANI than the calling phone’s assigned ANI in order to impersonate a customer over a 
phone call. Once the primary vehicle for phone channel fraud, spoofing is easy to detect.15

Virtualized Calls
Technology that provisions phone numbers that can be used by multiple devices. Virtualized calling services allow a 
home computer, work laptop, cell phone, and even a shared computer in a hotel’s business center to access a virtual 
account and make anonymous and untraceable calls.

Omnichannel
The practice of consumers seamlessly moving across channels during engagement with organizations.

14 Neustar, Treat Each Caller by Their Riskiness, March 2022
15 Neustar, As Caller ID Spoofing Becomes Harder, Fraud Tactics Will Shift, July 2021

Appendix A: Glossary
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Neustar conducted an online survey in May 2022. The 129 respondents work primarily in contact center operations, 
customer experience or information technology. The primary markets represented by respondents were technology and 
financial services. Respondents were offered a small monetary incentive as a thank-you for time spent on the survey.

Appendix B: Methodology

SURVEY RESPONDENTS INDUSTRIES

Technology 
21%

Financial 
Services 

19%

Other
14%

Healthcare
13%

Ecommerce
/Retail

9%

Consulting
8%

Telecom
6%

Travel and 
Leisure
3%

Utilities
3% Government

3%
Contact Center 

Operations 
38%

Customer
Experience

28%
IT

26%

Sales or
Marketing

17%

Other
13%

Fraud Operations
2%

RESPONDENT ROLES
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ABOUT TRANSUNION (NYSE: TRU)
TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable picture of 
each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence and achieve great 
things. We call this Information for Good.®

A leading presence in more than 30 countries across five continents, TransUnion provides solutions that help create economic opportunity, great experiences, 
and personal empowerment for hundreds of millions of people.

http://www.transunion.com

ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk and communications that responsibly connect data on people, 
devices and locations, continuously corroborated through billions of transactions. Learn how your company can benefit from the power of trusted connections.

https://www.home.neustar


