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INTRODUCTION
On July 1, 2021, STIR/SHAKEN made the 
practice of high-volume calling campaigns 
conducted by automated caller ID spoofing less 
effective. Consumers will have more reason 
to trust phone calls again thanks to how STIR/
SHAKEN distinguishes legitimate calls from 
questionable ones. Neustar has been an integral 
partner in the long path to implementing STIR/
SHAKEN: a co-author of STIR, contributor 
to SHAKEN, and the exclusive host of the 
ATIS Robocalling Testbed for validating STIR/
SHAKEN implementations. As a result, Neustar 
is uniquely qualified to identify areas where 
STIR/SHAKEN is useful, and areas where 
vulnerabilities remain.

In addition to spoofed robocall scammers, STIR/
SHAKEN also addresses fraudsters who use call 
spoofing to attack call centers. The framework can 
provide inbound call centers with an additional 
data element to evaluate the authenticity of a 
calling phone number. This information can help 
establish the identity and authenticity of inbound 
callers and help inbound contact centers to 
strategize treatment for callers.

However, call centers must still contend with 
additional types of fraud that hinge on the identity 
of the caller and decide how much rigor to apply 
when authenticating callers. STIR/SHAKEN serves 
as an input to, but does not displace, inbound 
caller authentication solutions. Organizations 
that confuse STIR/SHAKEN as an inbound caller 
authentication solution invite risk of fraud loss, 
frustrated customers, and operational waste.

Executive Summary
On July 1, 2021, STIR/SHAKEN began to 
make it harder for illegal spoofed calls to 
trick consumers. The framework offers 
inbound contact centers an additional 
data element to establish trust in callers: 
the phone number’s attestation level.

As STIR/SHAKEN improves detection 
of spoofed calls, fraudsters will likely 
adopt other phone fraud tactics that 
do not rely on call spoofing, such as 
virtual call apps. Because of increasingly 
sophisticated fraud tactics, inbound 
contact centers end up treating all 
inbound callers with caution—requiring 
more time and resources, and adding 
friction to the customer experience. 
Organizations that do not adequately 
adapt invite the risk of fraud losses via 
account takeover and revenue losses via 
subsequent customer attrition.

Nearly all these problems are eliminated 
if callers can be authenticated before 
reaching the IVR or an agent. STIR/
SHAKEN data can provide a useful signal 
for this purpose, but inbound caller 
authentication requires more signals and 
analysis. Discover how forward-thinking 
inbound contact centers can leverage 
STIR/SHAKEN and pre-answer inbound 
caller authentication solutions to mitigate 
fraud, improve customer experience, and 
increase operational efficiency.
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HOW SPOOFING  
SAPPED TRUST FROM  
THE PHONE CHANNEL

That changed with the arrival of several 
new technologies. When anonymously 
provisioned prepaid cellular phone service 
appeared in 1990, callers could acquire 
a phone number without verifying their 
identities. When the global phone network 
connected to the internet in 1998, anyone 
could hide behind a virtual and anonymously 
provisioned phone number. When open-
source telecommunications switches became 
available in 2003, criminals could easily 
hack phone signaling data to impersonate 
customers (i.e., spoofing).

Web applications and mobile apps have made 
spoofing even simpler; either method allows 

callers to present any number as the calling 
number. Criminals can impersonate real 
customers by calling from a phone  
number ostensibly associated with the 
customer account.

Fraudsters often use number spoofing to 
evade call-tracing efforts. If fraudsters have 
a consumer’s phone number and personally 
identifying information (PII), then they have 
a better chance of taking over accounts 
at organizations that do not have a spoof-
detection solution implemented. In 2021, 
almost 60 percent2 of call center leaders 
reported seeing more fraudulent activity 
coming via call spoofing than in 2020.

Until 2003, identifying callers was simple, fast, and accurate. When a 
call connected to a call center, the caller’s correct phone number was 
always presented. It was nearly impossible to manipulate phone numbers 
because the global phone network was closed to the public. Before issuing 
a phone number (a.k.a. the ANI), carriers verified callers’ identities. The 
number presented with a call could be checked against an account record 
to confirm the caller’s identity. The ANI made each customer’s phone a 
convenient, secure, and free (for the call center) basis for identifying and 
authenticating callers.1

1 Neustar, Ownership-Based Authentication
2 Neustar, 2021 State of Call Center Authentication 04
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HOW STIR/SHAKEN HELPS 
INBOUND CALL CENTERS 
TO SOLVE FOR SPOOFING

Digital certificates solved that problem. These 
certificates attest to the user’s browser that the 
correct website is being visited. This assures 
the user that, for example, her browser is in a 
legitimate session with her bank’s website.

STIR/SHAKEN applies the principle behind 
digital certificates to phone numbers. Under 
the framework, phone carriersi attest that 
phone numbers have not been modified by 
unauthorized actors. Attestations come in 
three tiers—A, B, and C—and summarize three 
characteristics of the calling phone number: 
whether the caller is a customer of the carrier 
originating the call (the “originating carrier”), 
whether the originating carrier assigned the 
caller’s phone number, and whether the call 
originated on the originating carrier’s network.

A. Full attestation. An A-level attestation 
conveys a strong level of trust. With this level, 
an originating carrier declares, “The caller is 
my customer. I gave him or her this telephone 
number. This call originated on my network.” 
Spoofed calls should not receive an A- or 
B-level attestation.

B. Partial attestation. By assigning a 
B-level attestation, an originating carrier 
communicates, “The caller is my customer, and 
this call originated on my network. However, I 
do not know who assigned the number to the 
calling device.”

C. Gateway attestation. In this case, the 
originating carrier is the entry point of the call 
into its VoIP network and has no relationship 
with the initiator of the call. This will often be 
the case with international gateways. A C-level 
attestation conveys, “This call originated 
outside my network.” The call’s phone number 
might be spoofed—a potential risk signal.

STIR/SHAKEN brings to the phone channel one of the internet’s bedrock 
principles: digital certificates. In the internet’s early days, users could be 
tricked into thinking that they were visiting one website when they were, in 
fact, visiting another. Users needed assurance that they were browsing the 
website they had intended to visit.
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Attestations provide an additional signal for 
identifying good callers and determining 
treatment logic. Knowing how a call originated in 
the network is a useful signal of trust. However, 
a low-level attestation does not automatically 
indicate a threat—it just means that the call 
merits additional analysis.

With spoofed calls, carriers will not have assigned 
the number and may not have authenticated the 
caller’s identity. These calls will receive a lower-
level attestation, which will alert the terminating 
carrier and call recipient to beware or filter the 
call. Criminals will have to work much harder to 
place spoofed calls with a desirable attestation 
level; otherwise, they may raise suspicion before 
they reach an IVR or call center agent.

If fraudsters cannot garner the desired attestation 
level for their calls, they will adapt. The question 
is, “How?”

Best Practices for 
Leveraging STIR/
SHAKEN in Inbound 
Contact Centers

1. Contact carriers. 
Arrange to have carriers and their 
partners add STIR/SHAKEN data into 
the SIP header of inbound calls. It may 
be necessary to pay for an optional 
data service to get the STIR/SHAKEN 
information as part of the SIP invite data.

2. Capture attestation levels. 
Carriers may only want to provide 
the verification status they deliver to 
consumer phones. A verification status 
is less useful for an enterprise than 
the attestation level assigned by the 
originating carrier. Ask carriers to deliver 
the attestation level.

3. Pick an authentication 
partner that understands and 
can influence the direction of 
STIR/SHAKEN’s evolution.
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EXPECT FRAUDSTERS TO 
ADAPT TO STIR/SHAKEN 
PROTOCOLS

Virtual calls—enabled through web-based 
calling services (e.g., Skype and Vonage), 
Google Project Fi (routed through T-Mobile or 
UScellular), or a business PBX—are anonymous 
and inherently impervious to spoof-detection 
technology. Leading virtual call service providers 
require some identifying information to create 
an account—a potential risk factor for criminals. 
However, hundreds of lesser-known virtual call 
services preserve anonymity during account 
creation. Criminals can call from anywhere in 

the world, from any internet-connected device, 
with little risk of being caught. Because calls 
from virtual apps are not spoofed, they will 
receive a high-level attestation.3

According to Neustar internal data, virtual calls 
represent approximately two percent of all 
call volume today. Half4 of inbound call center 
leaders observed an increase of fraudsters 
using virtual call services to launch anonymous 
attacks in 2021.

As STIR/SHAKEN improves detection of spoofed calls, fraudsters will likely 
adopt other phone-fraud tactics that do not rely on call spoofing. Of 
the phone-fraud vectors available—including burner or prepaid phones, 
unauthorized number reassignment, or other questionable activity—
fraudsters will likely adopt virtual call services most frequently.

3 Neustar, How to Evaluate STIR/SHAKEN Attestations
4 Neustar, 2021 State of Call Center Authentication

Calls from virtual apps will receive  
a high-level attestation because 
they are not spoofed.
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Criminals will likely rely increasingly on virtual 
call services to attack inbound call centers 
as it becomes the most accessible option. 
To succeed, they first reach an agent from a 
virtual calling number unrelated to a customer’s 
record. When they connect, they combine 
ill-gotten answers to challenge questions 
with social engineering skills, in order to trick 
frontline agents into granting control over a 
customer’s account. The answers to challenge 
questions have been breached and divulged on 
social media for years.

The inability to determine each caller’s 
trustworthiness jeopardizes multiple inbound 
call center performance metrics. Risk of 
fraud losses persist because some fraudsters 

succeed at impersonating legitimate customers. 
This risk limits options in the IVR to those 
that are low-value, leaving agents to service 
an excessive portion of call volume. While 
agent-led authentication may be shortened 
somewhat for callers that appear trustworthy, 
most callers must still endure 30 to 90 seconds 
of identity interrogation before they can get to 
the reason for their calls.

This begs the question: how well-prepared 
are inbound call centers to identify and 
authenticate customers over the long term? 
As fraudsters rapidly adjust tactics due to the 
implementation of STIR/SHAKEN, it is critical 
for call centers to find new ways to handle high 
volumes of inbound calls safely and efficiently.

Criminals will likely rely increasingly 
on virtual call services to attack 
inbound call centers as it becomes 
the most accessible option.
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AUTHENTICATE INBOUND 
CALLERS PRE-ANSWER 
TO IMPROVE CUSTOMER 
EXPERIENCE

Callers using mobile phones and residential 
cable and landlines—75 percent of call 
volume—can be identified and deterministically 
authenticated via their devices. When the 
calling phone is confirmed as authentic and the 
calling number matches the reference phone 
number on file, then the inbound call center 
can trust that it is engaged in an authentic call 
with the customer’s unique, physical, legitimate 
phone—similar to the way that credit cards 
facilitate cashless transactions. If the caller’s 
device is not unique and physical, then other 
signals can be used for a probabilistic pre-
answer risk assessment, such as the STIR/
SHAKEN attestation level, calling history, call 
routing, and line type.

By completing authentication before callers 
hear “hello,” device-based authentication is 

much faster and more secure than traditional 
post-answer authentication strategies, 
like challenge questions. Deterministically 
authenticated callers receive an authentication 
token, a strong sign of their trustworthiness. 
These callers may be routed into a trusted 
caller flow5 for faster service and offered self-
serve options that are typically too risky with 
post-answer authentication strategies: account 
transfers, contact information updates, and 
PIN resets. Agents see customer records at 
the moment of connection—even when callers 
use different phone numbers than those on 
record. Unknown callers are identified via an 
authoritative database of precise linkages 
between each consumer’s name, phone 
number, and phone activity.

Nearly all the problems described above are eliminated if callers can be 
authenticated before reaching the IVR or an agent. The caller’s phone 
provides a natural basis for device-based authentication, the gold standard 
for security, customer convenience, and operational efficiency. Consumers’ 
devices are uniquely attached to their owners and likely to be replaced 
quickly if lost or stolen. They serve as trustworthy proxies for establishing 
confidence in callers’ identities, without requiring caller engagement.

5 Neustar, The Trusted Caller Flow™ Solution 09
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Call centers can refocus valuable fraud-fighting 
resources by stratifying nonauthenticated 
callers into “trust levels” using probabilistic 
risk assessment. Moderately trusted callers 
receive faster-than-normal authentication. 
Unknown but credentialed phone numbers can 
be added to the caller’s account to streamline 
authentication of future calls from that device. 
Less-trusted callers experience standard 
challenge questions and IVR permissions. 
Only risky callers encounter stepped-up 
authentication or the full focus of fraud-fighting 
resources. This reduces the fraud department’s 
search for “a needle in a haystack” into a more 
efficient search in a much smaller population.

False positives and false negatives are all 
but eliminated. Since most callers can be 
deterministically authenticated with their 
devices, they will never enter a fraud review 
queue as a false positive. That allows the fraud 
department to focus its costly resources on 
the fewer remaining callers. The results of each 

nonauthenticated caller’s probabilistic risk 
assessment may be analyzed in conjunction 
with other signals. However, unlike post-answer 
authentication approaches that require fraud 
feedback to ward off future attacks from the 
same source, device-based authentication 
doesn’t require a fraud incident before flagging a 
risky caller. Detecting and preventing “first-time 
attacks” provides immediate value in reducing 
fraud loss, while also providing an important 
signal for other fraud tools’ future reference.

Pre-answer authentication allows contact 
centers to provide a consumer-friendly 
experience without increasing the risk of fraud. 
Stratifying callers by trust level reduces false 
positives and shrinks the pool of callers that 
merit closer scrutiny from the fraud department. 
Shortening the authentication experience 
for trustworthy callers improves customer 
satisfaction and reduces average handle time. 
This allows agents to focus on speedy resolution 
of more complicated matters.

Pre-answer authentication 
allows contact centers to 
provide a consumer-friendly 
experience without increasing 
the risk of fraud.
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TREAT EACH INBOUND 
CALLER BY THEIR 
TRUSTWORTHINESS

As a co-author of STIR, contributor to 
SHAKEN, and the exclusive host of the ATIS 
Robocalling Testbed for validating STIR/SHAKEN 
implementations, Neustar occupies a unique 
position in the telecommunications industry to 
leverage STIR/SHAKEN data for inbound caller 
authentication. When an inbound call’s header 
data includes an attestation level, Neustar 
Inbound Authentication can incorporate that 
data element in a probabilistic risk assessment.

STIR/SHAKEN was conceived of, designed for, 
and implemented to benefit consumers. The 
framework will increase consumer trust in 
the phone calls they receive. When legitimate 

consumers call into inbound call centers, 
they expect treatment founded on their 
trustworthiness. That expectation begins with 
the authentication experience, which sets the 
tone for the rest of the interaction. Inbound call 
centers that filter out spoofed calls with STIR/
SHAKEN, and identify and authenticate callers 
before they reach the IVR or an agent, restore 
trust in the inbound contact center experience.

Neustar Inbound Authentication establishes an optimal level of trust for 
each caller by combining a deterministic inspection of the caller’s device 
with a probabilistic risk assessment of the call’s signaling data, including 
the STIR/SHAKEN attestation level. Callers that pose a risk of third-party 
fraud are not deterministically authenticated in error, because they cannot 
manipulate or bypass the process.
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i  To ensure the quality of carriers’ STIR/SHAKEN implementations across the telephone network, 
the Federal Communications Commission (FCC) mandated the creation of a Robocall Mitigation 
Database. The database will include only telephone carriers that self-certify the deployment of 
STIR/SHAKEN and/or a robocall mitigation solution. These carriers must provide periodic reports 
of compliance or risk ejection from the database. As of September 28, 2021, participating carriers 
must block calls from service providers that are not listed in the database.

ENDNOTES
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ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
people at the moments that matter most. Neustar offers industry-leading solutions in marketing, risk and communications that responsibly connect data on people, 
devices and locations, continuously corroborated through billions of transactions. Learn how your company can benefit from the power of trusted connections.  
www.home.neustar

ABOUT TRANSUNION (NYSE: TRU)
TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable 
picture of each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence 
and achieve great things. We call this Information for Good®. A leading presence in more than 30 countries across five continents, TransUnion 
provides solutions that help create economic opportunity, great experiences, and personal empowerment for hundreds of millions of people.  
www.transunion.com

©2022 TransUnion LLC. All rights reserved. All logos, trademarks, service marks, registered trademarks, and/or registered service marks are owned by TransUnion LLC. 
All other logos, trademarks, service marks, registered trademarks, and registered service marks are the property of their respective owners.

WP-FRC-319873-01.27.2022


