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Thank you for downloading the Paladin Vendor Report.

The Merchant Risk Council’s (MRC) mission is to provide members with useful tools  

and sometimes scarce information to help lower fraud and improve your customer’s 

purchasing experience. At the MRC, we understand how difficult it is to navigate a  

complex ecommerce environment and find the right solution for specific fraud and  

risk needs. As a benefit of your MRC membership, we are offering members a  

discounted copy of the Paladin Vendor Report (PVR).

The PVR, gathered by the industry experts at Paladin, provides detailed information  

on over 40 vendors who offer a wide variety of different fraud prevention tools,  

platforms, and services. This report is designed to give you a comprehensive  

overview of the different products offered by each company and present analysis  

to help you focus on who may ultimately best align with your individual fraud  

prevention goals.

We hope you find this report to be a helpful resource that will provide you and  

your business with valuable insights. We are also interested in hearing your  

feedback on the report and encourage you to send any comments directly to  

programs@merchantriskcouncil.org.

Sincerely,

Markus Bergthaler 

Director of Programs, MRC

mailto:info@paladingroup.com
mailto:programs@merchantriskcouncil.org
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The 2020 Paladin Vendor Report 

Offering an unprecedented view into today’s fraud prevention platforms  

and solutions

Every day at Paladin Group, we’re in the thick of the fast-paced world of fraud  

solutions. As experts on today’s solution providers, services, and tools, it’s our job  

to maintain a high-level view of the fraud prevention landscape as well as a detailed,  

on-the-ground understanding of every solution and every challenge.

As the number of providers and services grow and technology evolves, merchants’ 

options become increasingly complex and varied. Since it’s our mission to serve 

as an authority on these products and their strengths, areas of opportunity, and 

enhancements, we published the first-ever Paladin Vendor Report (PVR) in 2017.  

It offered an unprecedented exploration of how merchants could mitigate the risks  

that come with accepting payments in an omni-channel, card-not-present world.

Because of the constant evolution of many popular fraud mitigation solutions,  

we decided to provide the Paladin Vendor Report on an annual basis. And now,  

we’re pleased to publish the latest: the 2020 Paladin Vendor Report. We’ve  

offered previous participants the chance to update their sections and incorporated  

additional participating vendors.

The 2020 Paladin Vendor Report is purely informational. Paladin does not offer any 

opinions, reviews, or thumbs-up (or down) about the vendors contained in the report.

We focus on several key areas during 

the discovery process. (Not all are 

applicable to every vendor, but for 

consistency, we examined each of  

the following wherever relevant.) 

PRODUCT - The vendor’s  

current functionality. 

SERVICES - Available offerings  

to help merchants during integration  

and throughout their client lifecycle,  

including reporting. 

BUSINESS DEVELOPMENT - Current 

partnerships and channels for direct  

and indirect customers.

MARKETING - The verticals vendors  

are focusing on and messaging 

SALES - A breakdown of market 

segments. 

TECHNOLOGY - How the product  

works from a technical perspective.

Introduction
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What this report offers: the PVR helps merchants navigate the 

ever-expanding number of solution providers and services 

available to them. We spoke with over 23 vendors who offer  

risk-mitigation products to merchants in the Card Not Present 

(CNP) and omni-channel environments—then gathered, examined, 

and compiled the information for each participating vendor. 

Vendors had the option to participate in the report, and Paladin 

was compensated for the research performed. Our team spent 

hours in discussion with each of these vendors—with many 

of these discussions taking place on-site. We test-drove their 

products and gathered overviews of their services, marketing, 

sales, technologies, and future plans.

For vendors who chose not to participate in the report, we drew 

upon our extensive interaction, client input, and research to share 

a summary of their services. This report is a groundbreaking effort 

to gain as much first-hand knowledge as possible from fraud 

prevention vendors, compiling our findings in a way that’s helpful 

and revolutionary for our industry and the merchants who  

depend on us.

Again, this report is purely informational, and it is not designed 

to rate the products and services of the vendors. Its intent is 

to provide clarity regarding what products and services fraud- 

mitigation vendors offer. The vendors are segmented into six 

different categories based on their core offerings. Some of the 

vendors offer other products that complement their core offering 

or have additional functionality or products. Some vendors provide 

services in overlapping segments, and this report offers a  

separate overview for each of the following categories:

• User Behavior & Behavioral Biometrics 
• 3DS & Consumer Authentication
• Device Identification, Reputation, & Reputation
• Fraud Platforms & Decision Engines
• Identification & Data Verification
• Chargeback Management & Platforms

Introduction
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Introduction

3rd Party API Capabilities Payment Gateway
Capabilities

Operational
Support

ATO Detection
Capabilities

Account/Client
Management

Device Fingerprint
Capabilities

Historical Sandbox
Testing

Non-Production
Real Time Rules Testing

Professional
Guidance/Services

User Behavior
Capabilities

Guaranteed Chargeback
Liability

Pre-Authorization
Functionality 

Fraud Engine/
Platform Functionality

Machine Learning

Core functionality icon key 3rd Party API Capabilities – The ability  

to call out via API to third-party vendors  

for data, device fingerprinting, etc. 

Payment Gateway Capabilities – The 

ability to process payments directly  

through their own platform or solution. 

Operational Support – Provides 

outsourced operational support, at a  

cost, for reviewing high-risk transactions 

and/or managing chargebacks.

Machine Learning – Matching algorithms 

to detect anomalies in the behavior of 

transactions or users.

Guaranteed Chargeback Liability – 

Guarantees merchants do not take fraud 

losses for vendor-approved transactions. 

ATO Detection Capabilities – Using device 

characteristics to detect account takeover/

account penetration.

Account/Client Management – Personnel 

dedicated to working directly with clients.

Device Fingerprint Capabilities – Built 

directly into the platform (not a third-party 

API call).

Historical Sandbox Testing – Ability to  

test rules against historical transactions in  

a non-production environment.

Professional Guidance/Services – 

Provides outsourced support for data 

analysis, rules-building, and recommended 

best practices, etc.

User Behavior Capabilities – Built-in (not 

via third-party) capabilities to capture cursor 

movements, mouse clicks, and time on a 

merchant site.

Pre-Authorization Functionality – Ability  

to score and/or decision a transaction  

prior to authorization.

Fraud Engine/Platform Functionality – 

Ability to score/decision a transaction  

post-authorization.

Non-Production Real Time Rules Testing 

– Ability to test real-time transactions in a 

non-production environment.

mailto:info@paladingroup.com
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By linking people, places, and things, these services can  

help increase trust through a clear understanding of the 

person behind every transaction or interaction. Moreover, 

these services can go a long way in determining whether 

the data is directly associated with the cardholder or a friend 

or family member of the cardholder. These services are 

especially useful in cases where the user or customer is 

required to provide personal identity data or physical ID. 

Identification & Data Verification

mailto:info@paladingroup.com
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At a Glance:

3rd Party API Capabilities

Fraud Engine/
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Machine Learning Guaranteed Chargeback
Liability

Account/Client
Management

User Behavior
Capabilities

Pre-Authorization
Functionality 

Neustar helps businesses identify fraud risks and increase consumer trust by having a 

clear understanding of the person behind every transaction or interaction. Neustar fraud 

solutions provide the “unstealable” consumer insights needed to know with certainty who 

is at the end of every interaction, creating trusted and frictionless consumer interactions. 

Leveraging an authoritative network of physical, digital, and device identity data, in 

addition to other signals like browsing footprint, Neustar allows merchants to let  

legitimate customers through faster, while flagging risky transactions for additional 

verification, in both digital and call center environments. Key Performance Indicators  

(KPIs) of focus include chargeback rate, operational efficiency (IVR/contact center), 

right-party contact rates, revenue-per-dial, average call handle time, lifetime customer 

retention, and customer satisfaction.

Solutions & Functionality 

To Neustar, “identity resolution” means using a host of authoritative identity signals to 

quickly identify, authenticate, and fast-track legitimate customers and transactions while 

mitigating against as much negative impact of fraud as possible. The more accurately 

consumers can be identified, the harder it is for malicious users to spoof identities. It 

Participating Vendor: Identification & Data Verification

Neustar

mailto:info@paladingroup.com


PVR | fraud prevention

124 | info@paladingroup.com

ultimately makes better decision-making possible, along with a 

more frictionless consumer experience. Neustar works with and 

provides identity intelligence to the top 10 leading banks, the top 

10 leading card issuers in the U.S., and some of the biggest brands 

across every industry and vertical. 

This is achieved through the Neustar OneID system—a repository 

of online and offline data that is broken down, corroborated, and 

rebuilt every 15 minutes with updates from sources with direct billing 

relationships. Neustar OneID is powered by an always-on network 

of partners, many who are the provisioning source,  

who provide constantly updated consumer attributes and identity 

linkages, both online and offline. They then overlay proprietary 

attributes about phone behavior and develop a wide range of  

fraud solutions.

This larger view of identity serves as a foundation supporting other 

primary products and services. The identity platform is used by 

entities focused on fraud, compliance, and operational efficiency.  

It allows insights into phone number ownership and attributes—and 

it also offers deep intelligence into IP reputation, synthetic consumer 

names in the carrier ecosystem, anomalous phone number 

movement between carriers mobile device behavior, and a host  

of other intelligence data points.

As fraudsters have begun to manipulate phone carriers with softer 

controls, malicious users are taking advantage of these vulnerabilities 

to commit identity fraud. Neustar has recognized this attack vector 

and is focusing additional resources in 2019 to develop a phone 

reputation score that helps users identify potential of such an attack.

These technologies can be applied in a number of ways, for  

a number of organizations, across vertical and industry. They  

allow Neustar to help users focus on mitigating reputational  

harm, financial impact, and negative customer experience. 

There are four primary product offerings:

Digital Fraud

• Digital Identity Risk uses a wide range of device-based 

intelligence to separate legitimate users from fraudsters.  

Using a number of digital elements, including IP, browsing, 

phone activity, and connections to digital footprints to person  

Participating Vendor: Identification & Data Verification

Neustar

mailto:info@paladingroup.com


PVR | fraud prevention

125 | info@paladingroup.com

or household, Neustar corroborates the digital information 

against offline consumer data and provides organizations’ 

decisioning engines with additional, differentiated data that  

can help indicate the trustworthiness of the digital identity.

Predictive scores based on machine learning models provide 

easy-to-understand signals for fraud mitigation.

This digital authentication concept has been expanded to  

further help understand the person behind every transaction. 

This means both heightened levels of risk mitigation as well 

as further reductions of inadvertent rejection or step up 

requirements of legitimate users.  

The evolution of Digital Identity Risk provides clients  

with a few distinct options:

a. Pro Level combines a wide range of intelligence about  

users, including device, IP history and characteristics over 

time, advertising and publishing key signals, what websites 

this device has visited, and indicators of potential threats. 

b. Flex Level extends the reach of clients with fewer integration 

and data science resources. It utilizes fewer signals, which 

are more easily consumed while allowing users add data 

elements over time.

c. In addition, a recently added Device Fingerprinting 

functionality can tie together consumer behavior and  

location. This provides enhanced ability to verify the  

identity behind the device.

Account Takeover Fraud

• Outbound Risk helps organizations ensure that their outbound 

messages reach the intended consumer. For contact centers that 

make large volumes of outbound consumer calls or one-time 

passcode texts, authenticating the user’s identity on the other 

end of the number in real-time can be difficult, and the result is 

that fraudsters may intercept two-factor authentication calls or 

texts to commit account takeover fraud. Using Outbound Risk, 

Neustar can help identify phone numbers at high risk for fraud. 

They do so by addressing the three attack vectors below. 

• Sim Swap helps to identify cases where a mobile phone 

number has recently become associated with a new  

SIM card. SIM-swapped phones are frequently used in 

account takeover attacks.

• Call forwarding uses a simple API call. Users can confirm 

whether the number is being forwarded, and in many cases 

to whom it’s being forwarded. Because of the access  

to offline data (associated addresses), this service can  

confirm both high and low risk forwarding.

• Unauthorized reassignment can determine whether a  

phone has been reassigned from one carrier to another.  

It can identify the previous carrier, current carrier, and 

Participating Vendor: Identification & Data Verification

Neustar
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technology type. (For example, moving from mobile to 

landline, or from an AT&T number to a Google voice number). 

If Neustar identifies that reassignment has occurred, it will 

notify the client through their CRM database within  

two minutes of the event.  

There are two primary ways to consume the service: via API 

request, or by onboarding phone numbers and continuously 

monitoring. Continuous monitoring is commonly used where 

financial, reputational, and regulatory risk are high. 

• Inbound Authentication: This solution, which leverages 

TRUSTID Authenticator technology, identifies and authenticates 

inbound callers in near real-time, before the call center agent 

picks up the phone, even if the caller is using a phone number 

other than the one in their CRM record. The technology is 

especially helpful considering the rise in synthetic phone number 

use, as well as potentially spoofed or virtualized numbers.   

Inbound call agents are presented with a “green” or “red” 

authentication token, which can be used to manually or 

automatically route the call to the appropriate agent, or contain 

it within the IVR. If the caller cannot be identified by their phone 

number because of a lack of match with the CRM record, 

Neustar uses authoritative data to link the number to the correct 

consumer household in the CRM database. Integration with a 

user’s decision engine can allow the combination of products  

for a customized approach. 

Since the acquisition of TRUSTID in 2018, Neustar has 

incorporated TRUSTID’s authentication solutions to its inbound 

call products and solutions. TRUSTID works with financial 

institutions and other organizations to authenticate callers, protect 

account access, and prevent fraud or comply with regulations. 

Since the acquisition, Neustar has invested in progressing their 

ability even further to provide authoritative call center intelligence. 

This progression has come through multiple initiatives:

• Utilizing TRUSTID’s call path forensics in conjunction with 

Neustar’s deep insight into ID verification. This lets users 

know that not only can they trust the call but they can trust 

that the caller is the customer. This increases their ability to 

identify legitimate customers up to 70%, which helps reduce 

friction and fast-track users. The remaining 30% can receive 

the normal level of friction or be routed to specialized teams.  

• As early adopters of the emerging “stir/shaken” technology, 

Neustar provides the ability for carrier-based authentication 

of actual phone users. Also, Neustar’s proprietary attestation 

certification could allow for a longer-term increase in 

authentication of call sources (robocalls, etc.).  

Participating Vendor: Identification & Data Verification

Neustar
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• Finally, Neustar has improved ability to identify sim swap 

and call-forwarding requests (including “recency” of request). 

This helps mitigate against malicious password reset and 

OTP requests, avoiding these potentially high-risk scenarios. 

By using this level of detail to route calls to agents trained to 

handle these scenarios, or contain them entirely within the 

IVR, clients can better optimize handle times and costs. 

Target user groups include large inbound call centers as well as 

financial, insurance, and brokerage services. While customization 

options do exist, the out-of-the-box solution is robust enough for 

most applications. Integration includes a solutions architect as well 

as a customer success contact. Direct API integration can typically 

be achieved within a week depending on the client. 

TRUSTID Acquisition   

In late 2018, Neustar acquired TRUSTID. With the acquisition, 

Neustar has incorporated TRUSTID’s authentication solutions to its 

inbound call products and solutions. TRUSTID works with financial 

institutions and other organizations to authenticate callers, protect 

account access, and prevent fraud or comply with regulations.

The complementary services were already bundled together 

through a partnership, but the acquisition helps move the 

technology further up the technological hierarchy and allows for 

more sophisticated forensics by utilizing a more complete suite of 

tools. Enterprises will more quickly and accurately have access to 

data designed to help them know who is on the other end of the 

phone. It both increases efficiency and further optimizes costs. 

Participating Vendor: Identification & Data Verification

Neustar

Services offered: 

• Neustar’s client success teams include project 

management support. In some cases, clients will  

request custom models, which can add complexity  

and lengthen integration timeline.

• The typical pricing model is per query, but some 

applications (such as notification platforms and real-time 

port notifications) do require a monthly minimum. 

• In addition to recent device ID developments,  

Neustar is investing in identity velocity features in the  

near future. These will use the amplitude of access and 

changes to a specific identity to contextualize use of that 

identity across Neustar’s portfolio. 
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Paladin would like to thank all of the participating vendors for their  

time and availability during the discovery and post-writing processes. 

We also would like to remind all readers of this report that they can 

email us at info@paladinfraud.com to let us know which vendors they 

would like to see participate in the report next year.
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