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Executive Summary

Call centers need a new authentication method. 
Ownership-based authentication is the natural 
choice. It’s extremely resistant to fraud, improves 
operational efficiency, and surpasses customers’ 
expectations. 

Customers’ phones serve as a reliable authentication 
token because of several complementary trends:

Ownership-based authentication used to be the 
standard method on the phone channel. The 
phone number (aka ANI) provided an inviolable 
authenticator. Then, the ANI’s trustworthiness 
degraded with the connection of the global 
phone network to the internet (1998), and the 
arrival of open-source telecommunications 
switches (2003).

TRUSTID telephone network forensics restores 
trust in the phone’s ANI, and lays a path to using 
phones as authentication tokens for call centers 
again. Not only does this improve customer 
satisfaction and increase fraud-fighting ROI, it 
enhances operational efficiency, too.

This approach reduces operating costs, 
improves customer satisfaction, 
and focuses fraud-fighting efforts.

They’re uniquely attached to 
their owners.
 
 
The phone number already acts 
as a unique, persistent identifier.
 
 
Phones are becoming a universal  
authentication token for digital life.
 
 
They’re also gaining momentum in      
digitized brick-and-mortar transactions.
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Forty percent of call center leaders have little to 
no confidence in knowledge-based authentication 
(KBA), the predominate method for authentication 
for the phone channel.1  That’s bad news for 
customers, who hate answering KBA questions, 
doubt their utility in a post-data-breach world, 
and expect easier authentication methods like 
those they experience online.

Both parties want better security and a better 
customer experience. To get there, call centers 
have to implement multi-factor authentication by 
combining two or more authentication factors: 
knowledge, inherence, and ownership. Ownership-
based authentication offers call centers several 
advantages.

KBA by itself fails to stop fraud, frustrates 
callers, and wastes call centers’ resources. 
Inherence (voice-bio in the context of 
the phone channel) holds promise, but 
widespread adoption will take time.

That leaves ownership-based authentication, 
which uses a unique token in the user’s 
possession: house keys for the real world, credit 
cards for commerce, and verified telephones for 
the phone channel. 

This paper shows why ownership-based 
authentication—and, specifically, the phones 
in consumers’ pockets and homes—is perfectly 
suited to meet the authentication needs of the 
modern call center.

Phone-channel Authentication 
Is Broken

2

1

3

KNOWLEDGE-BASED AUTHENTICATION  
Uses something customers know: a date of 
birth, zip code, account number, etc.

INHERENCE-BASED AUTHENTICATION  
Uses a physical attribute: a voice biometric 
(voice-bio) in the context of the phone channel. 

OWNERSHIP-BASED AUTHENTICATION   
Uses a unique item in the caller’s possession: 
credit cards, key fobs, and verified telephones.

1

2
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It’s extremely resistant to fraud. Once callers' 
legitimacy is established, their physical handsets 
serve as secure, decentralized authentication 
tokens. Telephone network forensics, explained 
later, prevents criminals from authenticating 
with a phone as a trusted customer. In addition, 
consumers have a natural incentive to protect 
their phones and replace them promptly if lost 
or stolen.

It improves operational efficiency. By automating 
the authentication process, one machine (the 
authenticating solution) can inspect and confirm 
another machine’s identity (the caller’s phone) 
20 to 70 seconds faster than a caller can answer 
challenge questions.

It’s easy on customers. Because the process is 
automated, callers don’t need to remember any 
passwords or other obscure personal trivia, and 
they don’t have to wait as long to get help.

Using customers' phones as 
authentication tokens reduces 
fraud risk, false positives, 
average handle time (AHT), 
and IVR-to-agent transfers.2

Benefits of Ownership-based 
Authentication
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There are four trends that make the phone the natural choice for call center authentication. Taken together, 
these trends show clearly that call centers can rely on customers’ phones as ubiquitous, familiar, free, and 
persistent ownership-based authentication tokens; ideal for the phone channel.

THEY’RE UNIQUELY ATTACHED 
TO THEIR OWNERS 

 
Home phones never leave the security of the 
residence. Mobile phones rarely leave arm’s reach. 
Consumers are naturally motivated to keep their 
devices nearby, and to replace them quickly if 
they’re lost.

Pew Research Center found that 96 percent of 
Americans owned a mobile phone in 2019, and  
81 percent owned a smartphone, up from 35%  
in 2011.3 

In the U.S., fixed telephone subscriptions have 
declined (from a high of 70 per 100 people in the 
late 1990’s) to less than 33 per 100 people in 2019.4  

Consumers’ appetites for phones provides 
call centers with another benefit: no capital 
expenditure. Callers expect to pay for their 
phones. They want to choose their device, 
manage its configuration, and control access. 
There’s no need for call centers to pay for 
and deploy a proprietary ownership-based 
authentication token. They can simply use  
callers’ phones instead.

THE PHONE NUMBER ALREADY 
ACTS AS A UNIQUE,  
PERSISTENT IDENTIFIER

Callers have an innate incentive to keep their 
numbers when they change carriers. It would be 
a hassle to notify all of their contacts when they 
switched carriers, let alone update their customer 
records with myriad service providers.

In May, 20045, the U.S. Federal Communications 
Commission (FCC) began enforcing Wireless Local 
Number Portability across the United States.  
Today, the FCC requires “simple ports” (which 

don’t involve more than one line, in general) to be 
processed in one business day.6 In some cases, 
consumers can move a phone number from a 
wireline phone to a wireless phone.

The combination of phones’ ubiquity and 
uniqueness—essential to placing and receiving 
calls—makes them a natural, persistent identifier. 
First, call centers must match the authenticated 
ANI to a customer’s phone record (see the next 
section for more detail). Caller authentication 
on subsequent calls may begin pre-answer by 
establishing the legitimacy of the calling device.

Four Trends Driving Adoption of 
Ownership-based Authentication

1

2
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THEY’RE BECOMING A UNIVERSAL 
AUTHENTICATION TOKEN FOR 
DIGITAL LIFE 

Multiple initiatives and vendors endeavor to match 
users to their mobile phone numbers as a means 
to facilitate registration and logins to websites and 
apps, and authorize transactions with the least 
amount of personal information necessary.

When these initiatives fulfill their promise to 
deliver secure and seamless authentication, 
identity, and authorization solutions to 
smartphone users, those consumers’ expectations 
for the phone channel will rise.

We’ve already seen this happen with online 
shopping and support experiences. Consumers 
have grown accustomed to a smooth, convenient 
and secure experience online, and have come to 
expect the same of the phone channel, beginning 
at authentication. If they can authenticate to a 
website or authorize a payment with their phones, 
they will expect to authenticate just as easily in a 
call center setting with their phones.

THEY’RE GAINING MOMENTUM IN 
DIGITIZED BRICK-AND-MORTAR 
TRANSACTIONS

Because of their ubiquity, smartphones—and, 
more specifically, the mobile apps they can 
carry—are becoming authentication tokens in  
the brick-and-mortar world. Amazon Go 
and Apple Pay were two early examples that 
demonstrated what’s possible.

Amazon Go—the internet giant’s experiment 
with automating the grocery store—relies on 
smartphones and geofencing technologies to  
grant customers entrance. 

Customers authenticate to the Amazon Go app on 
their phones, then use the app to gain access to 
the stores and pay for their purchases.7  

Apple Pay replaced a payment card chip and PIN 
or magnetic stripe transaction at enabled point-
of-sale terminals. Once users authenticate to their 
phones, they can make payments in person, in 
iOS apps, and on the web. As consumers become 
more accustomed to paying with their phones, 
they will expect similarly smooth experiences in 
the phone channel.

The combination of these trends—two new and two as old as telephony—would seem to make phones 
natural authentication tokens already. But that's not the case. Some technologies have reduced phones' 
trustworthiness as authentication tokens. Understanding how this happened will help to explain how 
phones may be trusted to authenticate their owners again.

3

4
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The Decline and Reformation 
of Automated Number 
Identification

Thirty years ago, identifying callers was simple, 
fast, and accurate. When a call connected to a 
call center the caller’s correct phone number was 
presented. Always. The global phone network was 
a closed system. Callers’ phone numbers (aka the 
ANI) could never be manipulated. Callers’ identities 
were verified before a phone number was issued.

The number presented with a call could be 
checked against an account record to confirm the 
caller’s identity with confidence. The ANI made 
each customer’s phone a convenient, secure 
and free (for the call center) ownership-based 
authentication token.

That changed with the arrival of several new 
technologies. When anonymously provisioned 
prepaid cellular phone service appeared in 1990, 
callers could acquire a phone number without 
verifying their identities. When the global phone 
network connected to the internet in 1998, anyone 
could hide behind a virtual and anonymously 
provisioned phone number. When open-source 
telecommunications switches became available in 
2003, criminals could easily hack phone signaling 
data to impersonate customers and take over 
their accounts: “spoofing.” 

Since then, criminals have added call virtualization 
services, SIM swapping, and unauthorized number 
reassignment to their repertoire of techniques to 
attempt account takeover.

However, despite fraudsters’ techniques, 
the calling number remains a proxy for the 
caller. Legitimate calling numbers—bound to 
a single physical calling device—offer a means 
to authenticate callers. Calls from spoofed, 
virtualized, or recently reassigned numbers 
represent a higher risk to the call center.

Inspecting the call from the calling device 
through the phone network to the call center 
flags virtualized, hacked, or manipulated calls 
for further risk analysis. 

Before call centers can take advantage of 
the benefits of using phones for call center 
authentication, they have to restore trust in  
the calling device’s ANI.

EVOLUTION OF CALLER 
AUTHENTICATION

1950 Closed & secure 
phone network

Internet & 
telecommunications 
connect

Knowledge shared 
networks hacked

2003

Present
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Neustar Inbound Authentication uses TRUSTID's 
pre-answer authentication technology to identify 
callers. TRUSTID telephone network forensics™ 
restores the phone as an authentication token 
for the phone channel. This process confirms 
that the calling phone is engaged in a call with 
the call center through a real-time inspection of 
the call. The final determination allows for the 
assignment of a strong authentication token and 
absolute confidence in the call’s legitimacy. Only 
an organization that operates within the phone 
network can conduct telephone network forensics.

TRUSTID telephone network forensics starts 
by receiving an ANI and any relevant signaling 
data from a call center. In addition to this live 
inspection data, TRUSTID leverages results from  
its entire history of network forensic processing  
of billions of calls. 

These results give deeper insight into the 
characteristics and potential risks of each inbound 
call. Furthermore, TRUSTID has used its role as a 
licensed telephone carrier to develop additional 
data that are used to access calls, carriers, and 
network routing. 

The combination of TRUSTID’s live call, forensic, 
and carrier data along with its patented telephone 
network forensic processing lets TRUSTID assess 
every call in unsurpassed detail.

How Neustar Inbound 
Authentication Restores Trust

When call centers can establish a calling device’s legitimacy with 
confidence, they can route the caller into a Trusted Caller Flow™. 
This reduces fraud risk, customer frustration, average handle time 
(AHT), and IVR-to-agent transfers.
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INBOUND AUTHENTICATION BENEFITS

Neustar Inbound Authentication changes the experience and outcomes for callers and the call center. 
It instills absolute confidence in the legitimacy of the call and calling device, and brings about several 
essential benefits.

Improve fraud-fighting ROI
Agents embody the biggest gap in a call center’s defenses; 
they’re always at risk of social engineering. Telephone network 
forensics closes that gap by beginning caller authentication with 
an objective automated system that works before phone calls 
are answered. As a result, the fraud department can focus its 
time and effort looking for fraudsters in the smaller subset of 
non-authenticated callers. Shrinking the proverbial "haystack" 
reduces friction and optimizes expensive personnel.

Enhance customer experience
When contact centers can trust their callers, they can offer 
higher-risk IVR options, and their agents can greet callers by 
name. What kinds of IVR options? The kind today's consumers 
expect: resetting passwords and PINs, adding a cardholder, 
changing an address, and more.

Increase operational efficiency
As soon as a caller can be identified accurately and definitively 
she should be routed to a high-value, low-friction Trusted 
Caller Flow™. In addition to reducing IVR-to-agent transfers, 
this change brings significant savings by reducing average agent 
handle time (AHT). Using customers’ phone numbers to retrieve 
and display their associated records on agents’ desktops boosts 
their efficiency. If agents know they can trust the caller, they  
can begin problem solving immediately. The sooner agents  
begin helping, the sooner callers get a solution.

¡	Reduce agent KBA 80 percent 
Eliminate 20 to 70 seconds of KBA 
challenge questions and save 45¢  
to 90¢ per agent-handled call.

¡	Reduce IVR-to-agent transfers  
10 percent 
An easier authentication experience, 
combined with richer self-serve 
options, reduces “pounds outs” to 
live agents and drives an average 
$5.50 savings per IVR-contained call.

¡	Reduce phone fraud 10 percent8 
Focus expensive fraud personnel on 
only the three to five percent of non-
authenticated callers, even in first-
time attacks. Analyze fraud signals 
underlying each non-authenticated 
call’s probabilistic score.

¡	Increase customer satisfaction 
metrics 10 percent 
Greet previously unknown callers 
with “How can we help you?” rather 
than “Who are you?” Reduce false 
positives 10 percent.9 Resolve 
customer needs faster.

Directly Attributable ROI of Using 
Phones in Authentication
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Conclusion

1. Neustar, "State of Call Center Authentication"

2. Forrester Consulting, “Total Economic Impact of Neustar Fraud and Authentication Solutions”

3. Pew Research Center, “Mobile Fact Sheet”

4. The World Bank, “DataBank”

5. Federal Communications Commission, “Wireless Local Number Portability (WLNP)”

6. Federal Communications Commission, “Porting: Keeping Your Phone Number When You 
Change Providers”

7. Forbes, “Amazon Go Gets Going, Announces OTG Will Use Its Just Walk Out Tech”

8. Forrester Consulting, “Total Economic Impact of Neustar Fraud and Authentication Solutions”

9. Ibid.

For more information on Neustar Inbound 
Authentication, visit www.inbound.neustar,  
call 1-855-898-0036 x4, or email  
risk@team.neustar.

LEARN MORE

Neustar Inbound Authentication is the best 
technology on the market for ownership-factor 
authentication in the phone channel. Inspecting 
and confirming the phone's authenticity protects 
against call center fraud vectors such as call 
spoofing, virtual call services, and unauthorized 
number reassignment, even in first-time attacks.  
It’s the best choice for reducing phone fraud, 
average handle times, IVR-to-agent transfers,  
and customer frustration. 

So, why isn’t your call center using it?
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ABOUT NEUSTAR
Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that enable trusted connections between companies and 
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www.home.neustar
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TransUnion is a global information and insights company that makes trust possible in the modern economy. We do this by providing an actionable 
picture of each person so they can be reliably represented in the marketplace. As a result, businesses and consumers can transact with confidence 
and achieve great things. We call this Information for Good®. A leading presence in more than 30 countries across five continents, TransUnion 
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