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In 2020, account origination and account takeover (ATO) fraud cost organizations and consumers 
over $9 billion.1 Nearly half of adults in the U.S. experienced one of these forms of identity theft in 
the past two years.2 

These events severely jeopardize customer relationships and lifetime value. More than 60 percent3 
of consumers learn they have become a victim of identity fraud from a source other than the 
organization where the fraud occurs. Consumers must spend hours—sometimes hundreds4—righting 
the wrong, an experience that is bound to reflect poorly on the related organization. Over two-
thirds5 of consumers hold organizations responsible for securing consumer information and accounts. 

Fraudsters re-invest6 some of their revenue in new methods of attack and evasion. For 
example, criminals increasingly open more new accounts as a means of compromising 
consumers’ existing accounts.7

Part of the blame for this situation falls on the persistent use of two of the most common forms 
of customer authentication: challenge questions and one-time passcodes (OTP). Fraudsters have 
ready access8 to the answers to challenge questions due to years of data breaches across the 
private and public sectors, and consumers’ over-sharing on social media. OTP succumb to several 
threat vectors, described later, perverting consumers’ phones from supplementary security 
tokens into backdoors to sensitive accounts.

Unfortunately, some robust authentication protocol improve fraud prevention at the expense 
of customer experience and operational efficiency. For example, nearly half9 of consumers in 
2020 visited a physical location to complete verification for a new account application. This 
manual process conflicts with expectations consumers have acquired from digital experiences. 
Operational efficiency also suffers as staff must manually complete a process ripe for automation.

Prevent Fraud With 
Unhackable Certainty
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Types of Identity Fraud
Identity fraud targeting organizations and consumers over digital channels falls into the 
following three main categories: 

	§ Account origination fraud – As organizations seek to reduce costs and increase 
convenience for consumers, fraudsters take advantage of online and mobile channels 
to open accounts fraudulently. Account opening fraud costs organizations and 
consumers billions of dollars each year. 

	§ Synthetic identity fraud - Fraudsters steal Social Security numbers of deceased or 
young people with no credit history and add a real or fake name, address, and phone 
number to create an identity. They then methodically establish a credit history, 
sometimes over years. Fraudsters carefully cultivate synthetic identities to earn high 
credit scores, so that they can take out larger loans or lines of credit. This type of 
fraud is one the fastest-growing financial crimes in the United States.10 A “successful” 
synthetic identity attack typically spurs a charge off for more than $15,000.11

	§ Account takeover fraud – ATO attempts rose over 300 percent in a two-year period 
ending Q2 2021.12 Once fraudsters gain access to one account, they change identifiers 
associated to the account, such as phone number, email address, the name on the 
account, or the physical address.13 Criminals also use one compromised account as a 
toehold to gain access to multiple accounts, taking advantage of consumers’ tendency 
to use the same (or similar) username and password.1415 The impact of account takeover 
fraud afflicts consumers for months, and even years.

What Works to Fight Fraud—and What Doesn’t
For every identity fraud prevention technique organizations implement, fraudsters 
immediately begin probing for workarounds. A single authentication method simply isn’t 
good enough, which is one reason that multifactor authentication—such as something 
you know combined with something you have—has become an essential component of a 
multilayered fraud-prevention approach.16

However, multifactor authentication is not foolproof. Some authentication data is better than 
others—and some is practically worthless. Relying on data that is less helpful in identifying 
fraud and letting consumers and transactions through not only wastes operational resources, 
but also frustrates consumers. Fraud prevention leaders need to weigh the strengths and 
weaknesses of different authentication data types.

Enterprises need to know who is on the other side of each 
transaction, but common methods of assessing identity  
are often too narrowly focused to be effective.
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14 Aite-Novarica, Market Trends in Digital Fraud Mitigation
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1. Knowledge-based Authentication (KBA) 
Fraudsters know they must get basic identity information right. Following years of data 
breaches, including nine federal agencies breached during the SolarWinds attack in 2020, 
fraudsters undoubtedly have answers to KBA questions.17 If fraudsters need more detail to 
execute a targeted attack, they may find what they need on social media, or simply contact18 
their prospective victims19 to extract the necessary details.20

Overreliance on KBA degrades customer experience and operational efficiency. 
Consumers expect smooth experiences and may object to delaying service to answer 
challenge questions. Some consumers may struggle to recall answers to questions relating 
to data that may be 7-10 years old, and require manual assistance to authenticate.

2. Biometrics
The ability to verify identity via voice recognition, fingerprints, or user behavior holds 
promise but concerns over biometric spoofing loom large. Over half21 of respondents to 
a global, cross-industry survey believed that the “high” or “very high” threat of biometric 
spoofing would increase over the medium term. 

Biometrics are not foolproof; for example, deepfake22 videos call into question the viability23 
of liveness checks over video calls. Behavioral modeling suffers from a very long set-up time—
taking as many as 10 user interactions to build a reliable profile of user behavior.

3. IP Geolocation
IP geolocation tracking provides useful insight into consistent location patterns on many 
consumer devices. However, fraudsters are adept at spoofing, blocking, or anonymizing 
an IP address. Also, the accuracy of IP geolocation data can vary between providers for 
multiple reasons.24

Granular IP geolocation data can provide details about the location of the IP address 
being used to connect to a website or network. Very often, consumers’ devices orbit 
in the vicinity of their homes, while fraudsters’ devices may be far away, or even in a 
different country. Analysis of dozens of additional data points—such as the probability of 
the user being a human versus a server or bot, or insight into recent malicious activities 
associated with an IP address—increase accuracy and confidence significantly.

Real-time information services improve fraud prevention 
operations at all levels—from decision systems to predictive 
analytics to manual review processes.

17 Neustar, Not All Forms of Multi Factor Authentication Are Equal
18 Neustar, Voice Phishing Increases Risk of Account Takeover Fraud
19 Neustar, Stopping Fraud on Peer-To-Peer Payment Apps
20 Javelin Strategy & Research, A Zero-Day Mission To Reduce Account-Based Fraud
21 Help Net Security, COVID-19 Creates A Boom in Biometric Adoption
22 CNN, Pentagon’s Race Against Deepfakes
23 Wall Street Journal, Faces Are the Next Target for Fraudsters
24 Neustar, The Insider’s Guide to IP Geolocation Data After COVID-19
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https://www.helpnetsecurity.com/2021/04/23/biometric-adoption-boom/
https://edition.cnn.com/interactive/2019/01/business/pentagons-race-against-deepfakes/
https://www.wsj.com/articles/faces-are-the-next-target-for-fraudsters-11625662828
https://www.home.neustar/resources/whitepapers/insiders-guide-ip-geolocation-data
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4. Phone Data
Over 65 percent25 of consumers do not have a landline phone in their homes. In addition, 
fraudsters can easily reassign a landline number to a mobile phone and take over the phone 
number without the consumer realizing it.

Phone numbers assigned to mobile phones may be compromised via SIM swapping, 
unauthorized number reassignment, or call forwarding.26 Once a customer’s phone 
has been taken over, fraudsters can use it to create a new account using the victim’s 
information, infiltrate an existing account and change the associated phone number,  
or intercept outbound texts or calls.

5. One-time Passcodes (OTP)
Often communicated to a consumer’s phone via text/SMS message or automated call, OTP 
often serve as a simplified form of device-based authentication; the thought being that it 
would be highly unlikely for a fraudster to obtain a consumer’s mobile device. However, the 
proliferation27 of SIM swapping and unauthorized number reassignments means a criminal can 
re-route calls or SMS messages to their device instead of the citizen’s, quickly negating an OTP 
authentication system and opening the door for account takeovers. Some fraudsters have even 
found ways to swindle OTP from consumers directly,28 using “man-in-the-middle” schemes. 

6. Device Reputation Tracking
Device reputation tracking via device fingerprinting captures myriad device attributes 
and their combinations to assemble a clear view of a device’s previous association with 
fraudulent activity.

While device fingerprinting is effective in detecting previous fraudulent behavior on a 
device, it relies on historical data to do so. As such, fraudsters will often cycle through 
burner phones to avoid detection. They commit fraud with a device and move on to a new 
one by the time a fraud-detection program flags the first device. New devices present 
a big question mark to a device-fingerprinting solution since there is no signal indicating 
whether the new device can be trusted without past user data.29

25 Centers for Disease Control and Prevention, Early Release Reports on Wireless Substitution
26 Neustar, Phone Takeover Risk
27 Princeton University, An Empirical Study of Wireless Carrier Authentication for SIM Swaps
28 Neustar, Voice Phishing Increases Risk of Account Takeover Fraud
29 Neustar, Fighting Fraud with Unhackable Certainty

Combining device data with online and offline data mitigates 
the weaknesses inherit in each data source.

https://www.cdc.gov/nchs/nhis/erwirelesssubs.htm
https://www.home.neustar/trustid-fraud-solutions/phone-takeover-risk
https://www.usenix.org/conference/soups2020/presentation/lee
https://www.home.neustar/blog/account-takeover-fraud-fight-back
https://www.home.neustar/blog/fighting-fraud-with-unhackable-certainty
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Neustar TRUSTID Fraud 
Solutions help companies 
efficiently and effectively 
connect with customers, 
while mitigating fraud and 
compliance risk.

For more information, call 
855-898-0036 x4, email 
risk@team.neustar, or 
visit www.risk.neustar.

MITIGATE RISK

Stop identity fraud, keep consumers feeling 
safe and happy, improve operational 
efficiency, and protect brand reputation 
with Neustar TRUSTID Fraud Solutions. 

Block Out Fraudsters and Let 
Customers Through Faster via 
Unhackable Dynamic Data
Forward-thinking organizations are improving identity fraud 
prevention and customer experience with dynamic data elements. 
For example, the attributes specific to an individual mobile device—
such as activity, tenure, or prepaid status—are stable and reliable. 
These attributes cannot be spoofed or hacked—they constantly give 
clues as to whether consumers are who they say they are.

Dynamic data isn’t a silver bullet, but when used in combination with 
static online and offline data, it significantly increases fraud detection 
and the ability to identify customers without their engagement. 

The critical factor in using dynamic data elements is to link device data 
with online and offline data. For instance, an IP address (online), email 
address (offline), and device attributes linked to a consumer increases 
confidence in the consumer’s identity. Online/offline identity graphs 
that draw upon historical and continued observations of behavioral 
data, digital interactions, and device fingerprints further support  
a multilayered fraud-prevention approach.

Through relationships with more than 200 authoritative sources, 
including telecommunications companies, government agencies, and 
utilities, Neustar, a TransUnion company captures and links dynamic 
data in real-time. The linkages update approximately every 15 minutes 
to ensure that clients have the most trusted, fraud-proofed data. 

“Unstealable” dynamic data stops fraudsters. Just as importantly, 
it gives consumers the green light. This approach allows firms to 
focus fraud-fighting resources and warranted consumer friction 
on the minority of interactions that truly represent potential 
identity fraud, instead of applying fraud fighting resources against 
every digital interaction. 

mailto:risk%40team.neustar?subject=Risk%20Solutions
http://www.risk.neustar
https://www.home.neustar/trustid-fraud-solutions

