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EXECUTIVE SUMMARY 
The Call Center Experience: Improving Call Flow and Authentication, commissioned by 
Neustar, a TransUnion company, and produced by Aite-Novarica Group, explores the 
challenges of the financial services and retail industry segments related to call center 
authentication and customer satisfaction due to increased customer experience 
expectations and criminal organizations’ improved capabilities and sophistication. Based 
on a survey of 3,171 U.S. consumers conducted in the first half of 2022, this white paper 
explores how firms can address their authentication needs and achieve higher levels of 
customer satisfaction by better understanding who is calling and assessing the potential 
risk before the call is answered.  

Highlights from this white paper include the following: 

• Consumers have a range of expectations as to how they are authenticated and what 
the companies with whom they do business know about them. This makes it 
challenging for call center managers to know how best to handle a given customer 
without tools that provide a risk rating on a continuous spectrum, enabling the right 
level of authentication and related friction. 

• Consumers expect that their security and privacy is deemed essential by the 
companies that have their personal information and assets. At the same time, 
consumers also believe that those businesses should know them well and should be 
able to authenticate them in the easiest and most painless way possible.  

• Call centers are big targets for fraudsters to gain access to customer information as 
call center agents have access to a tremendous amount of valuable data and account 
funds and, as humans, can be susceptible to social engineering attacks.  

• Tools that leverage call data prior to answering calls can improve both the 
authentication process and the customer experience. These solutions confirm the 
calling phone is engaged in a call with the contact center and allows for the 
matching of the inbound number to customer records and risk scoring the call.  

• Key areas of improvement to support call center development initiatives include 
improving inquiry resolution by limiting the number of interactive voice response 
(IVR) calls to agent transfers, leveraging phone number identification to better 
recognize your customers, and leveraging newer authentication techniques to 
minimize unnecessary and unwanted friction. Tailoring authentication treatment 
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based on the risk of the inbound call can contribute to a higher net promoter score 
(NPS). 

• Understanding the varied behaviors and preferences of different customer segments 
can inform the designing of the most appropriate center authentication approach—
one that can serve all segments equally well. This approach recognizes that not all 
customers are identical; understanding their differences, and taking actions 
accordingly, can improve the customer experience while enhancing authentication 
efficacy. 
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INTRODUCTION 
Why is it so important to improve your customer’s call center experience and 
authentication approach? It’s clear, even intuitive, that creating positive customer 
experiences at every touch point makes for loyal customers, and loyal customers are 
more likely to return to and recommend a brand. Conversely, customers who have 
negative or less-than-compelling experiences are less likely to recommend a brand and 
have a bias toward being more vocal with others about their displeasure.  

No matter how effective and efficient leaders believe their call centers to be, the 
customer experience can always be enhanced. To truly optimize customer call center 
interactions, businesses must create and develop the ideal call center flow that 
leverages inbound call data before the call is even answered and ensures the call center 
team is fully equipped to follow through and deliver outstanding customer service. The 
delivery of that service is fully informed by the level of risk, as the authentication process 
is a core part of that flow. 

The authentication process is one of the first opportunities to create a positive 
impression in a call center interaction. The authentication process dictates whether the 
call will be handled in the IVR system or by an agent. Consumers expect that the 
companies with whom they do business know them well and desire to be authenticated 
in the easiest way possible. At the same time, consumers expect companies to place 
security and privacy as paramount values, and they demand their personally identifying 
information (PII) and account-related data be protected, along with their financial assets. 

Bringing to bear everything an organization knows or can know about its customers 
even before it answers a customer call—and segmenting those calls for the appropriate 
handling—is a significant tool for improving the customer call center experience. As an 
added benefit, segmenting calls based on risk can improve the efficacy of the 
authentication process and ensure the security of sensitive company and customer data. 
Figure 1 shows a call center, pre-call assessment, and the segmentation approach. 
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FIGURE 1: CALL CENTER PRE-CALL ASSESSMENT 

 

When leveraging a risk-based approach to authentication, understanding a customer’s 
attitudes regarding security and the level of friction they expect or are willing to endure 
is critically important. As some consumers are less concerned about security and privacy, 
they are perfectly comfortable with a completely frictionless authentication process. 
While others are less comfortable with a lack of visible authentication routines—absent 
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the knowledge of the background authentication processes—they may think that their 
sensitive data is not being properly secured and managed.  

As not all consumers are identical, understanding the diverse nature of servicing 
personas is key. By assessing the risk of the call and linking the authenticated call data 
to the customer account, contact centers can recognize who they are servicing, better 
assess how they can assist each specific customer, and ultimately improve the customer 
experience while enhancing authentication efficacy. 

METHODOLOGY 
Neustar, an industry leader in authentication and fraud prevention, commissioned Aite-
Novarica Group to conduct an online consumer survey in the first half of 2022. Aite-
Novarica Group surveyed 3,171 U.S. consumers 18 years or older on their recent 
experience with call centers of financial services and retail companies. The respondents 
described in-depth 4,963 call center experiences they had during the past six months. 

The sampling was click-balanced to the U.S. census for age, gender, income, and region 
to create an accurate market understanding of call center experiences. The data have a 
margin of error of approximately 2 points at the 99% confidence level; statistical tests of 
significance among segments were conducted at the 95% level of confidence.  

Eighty-four percent of those surveyed interacted with a call center within a month of 
completing the survey and 55% within the prior week (Figure 2). 
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FIGURE 2: RECENCY OF CALL CENTER EXPERIENCES 

 

Net Promoter Score 

Some of the analysis of the survey data used the NPS framework to quantify 
respondents’ likelihood of recommending a particular company.1 A company’s NPS 
metric is based on the aggregated consumer response to one simple question: How 
likely is it that you would recommend a company or product to a friend or colleague? 
With a response rating scale between 0 (not at all likely) and 10 (extremely likely), 
customers fall into one of three categories, which helps to establish an NPS: 

• Promoters: Score of 9 or 10 and are typically loyal and enthusiastic customers 

• Passives: Score of 7 or 8 and are satisfied but not enough to be considered 
promoters 

• Detractors: Score of 0 to 6 and are considered unhappy customers unlikely to use 
the company or product again 

 
1  Created by Bain & Company, the NPS is a metric used in customer experience programs and measures the loyalty of 

customers to a company. NPS is reported within the range from -100 to +100, wherein a higher score is more favorable. 
https://www.bain.com/consulting-services/customer-strategy-and-marketing/customer-loyalty/. 

Within the last week
55%

A week to 1 month ago
29%

Between 1 month and up 
to 3 months ago

12%

Between 3 months and up to 6 
months ago

4%

Q. How recently have you interacted with an automated phone system of a business,
financial institution, or government agency? 

(Base: 3,171 consumers who recently called a financial services or merchant call center)

Source: Aite-Novarica Group survey of 3,171 U.S. consumers, Q1 and Q2 2022
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A company’s final NPS is calculated by subtracting the percentage of detractors from 
the percentage of promoters, with passives ignored.2 As shown in Figure 3, scores over 
70 are considered excellent, between 30 and 70 are considered great, and scores 
between 0 and 30 are considered good. Anything below zero indicates a poor score, 
and the company must improve. 

FIGURE 3: NET PROMOTER SCORE 

 

 
2  For example, if 50% of customers rated the company a 9 or 10 (promoters) and 30% of customers rated the company 0 

to 6 (detractors), the resulting NPS is 20 (50 minus 30).  

Net PROMOTER Score
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THE CALL CENTER EXPERIENCE 
When customers contact a call center, their objectives are simple. They want their call to 
be answered promptly, they want to be recognized as a valued customer, and they want 
their inquiry or request handled as quickly as possible by the fewest number of 
representatives. There are, however, a number of ancillary expectations surrounding the 
handling of the call, such as the assumption that their agent is knowledgeable and they 
would like simple and well-organized IVR options, but those previously mentioned three 
primary objectives are key. 

CALL CENTER FLOW STATISTICS 
The path customers take and the related processes supporting those paths can have a 
strong impact on satisfaction and the related NPS of the company. As part of the survey 
process, Aite-Novarica Group asked respondents about their likelihood to refer the 
company based on their experiences. It should be noted that this was asked in the 
context of answering questions about their call center experiences, and the NPS results 
are highly correlated to the satisfaction results as well.3 Though NPS are about 
customers’ broad feelings about a company and not necessarily a specific interaction, 
the impact on NPS is apparent.  

Aite-Novarica Group partitioned the survey data for first-time callers from returning 
callers, given the different expectation levels of each of those segments. NPS metrics are 
calculated through each path, with an overall NPS calculated for the full call flow. 

Figure 4 presents the results for financial services in which the highest, full experience 
NPS of 44 occurs when returning callers are authenticated and complete their inquiry 
through the IVR system. The second highest overall NPS result of 40 occurs when first-
time callers are handled in the same manner. For calls that reach an agent, the highest 
NPS of 44 is observed for returning callers who are authenticated quickly and efficiently, 
whether by the IVR system or by an agent. First-time callers show a similar pattern, but 
those that are authenticated through the IVR system first have a higher NPS of 41 vs. 
31 for those that are not authenticated through the IVR system. 

 
3  NPS and satisfaction rates were calculated for 30 different customer journeys offered in the Aite-Novarica Group 

survey. To measure the relationship between these two scores, we calculated the correlation coefficient, and it revealed 
a strong positive linear relationship at .872. 
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The worst NPS metrics occur when the authentication process is slow, difficult, or the 
agent is unable to authenticate the customer and needs to transfer that person to 
another agent. In particular, when this occurs with a returning caller, the NPS is 
significantly impacted with a result of negative 12. Also, calls that are not authenticated 
and terminate in the IVR system among returning callers score poorly at an NPS of 10; 
however, they only represent 18% of the calls that are not authenticated through an IVR 
system.  

FIGURE 4: CALL FLOW AND NPS—FINANCIAL SERVICES 

 

A similar pattern holds true within the retail segment (Figure 5), also partitioned 
between first-time callers and returning callers, with a couple of important, yet minor, 
differences. The highest NPS of 56 occurs when first-time callers are completely 
handled through the IVR system. The second highest NPS of 52 occurs with returning 
callers having the same experience.  



 The Call Center Experience  

 

 

 
 
 
 

© 2022 Neustar. All rights reserved. 12 

For calls that reach an agent, the highest score of 52 is observed for first-time callers 
who are handled quickly and efficiently. Returning callers in this group had an NPS of 
47. While this is also a good score, it does not follow the same pattern as was observed 
in financial services, perhaps indicating that returning callers in retail expect more from a 
company with whom they regularly do business. 

The worst NPS metrics in retail are observed when calls get to an agent and the 
authentication process is slow, difficult, or the agent is unable to successfully 
authenticate the customer. In particular, when the IVR system does not authenticate, 
and the agent cannot quickly authenticate, the NPS dips to a negative 16 on first-time 
callers. Returning callers subjected to the same experience have an NPS of zero. 

FIGURE 5: CALL FLOW AND NPS—RETAIL 

 

The majority of the outcome of a call is derived from the efficiency of the IVR system 
flow as well as the skills and abilities of the agent, but the opening of the call and related 
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authentication approach are essential to getting the experience off to a good start. Once 
a call gets off course, it is hard to get the call back on track.  

By leveraging data about the manner in which a call is placed, a risk assessment of the 
caller can inform call routing, permissions, and authentication treatment, before the call 
is even answered. This enables the intelligent tailoring of the call flow and the ability to 
integrate the appropriate level of authentication and friction. This goes a long way 
toward creating strong customer relationships that turn customers into promoters of the 
company. 

THE CALL CENTER AS A POINT OF COMPROMISE 
Outside of consumers, the call center is a key target of fraudsters desiring to gain access 
to customer information, compromise accounts, and monetize their efforts. By virtue of 
their roles, call center agents have access to a tremendous amount of sensitive and vital 
customer information and assets. This makes them ripe targets for social engineering 
attacks. Also, call center agents are viewed as a weak link within a company’s financial 
crime defense, given that they are human and have multiple objectives when handling a 
call, including customer satisfaction, call handling time, and caller authentication.  

Through countless security breaches involving PII and related data, fraudsters seem to 
have limitless amounts of data available to execute effective social engineering attacks, 
and it’s only getting worse with the acceleration of digital servicing. As a result, when 
criminals call in to call centers, they are usually able to answer many authentication 
questions and gain access to deeper information about the consumer and that person’s 
accounts. Or, worse yet, fraudsters can often exploit the call center channel to 
compromise the login credentials of the true consumer and take over the account online 
to transfer funds or issue additional credit cards on the consumer’s account.  

AUTHENTICATION: A HODGEPODGE OF APPROACHES 
Most customers are familiar with authentication methods that are generally simplistic in 
nature, such as requiring secret codes or PINs. At the outset, a mother’s maiden name 
tended to be the original “secret” authentication code, and other similar security 
questions were also developed. When that information could be easily discovered, 
contact centers began developing new authentication codes or questions that were not 
necessarily related to anything a fraudster could easily find. These new codes worked 
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for a while, but fraudsters easily found this information as well through breaches, 
patterns of reuse, or identifying codes that actually had some meaning to the consumer, 
such as an important date. 

Newer techniques that leverage the call data can improve both the authentication 
process and the customer experience. The majority of callers contact the companies with 
whom they do business through mobile phones as well as residential cable numbers and 
landlines. Phones are unique, physical, and traceable devices. Because they are 
traceable and difficult to obtain anonymously, fraudsters rarely use them for calls. 
Instead, fraudsters will spoof calls or use virtualized apps or software tools to call, so 
they are anonymous and untraceable. Now, solutions can confirm the calling phone is 
engaged in a call with the contact center and identify the patterns that indicate normal 
calls from patterns used by criminals. For trusted calls, these solutions allow for the 
matching of the inbound number and the assurance that the number is not spoofed, 
hacked, virtualized, or manipulated. Calls can also be scored for the level of risk, and the 
appropriate level and type of authentication can be applied to drive lower fraud losses 
and improved customer experiences. 

Call center authentication methods have advanced over the years. From asking the caller 
to reveal a phrase or code to recognizing the calling number and device and associating 
it with the customer, call centers now have the opportunity to significantly improve the 
customer experience while greatly enhancing authentication efficacy.  
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OPTIMIZING CALL CENTER AUTHENTICATION: THE OPPORTUNITY 
Businesses are always looking to improve their call center processes to become more 
efficient and effective. Often, this occurs in an environment of increasing cost pressures 
that require reengineering or process optimization efforts focused on managing down 
the unit cost of operations. Recognizing that each contact center is different in terms of 
capabilities and results, a number of general opportunities, which can improve both 
customer satisfaction and efficiency, are identified. 

INQUIRY RESOLUTION 
Perhaps the most difficult inquiries that a call center handles are those that it is unable 
to resolve quickly while the customer is on the phone. It’s an unsatisfying experience for 
the customer and the call center agent alike. Customers dislike being transferred to 
different agents until one is found that can ultimately resolve the issue. This erodes 
customer satisfaction, particularly if the reason for the transfer is not understandable 
and rational from a consumer perspective. As indicated in Figure 6, 12% of the call 
center interactions surveyed required more than one agent to resolve the customer’s 
inquiry.  

FIGURE 6: INQUIRY RESOLUTION BY ONE OR MORE AGENTS 

 

Yes
12%

No
88%

Q. Were you transferred to another agent at any point? 
(Base: 3,538 IVR interactions of 3,009 consumers who recently called 

a financial services or merchant call center)

Source: Aite-Novarica Group survey of 3,171 U.S. consumers, Q1 and Q2 2022
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Figure 7 shows what happens when the first agent is not able to resolve the inquiry 
from the customer’s perspective. The results for financial services and retail were 
strikingly similar in that, in 45% of these instances, two or three agents were required to 
resolve financial services inquiries, with the comparable number of 44% for retail 
inquiries. Also, 17% of financial services inquiries and 20% of retail inquiries required 
more than three agents to resolve. And finally, 38% of financial services and 36% of 
retail inquiries, wherein the first agent could not handle the inquiry, were not able to be 
resolved, presumably requiring a call back or resolution through a different channel. 

FIGURE 7: INQUIRY RESOLUTION BY MULTIPLE AGENTS 

  

As evidenced by the survey, the opportunity exists for both financial services 
organizations and retailers alike to drill down into their call center processes. As the first 
step, they must understand the root causes of the lack of expedient resolution. Some 
degree of transfers will be inevitable, but knowing that a caller is trusted, and the nature 
of the inquiry can provide routing options that would get callers transferred directly to 
more capable agents as the more complex inquiries require specialized expertise. Also, 
knowing that a caller is trusted can provide routing options that would get callers 
transferred directly to more relevant agents by avoiding more intrusive authentication 
methods when not required. 

45%

17%

38%

44%

20%

36%

2 to 3 agents

More than 3 agents

The inquire was not resolved
with the call center

Financial services
(Base: 65 IVR
interactions of 63
consumers)

Retail
(Base: 59 IVR
interactions of 59
consumers)

Q. How many agents did it take to resolve your inquiry? 
(Among IVR interactions of consumers who recently called

a financial services call center and were transferred to more than one agent)

Source: Aite-Novarica Group survey of 3,171 U.S. consumers, Q1 and Q2 2022
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NUMBER RECOGNITION 
Most customers want to be recognized and valued, especially with those financial 
institutions and retail establishments with which they have a long history or deep 
relationship. In the case of call center contacts, this typically starts with recognizing the 
number from which the customer is calling. Customers understand that automatic 
number identification capability is broadly used, so it does not come as a surprise when 
the company knows this and associates it with the account. What customers don’t 
generally understand is that phone numbers can be spoofed by fraudsters, enabling 
them to take over an account. Hence, a deeper authentication process is necessary. 

Most consumers surveyed felt either their phone number was not recognized or did not 
know if it was (Figure 8). This was more significant in the case of calls to merchant call 
centers, in which 60% of the respondents were not recognized by their number, vs. 
financial institutions, in which 42% of respondents were not recognized. It is possible 
that in a number of these calls, the merchant had associated the inbound number with 
the customer but just didn’t let it clearly be known. This is an opportunity to employ 
technologies that can match the trusted phone number to related identity data in the 
customer relationship management (CRM) system and improve the authentication and 
overall call center experience. 
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FIGURE 8: NUMBER AND CUSTOMER RECOGNITION 

  

AUTHENTICATION METHODS 
When asked about their preferred methods of being authenticated when calling into a 
call center, the consumers surveyed tended to prefer methods that required little in the 
way of new technologies. 

Figure 9 illustrates that consumers trend toward those methods seeking information 
that they typically know, such as PII questions, secret codes, or questions about account 
activity. Methods that leverage things that consumers have (2-factor authentication) or 
things they are (biometrics) are less preferred. However, authentication is possible 
without the need for any friction by performing a pre-answer call assessment that 
leverages calling device information, avoiding the use of PII data or the injection of any 
friction. 

42%

16%

22%

5%

2%

12%

1%

27%

13%

30%

8%

3%

18%

2%

Yes, they definitely recognized my
number/device and knew it was me

Probably, they seemed to know who I was

Maybe, I couldn't tell

No, I was calling from a number not
associated with my account

No, I had a new phone number

Don't know

Other

Financial services
(Base: 2,355 IVR
interactions of 1,937
consumers)

Retail
(Base: 2,608 IVR
interactions of 2,068
consumers)

Q. Do you think this company knew who you were based on the number you were calling from? 
(Among IVR interactions of  consumers who recently called a financial services or merchant call center)

Source: Aite-Novarica Group survey of 3,171 U.S. consumers, Q1 and Q2 2022
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FIGURE 9: AUTHENTICATION EXPECTATIONS 

 

The consumer preferences indicated may be driven more by consumer familiarity vs. 
actual, fully informed predilections. Often, after consumers are introduced to new 
authentication capabilities, they tend to adopt them in great numbers, particularly when 
the introduced technology is easy to use and improves their lives. Good examples of this 
are the introduction of fingerprinting, facial recognition, and iris scanning on mobile 
phones, in which consumers realized how simple it is to authenticate vs. the use of 
passcodes. Companies that adopt new, proven technologies that simplify the customer 
experience can leap ahead of their competition and improve customer loyalty.  

51%

25%

21%

11%

13%

4%

67%

13%

13%

9%

8%

3%

Personally identifiable
information

Secret codes

Account info/Activity

Two-factor authentication

Biometrics

Other

Financial services
companies only
(Base: 904)

Retail companies only
(Base: 1,003)

Q. How would you most prefer to have your identity authenticated when calling a company or FI with a 
customer service inquiry or task? (Select all that apply)

(Among consumers who recently called a financial services or merchant call center; Data segmented by 
consumers who described their IVR experiences with financial services companies only vs. consumers who 

described their IVR experiences with retail companies only)

Source: Aite-Novarica Group survey of 3,171 U.S. consumers, Q1 and Q2 2022
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CONSUMER AUTHENTICATION PERSONAS 
Understanding the behaviors and preferences of different customer segments can help 
in designing a call center authentication approach that can serve all segments well. This 
approach recognizes that not all customers are identical. Grasping these differences can 
improve the customer experience while enhancing authentication efficacy. 

The survey revealed three distinct persona segments (Figure 10) with differing attitudes 
about security and convenience: Security Agnostic, Security Minded, and High 
Maintenance. 

FIGURE 10: CUSTOMER PERSONA SEGMENTS 

 

THE SECURITY-AGNOSTIC CUSTOMER 
Consumers in the Security Agnostic segment lack a good understanding of ways to 
protect themselves from fraud attacks and possess a willing ignorance of needed 
security techniques. For example, almost all of them carry their Social Security card in 
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their wallet, and they don’t seem to have any major security concerns. The Security 
Agnostic segment compromises about 28% of consumers: 

• From a demographic perspective, consumers in the Security Agnostic generally live 
in rural or extra-rural areas. They also tend to be lower income and have attained a 
lower level of education as compared to the other personas.  

• They enjoy social media. Nearly half of them have contacted a company on social 
media within six months prior to the survey. A high percentage (in comparison with 
the other personas) are very likely to interact with customer service through the 
social media channel. Among those that had a good call experience, 7% posted 
about the positive experience on social media. 

• The consumers in this group lack a strong preference for which servicing channel to 
use to contact a company. Security Agnostics are most likely to leverage an IVR 
system to satisfy their inquiry when they contact a call center.  

• This segment is easily satisfied and not terribly vocal when one of them encounters 
a negative interaction. Almost half of them said a bad call experience didn’t have any 
impact on their relationship with the company. As a result, the average NPS of this 
segment is high, at 43.4. 

THE SECURITY-MINDED CUSTOMER  
Consumers in the Security Minded segment are very sensitive to security issues and 
completely understand the importance of taking appropriate measures to protect their 
identity and accounts. They understand fraud risks and related prevention methods. For 
example, they are highly likely to shred account statements, and they are more likely to 
create stronger passwords than consumers in the Security Agnostic segment. The 
Security Minded segment is the largest group, as it is composed of about 41% of 
consumers: 

• Demographically, this segment is largely composed of baby boomers and older 
seniors. They tend to be urban, earn higher incomes, and have a higher level of 
education. The Security Minded segment is more likely to be female than the other 
personas. 

• Like the Security Agnostic segment, consumers in this segment are comfortable with 
using an IVR system, as about two-thirds of them are likely, or very likely, to use an 
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IVR system when they call into a contact center. Also, more than 75% of them said 
that the IVR system identified them quickly and efficiently.  

• After connecting with an agent, 90% of them said the same thing: the agent 
identified them quickly and efficiently. 

• A positive call center experience will have a significant impact on Security Minded 
customers, as they will likely do more business with the company with a higher level 
of trust than will customers in other segments.  

• Security Minded customers prefer companies with multiple contact options and are 
less concerned about having challenging authentication approaches, as they view 
them as hallmarks of good security. For example, many accept having to try to 
convince a call center agent of who they are and endure some necessary friction in 
the interest of garnering better security. 

• As a group, these consumers are more likely to be some of the best customers for a 
company. Make them happy, and they will be promoters. They represent the highest 
NPS (45.4) among all three segments. 

THE HIGH-MAINTENANCE CUSTOMER 
Consumers in the High Maintenance segment understand security, but they expect a 
balance between the friction they endure and an effortless contact center experience. 
They appreciate the risk of fraud but do not think that it should overshadow the efficient 
handling of their inquiry. They tend to be higher maintenance and compromise about 
31% of consumers: 

• From a demographic perspective, consumers in this segment tend to be more urban 
and more likely to be female. Many of them have higher incomes and have earned at 
least a bachelor’s degree. 

• The members of this segment prefer not to use IVR systems to handle their call 
center inquiries and seem to enjoy human interaction, as they would prefer to be 
routed to an agent earlier in the call flow. Almost half of them said the IVR system 
did not solve their inquiry. More than any other segment, these customers indicated 
they would like to eliminate the IVR system altogether or at least allow for a quick 
bypass option. 
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• Many customers in the High Maintenance segment consider being authenticated 
through the IVR system to be inefficient, but they also indicated that the process the 
agent used to authenticate them was slow or difficult—more than the other 
segments. 

• Consumers in this segment are also less likely to recommend the company when 
things go well, but if they feel things did not go well, they are more likely to let 
others know. Also, the relationship with the company will be negatively impacted.  

• These customers dislike contacting customer service and definitely prefer a simple 
experience over complex authentication methods. They dislike having to try to 
convince a call center agent of who they are, and they prefer not to be significantly 
inconvenienced at the beginning of a call in the interest of better security. 

• This segment has the worst NPS by far (20.3). 

• Leveraging Persona Segments 

Recognizing these segments is important in terms of understanding customers’ 
preferences and expectations. Using technology that enables the triaging of inbound 
calls based upon the underlying call information, including the fact that the device is on a 
call with the call center, is essential to applying a tailored customer experience and 
ensuring an appropriate amount of authentication friction. Customers will be happier, 
and call center agents will be able to focus on the core of their job, meeting and 
exceeding the customer’s needs.  

Table A provides sample treatment approaches tailored to each segment based upon 
their security focus and friction tolerance. 

TABLE A: PERSONA AUTHENTICATION TREATMENT  

Persona Segment Authentication Approach 

Security Agnostic • Friction is an issue, so once the call is determined to be low risk and tied 
to CRM data, avoid additional authentication. 

• Step up authentication methods based upon the level of risk, but provide 
simple approaches that are straightforward, such as secret phrases. 



 The Call Center Experience  

 

 

 
 
 
 

© 2022 Neustar. All rights reserved. 24 

Persona Segment Authentication Approach 

Security Minded • This segment is more concerned about security than friction. For low-risk 
callers, the authentication method should be proportionate to the request 
but not entirely invisible, so they feel that they are being protected.  

• For callers that are deemed to be moderate or high risk, more friction is 
acceptable, and methods such as one-time-passcodes, ideally through 
an app, will provide a level of both security and confidence that their 
accounts and data are secure. 

High Maintenance • Friction is a moderate issue for this group, so once the call is determined 
to be low risk and tied to CRM data, minimal additional authentication 
should be applied, if any at all. 

• For callers who are deemed to be moderate or high risk, more friction is 
accepted—but be sure to make it simple to use. Secret phrases or 
account activity confirmation should be sufficient.  

Source: Aite-Novarica Group 

All things considered, it is not critical to determine the specific segment to which each 
customer belongs to tailor the customer experience accordingly. It is a preference that 
can be captured through customer interactions and leveraged for future use and 
treatment. Ultimately, all customers prefer an authentication process that is simple and 
fast. Security should be first and foremost, and authentication should be quick and 
effective. 
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RECOMMENDATIONS AND CONCLUSIONS 
Meeting and exceeding customers’ call center expectations in today’s increasingly digital 
world is challenging, especially given their different preferences and the ultimate 
importance of properly authenticating every caller. Balancing the dual objectives of 
providing an exceptional customer experience and ensuring strong security need not be 
at odds with each other. Capabilities now exist that can greatly improve these moments 
of truth by understanding the call risk, recognizing the customer, and leveraging this 
data to apply the right authentication approach that affords the least amount of friction: 

• Reevaluate every call center customer journey to consider the caller’s trust. Use this 
understanding to guide the following:  

• Authentication treatment: Step-down subsequent authentication requirements 
for trusted callers while increasing barriers and friction for high-risk callers. 

• Permissions: Identity information access, account changes, and transactions that 
can be uniquely performed by highly trusted callers and when to step up 
authentication based upon the inquiry.  

• Routing: Develop strategies for handling high-risk callers, such as routing to 
agents specializing in high-risk calls or into an IVR process designed to fatigue 
criminal callers.  

• Recognize that consumers have different personas for servicing and varied 
authentication predilections:  

• Some are somewhat oblivious to authentication approaches and have no strong 
preferences.  

• Others are very security conscience and want to know that the companies with 
whom they do business are securing their sensitive data as well as their personal 
accounts.  

• Still others expect a reasonable blend between their call center experience, 
whether through an IVR system or an agent, and the authentication process.  

Companies, whether in financial services or retail, need to appreciate these 
differences and execute authentication strategies accordingly. 

• Understanding the different behaviors and preferences of customer segments is a 
key input to the design of a call center authentication approach that can serve all 
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segments. This recognizes that not all customers are identical, and, understanding 
these differences, selecting the right treatment can improve the customer experience 
while enhancing authentication efficacy. 

• Design a call center flow that leverages inbound call data to properly risk assess the 
call and tailor the level of authentication accordingly. 

• Select a tool that leverages call data prior to answering the call and confirms the 
calling phone that is engaged in a call with the contact center. Also, match the 
inbound number to customer records to maximize automatic caller identification and 
improve operational efficiency.  

• Consider aggressively leveraging other authentication tools beyond quizzing 
customers on “things they know.” These types of questions are often easier for the 
experienced fraudster to answer vs. the true customer. 

• Continually survey your customers on call dimensions to understand how you’re 
doing. Processes cannot be improved unless you understand how your customers 
think you are performing and their levels of satisfaction and loyalty. 
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ABOUT NEUSTAR 
Neustar, a TransUnion company, is a leader in identity resolution providing the data and 
technology that enable trusted connections between companies and people at the 
moments that matter most. Neustar offers industry-leading solutions in marketing, risk, 
and communications that responsibly connect data on people, devices, and locations, 
continuously corroborated through billions of transactions.  

ABOUT TRANSUNION 

TransUnion is a global information and insights company that makes trust possible in 
the modern economy. It does this by providing an actionable picture of each person so 
they can be reliably represented in the marketplace. As a result, businesses and 
consumers can transact with confidence and achieve great things. A leading presence in 
more than 30 countries across five continents, TransUnion provides solutions that help 
create economic opportunity, great experiences, and personal empowerment for 
hundreds of millions of people. 
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ABOUT AITE-NOVARICA GROUP 
Aite-Novarica Group is an advisory firm providing mission-critical insights on 
technology, regulations, strategy, and operations to hundreds of banks, insurers, 
payments providers, and investment firms—as well as the technology and service 
providers that support them. Comprising former senior technology, strategy, and 
operations executives as well as experienced researchers and consultants, our experts 
provide actionable advice to our client base, leveraging deep insights developed via our 
extensive network of clients and other industry contacts. 
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