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Government-run contact centers need to validate the 
identity of every caller to ensure a positive constituent 
experience (CX) while balancing the optimal ability to 
prioritize work and mitigate against fraud. The challenge is 
knowing the right balance.

Executive Summary

Fraud  
Mitigation

Positive Constituent 
Experience

Agency  
Operational 

Efficiency

COMPETING CONTACT CENTER PRIORITIES
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Reduced average handle  
time does not mean positive 
constituent experience.

The private sector sets a high bar for convenience and overall customer 
experience. Constituents will always compare their government experiences to 
those they have with the private sector. In response, many agencies—starting 
with the GSA in 2014 and the VA in 2016—are hiring constituent experience 
executives to leverage human-centered design techniques. Whether it’s to check 
on an IRS refund, find out benefits from the Social Security Administration, 
understand more about TSA pre-check safety, or a myriad of other points of 
government contact, a call center is the front line of the constituent experience. 
As such, we will start by taking a look inside these critical operations centers and 
constituent touchpoints. 

In Foresee’s Citizen Journey1, constituents who are unable to complete a task 
on their first try—through digital, email or any other non-phone channel—are 
more likely to call a contact center for eventual success. As such, government 
agencies have more opportunities to deliver excellent constituent experience 
over the phone than through any other channel. This marks a shift in priority 
from decreasing average handle time (AHT) to improving the constituent 
experience overall. A shorter call brings no satisfaction if it’s unpleasant or 
inconclusive.

The opportunity for your agency begins the moment constituents pick up the 
phone to engage with your contact center.

Positive Constituent 
Experience
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For your customer service representatives’ (CSR) assistance to be effective and 
empowered, constituents must first prove that they are genuinely whom they 
claim to be. They must authenticate. This brief task takes up the first 30-60 
seconds of every call, sets the tone for the rest of the call, and, in many cases, 
acts as the last line of defense against fraud.

It’s a balancing act. Relax the authentication process to speed up service 
and reduce costs, and you’ll increase the risk of fraud. Tighten fraud security 
measures too much, and you’ll frustrate callers and increase operational costs.

How can you achieve the right balance, all within the realities of your budget? 
The answer depends on who’s calling whom.

Confidence in Outbound Calls
Agencies need the confidence to know they are speaking with a legitimate 
constituent, and not a fraudster who has taken over a phone number. 
Increasing the rate at which the right constituent is reached on the right 
number, at the right time also improves constituent experience and operational 
efficiency. To do so, agencies need to know that they:

1.  Have the correct phone number, and the number most used by the 
constituent. Constituent data is constantly changing. On average, 5%-15% of 
an organization’s customer relationship management (CRM) data becomes 
out-of-sync within a month, and 60% of a CRM is inaccurate within only two 
years.2 Agencies need the ability to drill down into each individual account and 
prioritize the various numbers within that account according to contactability, 
analyzing the phone quality of the numbers and reprioritizing the numbers 
based on which ones are most likely to be answered and which ones should 
not be called. Best of breed contact centers can see a 33% increase in right-
party contact rates when using private-sector solutions.

Operational Efficiency
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2.  Are calling at the time of day and day of week that the constituent is most 
likely to answer. Understanding predictive phone behavior per constituent 
provides powerful insights that turbocharge outbound dialing strategies and, 
as a result, a workforce for the 21st century. Agencies should use solutions 
that:

a.  Leverage relationships with telecom providers to offer predictive phone 
behavior insights on when constituents are most likely to answer their 
phones, both by time of day and day of week.

b.  Have insights on the optimal window to call each phone number to yield 
an additional lift of 18% greater right-party contact rates on average. 

Private industries have realized significant cost savings and returns on 
investment (ROIs) of at least 4-to-1 by streamlining their dialing strategies 
and optimizing the production of their workforce. Government agencies 
should experience similar, if not greater, ROIs from the same solutions.

3.  Are mitigating the risk of the call being incorrectly blocked or mislabeled 
as spam by the carrier. To help protect constituents, telecommunication 
service providers are now providing services to detect “scam” and 
“fraudulent” calls. But legitimate business calls are also getting caught in the 
crossfire, incorrectly blocked or tagged as spam. Agencies need solutions 
that enable them to manage and assign caller names to all owned phone 
numbers, ensuring consistency across multiple operators and mobile apps 
while mitigating inaccurate call blocking and mislabeling. This restores trust  
by ensuring that legitimate calls appear as such on constituents’ phones.

4.  Are increasing the probability that the constituent will answer the call by 
displaying the agency’s logo and contact information on the recipient’s 
phone. Over 88% of consumers report being more likely to answer a call 
if they can be certain who is calling.3 On April 2, 2019 a Department of 
Homeland Security (DHS) subcommittee on innovation recognized the 
importance of this topic. Agencies need a solution that can brand the 
company business name and number displayed for outbound calls. Through a 
centralized online portal, the solution must ensure a consistent caller display 
over landline and mobile phones across over 850 voice service providers and 
caller ID apps.

Since the circumstances of inbound calls differ from those of outbound 
calls, the opportunities for improving constituent experience and operational 
efficiencies of inbound calls differ in three noteworthy ways.
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Authenticating Inbound Calls
If agencies can quickly authenticate constituents calling in, they can route the 
callers for superior service, all while:

1.  Mitigating common phone fraud risks, including SIM swapping, unauthorized 
number reassignment, spoofing, call virtualization, and call forwarding. Agencies 
need solutions that confirm the calling device’s legitimacy, and determine that 
the call itself follows expected routing from one end to the other. The final 
determination should allow for the assignment of a strong authentication token 
and absolute confidence that the call is not virtualized, anonymous, hacked, or 
otherwise altered. Because authenticated callers are trustworthy, they receive 
faster service, a hallmark of good constituent experience. By initiating an 
automated authentication process before the call is answered, agents may be 
freed from error-prone, low-value work to provide high-value service focused on 
the caller.

2.  Identifying callers calling from a number different than the one in the CRM. 
Agencies depend on their CRM for constituent outreach; any gaps or outdated 
information means inefficiency and a degraded constituent experience. For 
decades, contact centers have supplemented their less-than-perfect CRM 
data with credit bureau/demographic information. These sources emphasize 
quantity over quality, often contain stale data, and have major gaps in coverage 
(often as high as 40% of phones). In recognition of this problem, the GSA Center 
of Excellence lists4 “Leverages data from all sources to improve overall CX” as a 
best-in-class feature of best-in-class contact centers. Agencies need solutions 
that continuously corroborate constituent and device identity data against 
hundreds of authoritative data sources to push updates in constituent records 
directly to databases, enabling organizations to keep CRM records fresh, 
complete, and accurate. Additionally, such solutions should be able to consume 
one or more constituent data points (e.g., phone number, address, email, 
consent date) from the client, and then append additional phone numbers to 
that record, including information on the phone type and in-service indicator.  

3.  Allowing more calls to remain in the interactive voice response (IVR) system, 
or correctly routing them to a CSR without requiring knowledge-based 
authentication. When callers successfully authenticate themselves to the IVR, 
then they’re less likely to get frustrated and ‘pound out’ to speak with a CSR. 
When constituents must speak with a CSR, a shorter authentication process 
reduces costs and sets a positive, productive tone for the rest of the call. 
Agencies need technology that can verify and authenticate the constituent's 
identity while he or she is still inside the agency’s IVR, reducing the number of 
callers who want to authenticate to a CSR. That will replace $3.00-$5.00 CSR 
calls with $0.30-$0.50 IVR calls. This automated process will assist agencies 
in allocating resources to the higher-value work of providing an exceptional 
constituent experience and reduce operating expenses by lowering average 
handle times.
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While your contact center mission seeks to give an excellent constituent 
experience within a tight operational budget, criminals are as successful 
impersonating constituents and stealing resources.

Several drivers propel this problem, including: increasing sophistication, easier 
access to constituents’ personally identifying information (PII) such as Social 
Security numbers and birth dates, and the pervasive practice of authenticating 
callers with challenge questions: Knowledge-Based Authentication (KBA). Once 
the apex of caller authentication, KBA now poses an existential threat to the 
modern contact center. Data breaches such as Equifax’s5, the Office of Personnel 
Management6, and Anthem’s7 have exposed tens of millions of consumer records, 
including answers to KBA questions. Criminals have little trouble acquiring8 callers’ 
PII on the dark web. Then, they may use robotic dialers to test massive lists of 
data quickly in your IVR before perpetrating9 advanced social engineering tactics 
against your contact center’s CSRs.

Phone numbers, once a trustworthy way to identify a caller, have also succumbed. 
Fraud practices—like SIM swapping, unauthorized number reassignment, spoofing, 
call virtualization, and call forwarding—allow criminals to appear as if they are 
calling from citizens’ phone numbers. Once criminals socially engineer a CSR, they 
gain unauthorized access to a constituent's account before the real constituent 
finds out their information has been stolen.

That’s why the Better Identity Coalition published10 a blueprint for policymakers 
that advocates for ending the use of the Social Security number as an identifier. 
That’s why 31 attorneys general signed a February 2019 letter11 to the Federal Trade 
Commission endorsing better identity verification standards. That’s why, according 
to Gartner12, “By 2020, 75% of omnichannel13 customer facing organizations will 
sustain a targeted, cross-channel fraud attack with the contact center as the 
primary point of compromise.”

Government agencies can no longer simply contact constituents via a phone 
number for verification, trust inbound calls by just confirming the Automatic 
Number Identification (ANI), or rely on remote identity verification without some 
deeper form of scrutiny.

Government agencies need better ways to authenticate and verify constituents, 
both online and offline, in real-time, to prevent fraud, brand damage, and loss of 
constituent trust in the systems designed to protect and serve them.

Fraud Mitigation
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Does your agency’s contact center have the time or resources 
to build out a solution that can balance positive constituent 
experience, agency operational efficiency, and fraud mitigation, 
let alone maintain such a system to keep up with the speed of our 
modern society? 

Doing so will unlock a cascade of benefits. Give constituents the 
experience they expect from the private sector, and you instill in 
them confidence that the government can deliver on its mission. 
Provide service with complete confidence in the identity of the 
person on the other end of the line, and you achieve operational 
efficiency that is unparalleled in the public sector. Authenticate 
the caller’s identity in real-time, and you prevent criminal tactics—
such as SIM swapping, call forwarding and unauthorized number 
reassignment—that lead to account takeover and stolen resources.

To achieve this balance and attain these results, your agency’s 
contact center needs a solution that can establish a clear and 
indelible understanding of the citizen behind every transaction 
or interaction. Accurately identifying constituents—on inbound or 
outbound calls—allows for a better constituent experience, more 
efficient decision-making, and greater security.

This is possible only through a system that continuously 
corroborates, verifies and appends constituent information. Such  
a system must be constantly updated with constituent attributes  
and identity linkages based on direct billing relationships.

Conclusion

1 learn.foresee.com/hubfs/research/FXI_Government_Insights.pdf
2 www.marketing.neustar/resources/whitepapers/consumer-identity- 
omnichannel-marketing

3 www.communications.neustar/blog/robocall-customer-connection-infographic
4 coe.gsa.gov/docs/Contact_Center_Best_Practices_WEBSITE_2.0.pdf
5 money.cnn.com/2017/09/11/technology/equifax-identity-theft/index.html
6 www.opm.gov/cybersecurity/cybersecurity-incidents/
7 money.cnn.com/2015/02/04/technology/anthem-insurance-hack-data-security/
8 www.bankinfosecurity.com/blogs/breached-pii-kba-has-to-go-p-1900
9 www.nytimes.com/2017/08/21/business/dealbook/phone-hack-bitcoin-virtual-
currency.html

10 www.betteridentity.org/news/2018/7/19/landmark-report-on-improving-digital-
identity-released-today-better-identity-coalition-creates-policy-blueprint- 
to-improve-trust-and-combat-identity-fraud

11 oag.ca.gov/system/files/attachments/press-docs/ftc-comment-letter.pdf
12 www.gartner.com/doc/3628017/dont-let-contact-center-achilles
13 An omni-channel citizen experience seamlessly connects individual touchpoints—
over web, voice, digital, and email—into one integrated and cohesive citizen 
experience no matter how or where a customer reaches out.

Why 
Neustar
Identity is key to Neustar’s 
heritage. We power over 
90% of U.S. caller ID, 
address a significant portion 
of global web traffic, handle 
DNS worldwide, and have 
the industry’s leading offline 
data repository—broken 
down, corroborated, and 
rebuilt every 15 minutes. 
Neustar is trusted by the 
top 10 leading U.S. banks 
and credit card issuers, 
plus hundreds of the 
biggest brands, across 
every industry, to mitigate 
risk, increase operational 
efficiency, and improve the 
constituent experience. 
In collaboration with our 
always-on network of 
trusted partners, Neustar 
continuously updates 
constituent attributes and 
device ID linkages to ensure 
your CSRs can have the 
right conversation with 
constituents—safely and 
efficiently—from the moment 
they hear the word “Hello.”

For more information,  
call 1-855-898-0036 x4, 
email risk@team.neustar,  
or visit www.risk.neustar.
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ABOUT TRANSUNION (NYSE: TRU)

TransUnion is a global information and insights company that makes trust possible in the modern economy. 

We do this by providing an actionable picture of each person so they can be reliably represented in the 

marketplace. As a result, businesses and consumers can transact with confidence and achieve great things. 

We call this Information for Good®. A leading presence in more than 30 countries across five continents, 

TransUnion provides solutions that help create economic opportunity, great experiences, and personal 

empowerment for hundreds of millions of people.

www.transunion.com

ABOUT NEUSTAR

Neustar, a TransUnion company, is a leader in identity resolution providing the data and technology that 

enable trusted connections between companies and people at the moments that matter most. Neustar 

offers industry-leading solutions in marketing, risk and communications that responsibly connect data on 

people, devices and locations, continuously corroborated through billions of transactions. Learn how your 

company can benefit from the power of trusted connections.

www.home.neustar

About  
Neustar.


