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New and more 
comprehensive 
consumer privacy 
regulations .. . 
Constantly shifting policies from 
walled gardens like Apple and 
Google . . .  Greater empowerment 
for consumers to control their 
personal data . . .  The rulebook on 
data is being rapidly rewritten and 
marketers need a way to make 
sense of it all.

To fit into this new world, you 
need to do more than simply 
refocus how you handle data. You 
have to prove to consumers and 
partners that you’re a reliable, 
responsible data steward. You must 
gain their confidence by constantly 
demonstrating a commitment to 
trust, transparency and privacy. 

This makes a detailed data 
governance plan vital for marketers.

Data governance is an established 
set of rules and protocols you and 
your organization follow to ensure 
you are collecting, storing and using 
data according to the regulations 
of your industry, your location and 
your company’s values, all the while 
respecting consumer privacy. 

When it comes to managing 
and activating consumer data, 
marketers have their work cut out 
for them. A study conducted by 
Forrester Consulting on behalf 
of Neustar found that among 
marketing, data analytics and 
legal privacy leaders at b-to-c 
enterprises in the U.S., only 
40% believed their customer 
privacy management strategies 
were optimized, and only 28% 
had an optimized customer data 
management strategy in place.

It’s critical that marketers get data 
governance right. Without a sound 
understanding of data regulations—
like CCPA, GDPR, Apple’s data  
opt-out policies or Google’s impending 
elimination of third-party cookies—
companies put a lot at risk. Failing to 
comply with privacy regulations can 
be costly financially—for instance, 
Twitter was fined $150 million by the 
FTC and the Department of Justice 
for misusing account security data for 
targeted advertising. But more costly 
is the damage to a brand’s reputation 
that can come from using consumer 
data irresponsibly.

Handling consumer data responsibly 
takes diligence, persistence and 
clear policies and processes. Your 
data governance plan should be a 
company-wide initiative, overseen by a 
select group of conscientious leaders 
within your organization. Read on  
to learn how to get started.

    THE NEW DATA RULES  
       FOR MARKETERS

https://www.home.neustar/resources/whitepapers/how-to-win-at-customer-data-management
https://www.home.neustar/resources/whitepapers/how-to-win-at-customer-data-management


THE ABCs OF  DATA GOVERNANCE

WHAT IS DATA  
GOVERNANCE?  
Data governance is a 
framework of rules and 
protocols for collecting, 
storing and handling 
consumer data. It tasks 
certain members of your 
leadership team with 
responsibilities in each 
of these areas, creat-
ing ownership over the 
quality and security of 
your organization’s most 
valuable asset.

WHAT ARE THE  
BENEFITS OF DATA 
GOVERNANCE? 
A strong data framework 
can help you organize 
data more efficiently by 
filtering redundant or 
outdated data, ensuring 
quality and consistency.
It increases accountability 
and ownership of enterprise 
data by designating who in 
an organization can handle 
it. This improves the data’s 
security and optimizes its use 
across different markets.

WHY SHOULD  
MARKETERS CARE ABOUT 
DATA GOVERNANCE? 
Adopting a data governance 
strategy ensures you’re complying 
with consumer data regulations, 
which sends a signal to 
consumers and potential partners 
alike that your organization is 
trustworthy and a safe steward of 
their data. Consumer data informs 
the strategies and decisions that 
marketing teams apply to their 
campaigns. Data governance 
sets the guardrails of how that 
data can be used to ensure both 
compliance and trust.

Adhering to a 
stringent set of data 
governance rules can 
be a challenge, but the 
benefits are many, such 
as the improved quality, 
security, effectiveness 
and usability of the  
data you collect.



the KEY  
  players

CHIEF DATA  
OFFICER

Role in the company:  
Oversee all data-related functions, 
including data management, 
analytics and overall  
data strategy 

Role in data governance:  
Typically the owner of the  
data governance strategy

Key responsibilities: 
• Advise on, monitor and  

govern enterprise-wide data
• Enable data usability,  

availability and efficiency
• Drive digital transformation 

innovation

CHIEF INFORMATION 
OFFICER

Role in the company:  
Oversee the technology that  
powers and enables the enterprise

Role in data governance:  
Drive the systems that ensure  
the integrity and viability  
of data governance

Key responsibilities:
• Implement technologies to 

support data governance, data 
management and data analytics

• Measure and manage the  
value and quality of data

• Lower the cost of  
regulatory compliance

Mapping out your data 
governance framework not 
only requires buy-in from key 
leadership positions in your 
privacy, legal and technology 
teams—these data stewards 
within your organization 
also play important roles in 
formulating and overseeing it. 
While not every company will 
have all these positions on 
staff, most will have a few  
or their equivalents.



CHIEF MARKETING 
OFFICER

Role in the company: 
Leader of marketing activities 
within an organization

Role in data governance: 
Leverage consumer data to  
retain, acquire and delight 
customers, in accordance with  
the company’s standards

Key responsibilities:
• Serve as steward for the 

ethical use of consumer  
data for reaching and 
engaging target audiences 

• Communicate regulatory 
parameters to your 
organization’s marketing team

• Guide partnerships and  
ensure that data sharing  
is compliant

HEAD OF ANALYTICS

Role in the company:  
Oversee analytics and data  
science functions

Role in data governance:  
Activate and refine data while  
ensuring overall compliance

Key responsibilities: 
• Drive decision-making based 

on insights obtained from 
data, backed by data  
science techniques 

• Create business intelligence  
models based on the ethical  
and compliant use of data 

• Form data warehouses 
and data management 
frameworks that comply  
with governance standards

CHIEF PRIVACY  
OFFICER

Role in the company: 
Authority on policies related to data 
protection and consumer privacy 

Role in data governance:  
Develop and implement policies  
designed to protect employee  
and customer data

Key responsibilities: 
• Develop policies that assure data 

collection and use is compliant 
across markets 

• Advise organization on permissible 
use and practices under policies

• Communicate details of company’s 
privacy policy to staff and  
customers alike

GENERAL COUNSEL

Role in the company:  
In-house or outside attorney 
responsible for legal issues

Role in data governance: 
Ensure that policies comply with the 
growing number of privacy regulations 
while limiting liability exposure

Key responsibilities:
• Interpret and analyze existing  

and emerging privacy regulations 
• Craft and review all contracts  

and policies related to data use, 
data sharing and partnerships

• Handle potential liabilities, 
disputes and questions related  
to data protection



 ADDRESS POLICIES  
AND ASK THE  
  RIGHT QUESTIONS

WHAT ARE THE PRIVACY 
AND SECURITY POLICIES 
I MIGHT ENCOUNTER?  

Your company’s data 
governance policy may  
require specific authorization 

to access the consumer data  

you want to use to inform 

campaigns. This data may 

be tightly controlled and 
permissioned only for some 

purposes. Earmarking 
members of your team as 

trusted handlers of data 
within the company framework 

can assure you get the 
information you need.

WHAT IS THE DATA 
POSTURE OF MY 
COMPANY? 

Your company might 
choose to adopt data 
governance rules that 
are stricter than legal 
mandates required to 
maintain a higher degree 
of control. This can 
restrict the consumer 
data you have access 
to and the data you can 
share with partners.

WHAT PRIVACY 
PROTOCOLS DOES  
MY ORGANIZATION 
HAVE IN PLACE? 

For privacy purposes, your 

company may only allow 
data analysis within the 
safety of a clean room. There 

may also be an established 

vetting process of potential 

partners, whether they be 

brands or publishers, before 

data sharing is allowed. Your 

marketing team, from the  

top down, needs to 
understand the privacy 
requirements in play and 
follow them to the letter.

WHAT DOES MY TEAM 
NEED TO KNOW TO BE 
PRIVACY-COMPLIANT? 

Being compliant with data 

regulations means working 

within constraints. Your  
marketing team should  
understand regional, industry 

and company regulations, 

how to activate the data it 

has, and make good choices 

on tech stacks that offer 
helpful solutions and which 

partners supply them.

When it comes to navigating data 

governance and ever-changing privacy 

laws, what you don’t know can hurt you. 

Marketing leaders need to ask the right 

questions to fully comply with their 

company’s requirements. Here are 

some key questions to ask:



MARKETING’S  
  APPROACH  
TO DATA  
GOVERNANCE

OPERATE  
CROSS-FUNCTIONALLY 
Marketing, as the owner of 
consumer-facing efforts, must 
have an active role in data 
governance. The CMO needs a 
seat at the table with other C-
level data stewards to 
guide the evolution of data 
governance and advocate for 
the permissibility of important 
marketing uses. At the same 
time, marketing must call on 
the expertise of other groups—
analytics, data science, IT, legal, 
etc.—to ensure the technology 
solutions that empower data 
sharing, data acquisition, data 
activation and the like are fully 
compliant and effective.

MANAGE DIFFERENT 
FORMS OF DATA 
Marketers can leverage 
solutions in accordance 
with their data governance 
plans to track permissible 
use of sensitive data, 
including PII, with 
metadata. That way, they 
can have a clear view 
of what can be used for 
targeting, measurement 
and collaborating with 
partners through data 
clean rooms.

BUILD END-TO-END 
DATA MANAGEMENT 
A strong data governance 
framework, with the 
oversight of the company’s 
key players like the CDO, 
can ensure your marketing, 
data science and analytics 
teams can verify the origin 
of incoming consumer data 
and its quality. Effective 
processes and technology 
for collecting and storing 
data ensure that it is safe 
from breaches and is only 
used by trusted team 
members and partners.

While data governance is an enterprise-wide issue, 
marketing leaders need to be clear on a strategy that 
impacts their operations positively. In Forrester’s 
research commissioned by Neustar, only 27% of 
respondents reported having an optimized strategy 
for personalized, omnichannel marketing; 23% were 
optimized for identity resolution; and 15% were  
well-equipped for multi-touch attribution and 
analytics. This indicates organizations need to get 
their houses in order and that takes teamwork.



KEY TOOLS  
 FOR BRANDS  
AND CMOs

 

CUSTOMER DATA  
PLATFORMS (CDPs) 
CDPs help companies 
collect data from 
interactions with 
customers across 
touchpoints like their 
website, emailing, social 
media, stores and call 
centers. The consumer 
behavior data collected is 
first-party data and allows 
tagging with metadata in a 
way that helps regulatory 
compliance.

DATA CLEAN ROOMS 

A clean room offers a safe 
environment for partners 
to collaborate with data in 
a secure way. The solution 
lets advertisers match their 
consumer data with partners—
such as publisher platforms—
without actually sharing 
identifying information. This 
maintains user anonymity 
through the pseudonymization 
and application of keys for 
individuals instead of PII. The 
partners can analyze their 
data to create high performing 
audiences, measure the 
impact of their marketing or 
collaborate in novel ways.

Building out a data governance plan that 
meets today’s privacy-focused environment 
and works for you will require the right 
tools. The right technology, and the 
vendors who provide it, is necessary in  
your journey to data compliance and 
secure, higher-quality data.

 

IDENTITY SOLUTIONS 
Data hygiene solutions 
leveraging identity resolution 
help marketers and data 
scientists cleanse, deduplicate 
and connect different data 
sets together to unlock 
new insights. Now, these 
solutions can be accessed 
from within data clouds, like 
Neustar’s Unified Identity app 
on Snowflake. Marketers can 
make sure that their data is 
effectively governed in their 
preferred cloud by avoiding 
moving data off the platform.



AB
OU

T Neustar

TransUnion

Neustar, Inc., a TransUnion company, is a leader in identity 
resolution providing the data and technology that enable 
trusted connections between companies and people at 
the moments that matter most. Neustar offers industry-
leading solutions in marketing, risk and communications that 
responsibly connect data on people, devices and locations, 
continuously corroborated through billions of transactions. 
Learn how your company can benefit from the power of 
trusted connections. home.neustar

TransUnion is a global information and insights company 
that makes trust possible in the modern economy. 
TransUnion provides an actionable picture of each 
person so they can be reliably represented in the 
marketplace. As a result, businesses and consumers 
can transact with confidence and achieve great things. 
A leading presence in more than 30 countries across 
five continents, TransUnion provides solutions that 
help create economic opportunity, great experiences 
and personal empowerment for hundreds of millions of 
people. transunion.com

http://home.neustar
http://transunion.com
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