
WANGIRI 
FRAUD:
The Shape-Shifting 
Telecom Scam That 
Is on the Rise



Wangiri, also known as ‘callback’ or ‘one-ring’ fraud, 
is the second most prevalent type of fraud. According 
to the 2021 CFCA Global Telecommunications Fraud 
Loss Survey, in 2021 there was a significant increase in 
fraud, costing the industry over $2.2B (USD) — up from 
$1.8B in 2019.

Wangiri is a Japanese word that translates as ‘one 
and cut,’ and it’s one of the industry’s oldest telecom 
fraud techniques. Bad actors call someone using a 
premium rate number, let it ring once, and then hang 
up. The unsuspecting person thinks they may have 
missed an important call and phones them back. What 
they don’t realize is that the number they are calling 
is an international premium rate number (IPRN) and 

that they are being scammed; paying for every second 
they stay on the line. The victim often doesn’t know 
anything is amiss until the bill comes at the end of the 
month, making it all the more difficult to detect. For 
Communications Service Providers (CSPs) this means 
more customer disputes, higher costs and damage to 
their brand. CSPs struggle to identify legitimate versus 
high-risk telephone numbers.

Some IPRN numbers are used for legitimate purposes, 
such as for entertainment and tech support, and the 
caller knows they are paying extra. But fraudsters 
have been abusing these numbers for years — tricking 
people to call them so they can get rich.

WHAT IT IS — HOW IT WORKS — 
AND WHAT YOU NEED TO KNOW 
TO PROTECT YOURSELF

Wangiri is a Japanese word that translates as ‘one and cut,’ and 
it’s one of the industry’s oldest telecom fraud techniques.
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https://cfca.org/wp-content/uploads/2021/12/CFCA-Fraud-Loss-Survey-2021-2.pdf
https://cfca.org/wp-content/uploads/2021/12/CFCA-Fraud-Loss-Survey-2021-2.pdf
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Diagram 1: Wangiri Call Flow

THIS IS HOW THE ORIGINAL 
WANGIRI SCAM WORKS

1
A fraudster places a call from a 

spoofed number to an unsuspecting 
subscriber. (Calls are typically done 

on a massive scale using auto-dialers.)

2
The fraudster’s system automatically 

ends the call after only one ring — 
before the subscriber picks up.

3
The subscriber calls back — not 

realizing the call is being routed to a 
premium rate number.

4
The fraudster uses tricks to keep the 
caller on the line as long as possible 

to increase the charges.
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CONSTANTLY 
SHAPE-SHIFTING

Telecom fraud is constantly evolving. As new defenses 
are created, fraudsters invent new methods and 
schemes in a never ending battle of whack-a-mole. 
Wangiri fraud is no different — and it’s now creating 
painful financial losses not just for retail subscribers, 
but also for businesses. This new type of fraud, 
sometimes called Wangiri 2.0, targets large enterprise 
brands. But instead of phoning someone at the 
company directly, a fraudster’s ‘bot’ autofills a sales 
lead or customer support form on the business’s 
website or app, listing a premium number as the 

preferred contact method. When a salesperson or 
customer care agent calls the number listed on the 
form — the business (or its call center) pays the price.

From the fraudster’s perspective, enterprise brands 
are a much more lucrative target, ensuring a nearly 
100% callback rate since every business wants to 
follow up on its online sales leads. In the second 
quarter of 2021, these types of callback attacks 
increased by 20% compared to the same period the 
year prior.

Telecom fraud is constantly evolving. As new defenses are created, 
fraudsters invent new methods and schemes in a never ending 
battle of whack-a-mole.
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Diagram 2: Enterprise IRSF Fraud
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1
A fraudster uses internet ‘bots’ to 

autofill a businesses’ online contact 
form and includes an international 

premium telephone number.

2
The business calls the IPRN number 

— typically via a call center or 
through an automated system.

3
Fraudsters try to keep the caller on 
the line as long as possible — even 

resorting to playing a recording of a 
ringtone so it seems as though no 

one has picked up yet.

4
This can continue for days or weeks. 

The enterprise is left paying hefty 
premium-rate fees — sometimes 
thousands of dollars per attack — 
and they often never even know 

they’ve been duped.

HERE’S HOW THE ENTERPRISE 
SCAM (WANGIRI 2.0) WORKS
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A GROWING 
THREAT

Fraudsters can be highly sophisticated in their 
methods, and are always looking for ways to evade 
detection, which means the entire industry needs 
to stay on its toes. Wangiri fraudsters have typically 
targeted the same small group of countries — those 
with expensive calling rates. This has made it a bit 
easier for fraud management systems to flag. But 
beginning in 2021, things changed — and now it’s 
hitting all over the world.

As of August of 2021, COMMS Risk reports that IPRN 
numbers now target more than 239 countries. And the 
amount of the numbers in use has also exploded. By 

last count, more than 6,417,374 million IPRN numbers 
were in existence, an increase of 140% over the 
previous year.

Other ways fraudsters are making Wangiri more 
difficult to detect is by keeping the calls sporadic 
— mixing legitimate and fraudulent traffic, and by 
constantly starting and stopping the attacks. With this 
surge and these new tactics, Wangiri and other similar 
types of fraud have become much harder to combat 
— and its victims are paying a hefty price. Operators 
are being pressed to help find a solution.

Other ways fraudsters are making Wangiri more difficult to detect 
is by keeping the calls sporadic — mixing legitimate and fraudulent 
traffic, and by constantly starting and stopping the attacks.
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https://commsrisk.com/what-is-new-with-irsf-fraud/


FIGHTING BACK
Fortunately, the industry is taking Wangiri 
seriously, and they have worked to create 
technical solutions, policies and legislation so 
operators can play a leading role in protecting 
consumers and businesses from Wangiri and 
other types of fraud.
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Existing tools can produce high false positives 
when it comes to detecting Wangiri fraud. 
Neustar Number Intelligence is more targeted, 
and can block calls to all high risk numbers, 
including unallocated, premium, and high rate 
numbers. It’s a real-time, query-based data 
service that analyzes phone number attributes 
to identify suspicious activity — stopping fraud 
in its tracks. Telephone numbers are analyzed 
against a series of attributes that could signal a 
propensity for fraud, answering questions like:

 Does it have the correct number of digits?

  Is the phone number valid? Has it been  
allocated to a carrier?

 Is it a premium rate number?

 Is it a ‘high risk’ number?

GLOBAL NUMBER 
INTELLIGENCE

1
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https://www.home.neustar/global-numbering-insights/global-numbering-intelligence


Section 12 of the Pallone-Thune TRACED Act 
was designed to help protect called parties from 
one-ring scams. This means Communications 
Service Providers (CSPs) now block numbers 
suspected to be part of these schemes, and 
that ‘they may do so without fear of liability for 
inadvertently blocking wanted calls; and that 
they may do so on a network-wide basis.’

PALLONE-THUNE 
TRACED ACT
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https://www.govinfo.gov/content/pkg/BILLS-116s151enr/pdf/BILLS-116s151enr.pdf
https://www.natlawreview.com/article/fcc-acts-blocking-one-ring-scam-calls
https://www.natlawreview.com/article/fcc-acts-blocking-one-ring-scam-calls
https://www.natlawreview.com/article/fcc-acts-blocking-one-ring-scam-calls


With recent advancements in call authentication, 
thanks to the STIR/SHAKEN framework and 
Neustar Robocall Mitigation, carriers can assign 
attestation levels to every telephone number — 
helping to filter out bad actors by detecting calls 
from high-risk and unallocated number ranges.

Whether you are a financial institution, 
customer support center, retail operation or 
telecommunications service provider, you need 
quick access to information that will protect 
your business. Neustar’s solution empowers you 
with the information you need to protect your 
customers and bottom line.

CALL POLICIES 
AND ROBOCALL 
MITIGATION
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https://www.home.neustar/trusted-call-solutions/robocall-mitigation
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Visit Neustar Number Intelligence or 
contact us at 1-855-898-0036.

LEARN MORE

https://www.home.neustar/global-numbering-insights/global-numbering-intelligence

