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STIR/SHAKEN
Is Happening. 
Don’t Get Left Behind.

STIR/SHAKEN is shaking up the outbound 
calling industry. All the major carriers 
are on board. Verizon, AT&T, Comcast, 
Vonage, Sprint, T-Mobile … if you make 
outbound calls, chances are they termi-
nate at one of these service providers. 
That means your outbound calls are being 
evaluated for authenticity – whether 
you’ve adopted STIR/SHAKEN or not. If 
the carrier is unable to verify the number, 
the call may appear with a warning – or 
worse, it could be blocked entirely.

There’s no doubt this could be affecting 
customer contact rates. But STIR/SHAKEN 
doesn’t have to be bad news. Those who 
implement the right strategies can take 
control of their calls, restoring customer 
trust and improving efficiencies along 
the way.

STIR/SHAKEN could be 
affecting your contact 
rates – whether you 
know it or not.

STIR
Secure Telephony Identity Revisited
A set of technical standards to help voice 
service providers certify that originating 
calls are legitimate.
 
SHAKEN
Signature-based Handling of Asserted 
information using toKENs
The framework that provides a path to 
implementation of STIR for service 
provider networks.
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STIR/SHAKEN: 
A Force for Good
Outbound calling remains one of the most 
essential channels for many businesses. But 
legitimate customer outreach faces a threat 
from inside its own network: robocalls and call 
spoofing are eroding customer trust, and 70% 
of people no longer answer calls they don’t 
recognize.1 

In December 2019, the TRACED Act was signed 
into law, mandating that voice service providers 
take steps to authenticate calls. And in March 
2020, the Federal Communications Commission 
(FCC) adopted rules requiring providers to deploy 
STIR/SHAKEN call authentication by June 30, 2021. 

STIR/SHAKEN focuses on spoofing, or misrep-
resenting the originating phone number, but it’s 
just one important tool in the fight against spam. 
Carriers are taking a multifaceted approach that 
also includes robocall mitigation, which uses data 
analytics to determine if a call is suspicious. 

Together, these policies are ushering in a new era 
of calling in which customers once again feel safe 
answering the phone. Enterprises and contact 
centers must join this new era, or risk being left 
behind.

There were 

54.6 billion 
spam calls in 20192

50%
of all smartphone users 

receive a spam call every day3

75%
find spam calls more annoying 

than texts or emails4
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Voice calls are often used for the most important communications: conveying private information, 
making large transactions and escalating customer service issues. Enterprises and call centers need to 
ensure these calls get through. At the same time, carriers want to defend their customers against the 
epidemic of unwanted spam. 

STIR/SHAKEN and robocall mitigation provide opportunities for both sides to come together 
and empower consumers to pick up the phone again. By implementing industry-best solutions 
for both call spoofing and robocalling, enterprises and contact centers can connect with the 
right people, the first time – and protect a channel that’s vital to business operations.
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Protect a Vital Channel

Consumers are bombarded with calls from spoofed phone numbers, severing trust.

Restore Customer Trust

STIR/SHAKEN is designed to restore customer trust by authenticating outbound calls. Neustar’s 
Certified Caller feature helps ensure the highest level of attestation for outbound calls, so
customers can be sure they’re receiving a legitimate call.

PROBLEM

SOLUTION

72%
of enterprises use 
outbound voice calls5

91%
say outbound calling is 
essential to customer 
service goals6 
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Spammers can use your brand name or phone number to make illegitimate calls. 

Preserve Your Reputation

By requiring certificates for outbound calls, STIR/SHAKEN can prevent spammers from  
impersonating brands. Neustar can also help businesses designate verified in-bound 
only numbers through the do-not-originate registry and provide monitoring to deter spoofers.

PROBLEM

SOLUTION

In addition to STIR/SHAKEN protocols to prevent spoofing, carriers employ robocall 
mitigation technology that may label legitimate outbound calls as spam. 

Increase Contact Rates

Businesses must verify their phone numbers to avoid wrongful call blocking and spam 
mislabeling. When numbers are registered with Neustar’s caller ID registry, more than 
850 of the leading U.S. network operators will know those calls are legitimate.

PROBLEM

SOLUTION

“Call answer rates have skyrocketed and improper call 
tagging has been reduced to near zero.”

-  Rick Bonitzer,  President & CEO, Credit Collection Partners
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Only 13% of Americans will answer if the caller ID says “Unknown.”7 Enterprises and contact 
centers then waste resources on multiple callbacks or other follow-up methods. 

Improve Efficiency

Enterprises can save time and operational costs by reaching their ideal target audience the first 
time. Neustar’s Caller Name Optimization even allows A/B testing of outbound displays to optimize 
calling strategies.

PROBLEM

SOLUTION

“Improved answer rate improves both our top line (revenue) 
and bottom line (profitability).”

-  Procurement, Fortune 500 Retail Company
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Neustar’s solutions 
led to 100% caller ID 
accuracy.

One large data collection company was 
particularly hard hit by spam-blocking 
technologies. Its customers rely on it for fast, 
accurate market insights to help them make 
decisions in real-time. But contact rates were 
plummeting, and an inability to connect left the 
company unable to collect data – threatening 
its very foundation. 

Neustar, a TransUnion company investigated, 
and found that only 1% of the company’s calls 
were identified accurately. Plus, calls from all of 
its top numbers were being mislabeled as spam 
by at least one of the major carriers. 

This company needed to do several 
vital things to ensure its calls were getting 
through to the right customers in the new era 
of calling. It registered its outbound numbers 
in Neustar’s database – the largest in the 
country – to ensure they wouldn’t be blocked 
or tagged by the major carriers. It leveraged 
Neustar’s network to accurately display caller 
ID information across the telecoms ecosystem. 
And it used A/B testing to optimize call 
performance by choosing the display that 
prompted the right customers to pick up.

Only 1% of 
outgoing calls 
accurately identified 
the company.

Making the Connection 
How One Company Improved Outbound Caller ID 
and Found New Efficiencies
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The data collection company saw its caller ID accuracy quickly rise. But it also saw very real 
benefits to its bottom line: More contacts made. More data collected. And increased efficiencies 
across the board.

Proactive businesses like this one are setting the pace for the future of calling. Will your 
organization be among the pioneers who gain the rewards, or will you hang back with the 
laggards until it’s too late?

Contact Neustar today and see how we can help you provide the best possible 
customer experience – and ensure your place among the pioneers.

1 Mad About Robocalls?, Consumer Reports nationally representative survey, December 2018.

2 US Spam Calls Grew 108% in 2019, Business Wire, December 2019.

3–4 Why Am I Getting So Many Spam Calls?, Think With Google, March 2019.

5–6 Commissioned study conducted by Forrester Consulting on behalf of Neustar of 319 business and technology 
decision-makers responsible for outbound call experiences in the US, May 2019.

7 Who’s Really on the Line?, AARP survey of 1,852 adults ages 18 and older in four US states, May 2019.

Talk to Us  1-855-898-0036

23.5% 
increase in the 
survey yield rate

29% 
reduction in 
costs for calls 
to landlines

14% 
reduction in 
costs for calls to 
mobile phones
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About TransUnion (NYSE: TRU)
TransUnion is a global information and insights company that 
makes trust possible in the modern economy. We do this by 
providing an actionable picture of each person so they can be 
reliably represented in the marketplace. As a result, businesses 
and consumers can transact with confidence and achieve great 
things. We call this Information for Good.®

A leading presence in more than 30 countries across five 
continents, TransUnion provides solutions that help create 
economic opportunity, great experiences, and personal 
empowerment for hundreds of millions of people.

http://www.transunion.com

About Neustar
Neustar, a TransUnion company, is a leader in identity resolution 
providing the data and technology that enable trusted 
connections between companies and people at the moments 
that matter most. Neustar offers industry-leading solutions in 
marketing, risk and communications that responsibly connect 
data on people, devices and locations, continuously corroborated 
through billions of transactions. Learn how your company can 
benefit from the power of trusted connections.

https://www.home.neustar
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