
STIR/SHAKEN Basics.
What it means for your enterprise
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Nobody Trusts the 
Phone Anymore.
There’s an epidemic of robocalls. Calls that 
we don’t want — scam calls — are getting 
through to consumers, while the calls we 
do want — legitimate calls — may not.

Customers aren’t answering the phone. 

Voice service providers are using analytics 
to block suspected fraud, but it hasn’t 
solved the whole problem — and sometimes 
it creates new ones for call originators.
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Regulation to the Rescue.
Robocalls are the number one consumer complaint to the Federal Trade Commission (FTC), and federal 
and state legislators and regulators have enacted several new laws to protect consumers.

The one you need to address right now is around STIR/SHAKEN.

STIR Secure Telephony Identity Revisited SHAKEN Secure Handling of Asserted Information Using Tokens

STIR/SHAKEN are technology standards that use certificates 
to digitally sign phone calls, which verify caller identity and 
prevent spoofing.

Dec 2019
TRACED Act

July 2020
FCC Call Blocking
Report and Order

Dec 2020
Call Blocking Fourth

Report and Order

Sept 28, 2021

Oct 2020
STIR/SHAKEN
Second R&O

June 30, 2021
Deadline RM and/or

STIR/SHAKEN implementation

Carriers register in FCC DB

June 30, 2022
Certain small carriers

that are not facilities-based must
implement STIR/SHAKEN in the
IP portions of their networks.

Carriers required to
not accept traffic from 

unregistered carriers

https://www.home.neustar/stir-shaken-resource-hub
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So, Do I Need to STIR First or SHAKE?
Neither. STIR/SHAKEN is a carrier solution, but it will impact you and your customers. 
Read on to learn what it means for your business.
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No signature = No authentication = No call completion

With STIR/SHAKEN, digital certificates are issued to carriers or other entities that own 
or are assigned dedicated phone numbers. The private key associated with each digital 
certificate is used to sign Voice over IP (VoIP) calls to indicate the calling party number 
(from your enterprise) has been properly identified.

Authentication overload: Is it too much of a good thing?

The tricky part is making sure that legitimate calls don’t get tagged as spam or blocked 
in the process. As more and more service providers implement the STIR/SHAKEN 
authentication framework, there’s a greater risk that your authentic business calls could 
be tagged as spam or blocked if your service provider has not implemented STIR/SHAKEN.

How Does STIR/SHAKEN Affect 
My Outbound Calls?

Numbers that can’t be verified are more likely to have been spoofed, 
which means the call may not go through to consumers.



6

Businesses need to contact customers 
for many legitimate reasons — like 
financial advisor planning sessions, 
scheduling an appointment, medical 
test results, school closings and 
updates, and more.

Customers want those calls.

6



7

Attestation or Trust Indicator = “A, B, or C”

STIR/SHAKEN
Authentication Service

Calling Party

Authentication,
Attestation  

Originating
Carrier

Terminating
CarrierTransit Carriers
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I Object! Wait... I Mean I Attest!

HOW ATTESTATION WORKS
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Here’s How 
Attestation Works.
STIR/SHAKEN uses vital information about the originating caller 
to assign an attestation rating of A, B, or C to each call. These 
“ratings” set by originating service providers (OSP) indicate how 
certain they are that the outgoing call is made by the owner of 
the number and that the OSP has authenticated the right of the 
caller to use the phone number.

The receiving carrier (a.k.a. the terminating carrier) uses a 
decryption key and the attestation rating to validate the caller’s 
number and help identify spoofed calls.

Depending on the call treatment algorithm used by your service 
provider, customers will be notified with a symbol, verification 
keyword, or alert indicating that the incoming call has been 
validated. If the call cannot be verified, the carrier may block 
the call and/or alert the call recipient to a potential scam call.

A = FULL

The carrier originated the call 
from a known customer, using a 
phone number they provided to 
the customer.

B = PARTIAL

The carrier knows the caller’s 
identity but hasn’t verified 
the right of the caller to the 
calling number.

C = GATEWAY

The carrier received a call 
originated elsewhere and cannot 
verify the caller or the phone 
number. This is a common scenario 
for international calls.

ATTESTATION
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How Does This Impact 
an Enterprise’s Ability 
to Reach Customers?

When the terminating carrier receives a call, 
it may be difficult to ascertain its legitimacy. 
In the absence of information; knowledge of 
the caller; intent of the call; or source of the 
phone number, legitimate business calls may be 
incorrectly blocked or tagged as spam.
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As more and more service 
providers implement the 
STIR/SHAKEN authentication 
framework, there’s a greater 
risk that authentic business 
calls will be caught in the 
filters, blocked, or not 
answered if they are labeled 
as potential spam.
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Why Are Some 
Legitimate Calls Blocked 
or Tagged as ‘Bad’?
Almost every business we’ve worked with has had calls  
wrongly blocked or marked as spam. This can be due to:

�   Analytics programs that just look at volume metrics
     and crowdsourcing

�   Not enough information, such as with a new number

�   The enterprise’s service provider does not support STIR/
SHAKEN or assigns lower attestation levels (Read our eBook:  
Outbound Calls Being Marked as Spam or Blocked?) 

The lack of context in these cases can create errors in 
judgement during the tagging process.

With STIR/SHAKEN, attestation ratings are incorporated into 
carrier analytics as a data element in blocking algorithms, 
which also include complaints, calling patterns, duration, etc. 
Rich Call Data provides more context to the call recipient, so 
they ensure they do not miss a call from your business.
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https://www.home.neustar/resources/whitepapers/impact-of-stir-shaken-attestation
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Will STIR/SHAKEN Solve 
the Problem?
While STIR/SHAKEN does improve the ability to screen 
malicious robocalling, it has limitations. In addition to 
currently being a carrier-only framework, STIR/SHAKEN 
does not:

� Stop all unwanted, illegal, or scam robocalls, such as 
those routed over non-IP systems 

� Allow enterprises to assign or attest to their own calls

� Guarantee the intent of the call (For example, it could 
be a bad actor who has not spoofed the TN.)

As another STIR/SHAKEN implementation deadline draws near, we 
expect to see stakeholders and regulators take proactive steps to 
evolve the framework and continue to address these issues.
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The Attestation Gap for Enterprises.
Until recently, businesses could not sign their own 
calls and must rely on their service provider(s). As 
noted, calls signed by the enterprise’s service provider 
may not always receive the highest level of attestation. 
With the approval and implementation of delegate 
certificates by the STI-PA and STI-GA in October 2021, 
enterprises are now empowered to sign their calls.

Enterprises that get their phone numbers and voice 
services from a single carrier are likely to receive 
an “A” attestation, because the originating carrier is 
certain of their identity and the source of the number, 
and can originate the call on their network.

However, organizations with more complex 
architectures that use multiple carriers may have 
issues getting full attestation.

No matter how complex your situation, 
you can and should take action

� Get a detailed understanding of the calling 
environment and best practices for your calls  
to be assigned the highest level of attestation

� Explore signing calls yourself, in partnership  
with your TNSP(s) and OSP(s)

� Take this Outbound Calling Assessment to find  
out where you are in the trusted call journey

� Learn how Branded Call Display (BCD) helps you 
protect your brand and reassure customers it’s 
really you calling

You can’t afford to do nothing. Without action, your customers 
won’t pick up the phone when you call — if your calls get 
through at all.
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https://www.home.neustar/stir-shaken-resource-hub
http://callerid.neustar/assessment
https://www.home.neustar/trusted-call-solutions/branded-call-display


Count on a Neutral Expert for Help.
As co-author of STIR, co-contributor to SHAKEN, exclusive host of the ATIS Robocalling Testbed, 
approved STI-certificate authority, Neustar, a TransUnion company, plays an integral role in the 
governance structure for the Calling Number Verification Service to mitigate illegal robocalling and 
call spoofing, and is a leading STIR/SHAKEN solution provider.

We work with enterprises to ensure they understand how the new rules, regulations, and 
technologies will impact their outbound calls, and provide solutions that help.

Learn more: email callerid@team.neustar, or call us at 1-855-898-0036.
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