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1.1 The Impacts of Negative Call Experiences 

Voice channels, including phone calls, are a necessary part of 

omnichannel communication strategies. When used effectively by brands 

and enterprises, voice channels can help foster positive brand reputation, 

build consumer confidence and increase the likelihood of repeat 

customers.  

Figure 1: The Impacts of Negative Call Experiences 

 

Source: Juniper Research 

Negative call experiences can arise when a business fails to meet 

customer expectations in terms of service quality, response time, or 

overall experience during a telephone call. As shown in figure 1, negative 

call experiences can have a detrimental impact on brands and their 

customers.  

Negative call experiences arise due to illegal and unwanted robocalling, 

in which the consumer receives automated calls without their consent. 

These call experiences have a significant impact on customers, affecting 

perceptions of a business and ultimately damaging consumer loyalty. 

Moreover, there is a direct impact to the business in terms of loss of 

customers and the resulting loss of sales, as well as impacting employee 

efficiency and elevating operational costs.   

A robocall is defined as ‘an automated telephone call which delivers a 

pre-recorded message to a large number of recipients.’ Robocalls can be 

used by legitimate businesses and institutions, including pharmacies, 

schools, banks and utility companies, as a cost-effective way to convey 

mission-critical information to their customers. 

Strict regulations are surrounding the legitimate use of calling services. 

For example, robocallers cannot attempt to sell goods to consumers 

without their express written permission. For a company to obtain a user’s 

permission, enterprises must clearly state that they intend to use 

robocalling for this purpose and enable the user to opt out at any time. As 

a real-world example, the CFBP’s (Consumer Financial Protection 

Bureau) Fair Debt Collection Practices Act sets clear limits on how many 

times debt collectors can attempt to contact a consumer. When trying to 

reach a consumer about a specific debt, debt collects can make no more 

than seven attempts by telephone per week. Once a telephone 

conversation between the debt collector and the debtor takes place, the 

debt collector must then wait at least a week before calling the consumer 

again.  
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Figure 2: Total Number of Robocalls Received in the US (m), 
2016-2020 

 

Source: Juniper Research 

Whilst robocalling can be used for legitimate purposes, illegal and 

unwanted robocalling is a continuing problem within the US and around 

the world. As demonstrated in figure 2, the number of illegal and 

unwanted robocalls received in the US grew from 9 billion in 2016 to 39 

billion in 2020, representing an absolute growth of 340% over 4 years.  

If illegal and unwanted robocalls are not curtailed, brands and enterprises 

face several issues. Firstly, legitimate businesses can face damage to 

their brand’s reputation. A common tactic employed by fraudsters is to 

imitate a genuine organisation, to exploit established consumer trust. If 

these fraudulent calls are successful, a brand’s reputation can be 

significantly damaged without its knowledge. 

Moreover, the prevalence of unwanted automated calls has led to an 

increase in inadvertent call blocking, in which legitimate calls are wrongly 

tagged as spam and/or blocked by the carrier before they reach the 

subscriber. This is caused by the limitations of current call analysis 

programmes and applications implemented by carriers. If the issue of 

illegal and unwanted robocalling persists, the value proposition of voice 

services to contact these customers will be significantly devalued for all 

brands and enterprises. 

Voice channels are critical for engagement and customer satisfaction, 

and therefore it is imperative that these issues are addressed, especially 

as the number of illegal and unwanted robocalls in the US has continued 

to increase over the last five years. 

Whilst the value of outbound voice communication cannot 

be understated for brands, solutions that enable greater 
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authentication and trust amongst consumers will be critical 

to maximising the value proposition for all stakeholders, 

including brands, carriers and customers. 

1.1.1 Tactics Used by Fraudulent Callers  

Caller ID spoofing is the primary method in which bad actors pretend to 

be a brand, which can be accomplished by varying strategies. However, 

the end goal remains the same; a mobile subscriber must believe that the 

incoming call originates from the brand itself. 

If the mobile subscriber accepts the call believing that the originator is 

genuine, they may disclose sensitive information with the fraudsters 

posing as legitimate brands. This can lead to significant damage to the 

brand’s reputation. Even though the legitimate brand is unlikely to be 

associated with the fraudsters, the brand will suffer from reputational 

damage which does not only impact existing customers, but can also 

impact the onboarding of new ones. Brands and enterprises suffer the 

consequences of caller ID spoofing, with fraudulent players able to 

disrupt the operations of legitimate businesses.  

Another tactic employed by fraudsters is that of SIM swapping. Targeting 

individuals, SIM-swaps occur when fraudsters successfully convince 

network carriers to transfer a subscriber’s identity to a SIM card that the 

fraudster owns. Through this unauthorised number reassignment, 

malicious players can present themselves as different users. SIM 

swapping is a relatively simple method to commit robocalling fraud; 

indeed, the bad actors can avoid detection by undertaking SIM swapping 

frequently, enabling them to contact mobile subscribers regularly.  

Unauthorised call forwarding is another issue affecting subscribers, 

network carriers and brands. During these calls, consumers believe that 

they are receiving calls from legitimate enterprises, only for the fraudster 

to deceive the subscriber into placing calls to premium rate numbers. 

Premium numbers are a sub-set of ‘non-geographic’ numbers, in which 

consumers are charged excessively high rates for the call. 

For this to occur, the consumer receives a call or message asking them 

to dial two digits and a specific key, before another phone number. By 

following the fraudster’s request, the victim’s phone is reprogrammed to 

forward calls to a premium number. Fraudsters then benefit from the 

charges to the phone bill by forwarding further calls to premium numbers, 

of which the bill payer can be unaware for some time. 

An issue facing financial services institutions in particular is vishing, a 

form of phishing in which fraudsters make phone calls to, or leave 

voicemails for, consumers, claiming to be calling from reputable 

organisations. These vishing attacks aim to obtain personal information, 

such as bank details or credit card information.  
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Figure 3: Main Tactics Employed by Fraudsters 

 

Source: Juniper Research 

1.2 Government Measures & Authentication 
Frameworks 

Several US federal laws are in place to protect consumers from illegal 

and unwanted robocalls. These include: 

• The TCPA (Telephone Consumer Protection Act; 1991) 

• The TSR (Telemarketing Sales Rule; 1993, 2003, 2008, 2010 & 2015)  

• The TCFPA (Telemarketing Consumer Fraud and Abuse Prevention 

Act; 1994)  

• The DNCIA (Do Not Call Implementation Act; 2003) 

• The TICIDA (Truth in Caller ID Act; 2009) 

• The Pallone-Thune TRACED (Telephone Robocall Abuse Criminal 

Enforcement and Deterrence) Act (2019)  

In addition to these federal laws, regulators such as the FCC (Federal 

Communications Commission) require carriers to take responsibility for 

solving the problem of illegal and unwanted robocalling, as well as its 

associated issues.  

Whilst legitimate callers are obligated to adhere to the TCPA and the 

FTC’s Do Not Call list, the prospect of legal repercussions is unlikely to 

deter fraudulent callers, as the chances of malicious players being caught 

and subsequently charged are slim. Even with increased investigation 

and fines, the current deterrent system is not enough to discourage 

fraudulent players, with both brands and subscribers continuing to face 

the impacts of illegal and unwanted robocalling.  

In June 2019, the FCC ruled that network carriers can use analytics to 

identify and alert subscribers to potential instances of illegal robocalling, 

based on defined lists that detail instances of robocalls and their origins. 

Carriers can also offer advanced functionalities that allow consumers to 

block calls from numbers that are not on their contact list and create 

whitelists of approved contacts.  
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Moreover, in July 2020, the FCC implemented a ‘Third Report & Order’ to 

the ‘Advanced Methods to Target and Eliminate Unlawful Robocalls’ 

docket. This document encourages voice service providers to block illegal 

and unwanted robocalls before they reach end users.  

In December 2019, the TRACED Act became law, compelling the FCC to 

mandate the implementation of the STIR/SHAKEN (Secure Telephone 

Identity Revisited/Signature-based Handling of Asserted information 

using toKENs) call authentication framework by all US-based network 

carriers across the IP-based portions of their networks.  

The STIR/SHAKEN protocol uses token technology to create a digital 

signature for a call, verifying the caller identity. STIR/SHAKEN can 

identify and prevent caller ID spoofing, by authenticating the caller ID at 

both the origination point and termination point of a call. 

The authentication framework in STIR/SHAKEN brings an element of 

trust along with reputation, reassuring subscribers that the call is from a 

legitimate organisation. To participate within the STIR/SHAKEN 

ecosystem, the OSP (Originating Service Provider) or carrier, must obtain 

a digital certificate from a STI-CA (Secure Telephone Identity Certification 

Authority).  

However, the task of ensuring that the call originator is legitimate must 

remain with a third party – a party that can remain impartial and offer 

analytics services that provide stakeholders with visibility of the level of 

illegal robocalls in their operations, as the market progresses.  

Whilst carriers can provide a level of caller verification, the process can 

become complicated if an enterprise works with multiple carriers, or if 

calls are originated through a contact centre. In such cases, an impartial 

third-party vetting service can provide better visibility. 

Figure 4: Main Features of the STIR/SHAKEN Framework 

 

Source: Juniper Research 

Digital certificates issued to the carriers by certification authorities, such 

as Neustar, enable the authentication of originating calls over their 

networks including the applicable information for the call. As a result, the 
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prevalence of robocalling fraud over their networks will be reduced owing 

to the STIR/SHAKEN ecosystem. 

The carrier can use their credentials to authenticate calls made by their 

subscribers, for the recipient to verify that the caller ID has not been 

spoofed. Large network carriers must implement the STIR/SHAKEN 

framework by June 2021, with smaller carriers required to make the 

changes by June 2022. 

Consequently, the number of illegal and unwanted robocalls received in 

the US is anticipated to begin declining in 2022. However, carriers should 

begin implementing the STIR/SHAKEN framework as soon as possible to 

maximise the benefits of robocalling mitigation solutions. For enterprises 

and brands this may mean an increase in the number of their outbound 

calls that are inadvertently labelled as spam and blocked from reaching 

customers. 

Canada’s CRTC (Canadian Radio-television and Telecommunications 

Commission) has taken a similar approach to the US regimen, also 

mandating STIR/SHAKEN. Other jurisdictions are also considering similar 

approaches, driven by the similar concerns of robocall scams and call 

fraud. Examples include Australia (ACMA), Brazil (Anatel), France 

(ARCEP) and the UK (Ofcom). 



 

 

2. How Call Experience 
Management Solutions Elevate the 
Call Experience 
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2.1 Benefits of Call Experience Management 
Solutions 

Negative call experiences arise when brands fail to meet a customer’s 

expectations during an interaction. Call experience management solutions 

offer a cost-effective and centralised way for stakeholders to achieve this, 

mitigating the impacts of illegal and unwanted robocalling by helping 

carriers implement STIR/SHAKEN call authentication and advanced call 

analytics, and reducing wrongful call blocking and tagging through the 

verification of legitimate brands, and overall improving the call experience. 

These solutions are often comprehensive, aiming to mitigate different 

forms of fraudulent traffic, including robocalling. If call experience 

management solutions are implemented by all market stakeholders, 

activities relating to fraudulent calls will become less lucrative, and the 

number of illegal and unwanted robocalls will decrease, as fraudsters 

choose other avenues. 

As shown in figure 5, the implementation of STIR/SHAKEN will have a 

considerable impact on the reduction of illegal and unwanted robocalls 

received from 2022 onwards. In 2021, we expect there to be over 41 billion 

illegal and unwanted robocalls in the US. Yet, the number of these calls is 

expected to fall to 25 billion by 2025, owing to the implementation of 

solutions that aim to deter, mitigate, and block this kind of fraud. 

Indeed, the frameworks will make robocalling fraud less appealing to bad 

actors by reducing the potential return on these fraudulent activities. 

 

Figure 5: Total Number of Illegal and Unwanted Robocalls in the 
US (m), 2020-2025 

 

Source: Juniper Research 

2.1.1 Benefits of Call Experience Management Solutions for 
Brands and Enterprises 

i. Efficiency Gains 

By adopting call experience management solutions, enterprises will benefit 

from increasing customer answer rates. Leveraging voice channels as a 

means of communications with customers will become increasingly 

important to these enterprises, as the adoption of call experience 
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management solutions grows, and more of the ecosystem adopts these 

frameworks. 

ii. Enhanced Brand Recognition 

Call verification should be a top priority for brands wishing to create 

positive call experiences, given the low levels of investment required to 

limit the actions of fraudulent imitators. Authentication solutions can 

protect a brand’s image, making it harder for fraudulent players to imitate 

legitimate enterprises, and ultimately, resulting in enhanced brand 

recognition.  

Through the use of a branded screen display, enterprises have the 

opportunity to display key business information, such as the nature of the 

call, location, or business hours, on the recipient’s phone screen. This will 

drive customer engagement by fostering confidence in voice channels 

amongst customers. Consumers are more likely to continue interactions 

with brands they trust, displaying a preference for verified businesses over 

voice communications. 

iii. Greater Customer Experiences 

Fraudsters imitating legitimate brands do not only damage the enterprises, 

but can also cause the customer to suffer from stress or financial losses. 

Despite not being associated with a legitimate brand, scams can 

negatively impact customer experience. If a customer logs a complaint 

with a legitimate company following a scam call, any resolutions may be 

out of the control of the enterprise, increasing customer dissatisfaction. 

In some instances, the customer may even blame the 

legitimate brand for the scam calls, despite the brand’s 

lack of involvement, leading to customer attrition. 

Call experience management solutions can prevent these situations from 

arising and can lead to the brand being perceived as trustworthy. 

Customers are more likely to purchase from trusted enterprises, and are 

therefore also more likely to recommend this brand over competitors. This 

represents an opportunity for enterprises to expand their customer base, 

signalling a clear return on investment in call experience management 

solutions.   

2.1.2 Benefits of Call Experience Management Solutions for 
Mobile Network Carriers 

i. Efficiency Gains 

With network carriers functioning within tight profit margins, all business 

operations must be streamlined. Call verification solutions can minimise 

the time spent on resolving robocall-related complaints and give customer 

service agents more availability to resolve other subscriber issues.  

ii. Greater Customer Experiences 

During the time taken for carriers to investigate complaints of illegal and 

unwanted robocalling, the fraudsters have often switched the number in 

use. This means that consumers may continue to receive follow-up calls 

from fraudsters, even when the original number used has been terminated.  
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Subscribers may begin to feel frustration, as the network operator is 

perceived as not having resolved the issue. In this scenario, subscribers 

may, in extreme circumstances, choose to terminate their phone contract 

and subscribe to one of the operator’s competitors.  

Figure 6: Benefits of Call Experience Management Solutions for 
Customers 

 

Source: Juniper Research 

By implementing call verification solutions, network carriers can prevent 

fraudulent and unwanted robocalls from ever reaching the recipient’s 

phone, preventing the aforementioned scenario. The customer remains 

blissfully unaware of the blocked calls, and carriers both improve business 

efficiency and maintain their subscriber base. 

A failure to adopt trusted calling solutions leaves 

enterprises and network carriers vulnerable to the 

constantly evolving tactics of fraudulent players. This 

vulnerability can result in operational inefficiency and 

customer attrition, ultimately impacting company revenue 

and brand reputation. 

2.1.3 Benefits of Call Experience Management Solutions for 
Consumers   

i. Fewer Instances of Nuisance Calls 

Phones are incredibly personal devices, and persistent illegal and 

unwanted robocalls can lead to subscribers feeling as if their privacy has 

been invaded. If brands and enterprises successfully implement call 

experience management solutions, consumers will feel as if their privacy is 

being respected and this will translate to fewer complaints and enhanced 

brand loyalty.  

ii. Enhanced Levels of Brand Trust 

If customers are constantly bombarded with illegal and unwanted 

robocalls, they will become hesitant to answer the phone, even if the call 

seems to originate from a recognised brand on a surface level. By 

implementing call experience management solutions, brands and 

enterprises can reassure customers that they are being contacted by a 

verified brand with which they wish to engage. This will increase the 

likelihood that calls will be answered, as consumer confidence will be 

fostered, and brand reputations will be preserved. 
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iii. Reduced Vulnerability to Fraudulent Activity 

Once call experience management solutions are widely adopted within the 

market, consumers can become more selective in the brands they choose 

to interact with. Consumers can drastically reduce their vulnerability to 

fraudulent activity by only interacting with verified brands, thus making 

future attempts at imitation futile. 

2.2 The Call Experience Management Platform 
Market 

Whilst enterprises can undertake KYC (Know Your Customer) procedures 

to validate their end users, ensuring that calls are originating from 

legitimate customers, the standardised processes authenticating brands 

for end users are not currently widely adopted.  

There is a case for vetting over call experience management solutions to 

go beyond typical KYC standards. For example, there is a level of vetting 

undertaken by telecommunications operators to ensure that an enterprise 

has the right to use specific phone numbers, or the associated name. This 

process involves an understanding of call reputation and calling behaviour, 

increasing consumer confidence and making it more difficult for bad actors 

to fraudulently contact end users. 

Phone numbers that are not saved in a recipient’s contact list may not 

display an associated caller ID, resulting in the number itself being 

displayed without any identifying features. Call experience management 

solutions can change this, replacing the basic number display with a 

business logo and verified business information. 

Companies can also choose to display a short message as part of their 

caller ID, which can outline the purpose of the call. This will increase the 

likelihood of recipients answering a call, as they can validate the call’s 

origin and know that the call is coming from a verified brand.  

2.2.1 Solutions from Network Carriers 

The implementation of the STIR/SHAKEN protocol constitutes one part of 

the solution needed to stop illegal and unwanted calls. In addition, 

effective call analysis programmes must be implemented in order to curtail 

the problem. Each of the three leading mobile network carriers in the US 

has implemented their form of scam-blocking software, available solely to 

their subscribers. This has led to a high level of fragmentation within the 

market, resulting in brands and enterprises having to approach each of the 

different carriers separately for verification. 

A more streamlined approach would be to adopt a centralised service, 

managed by a third party, that acts on behalf of brands and enterprises to 

be validated on all operator networks. This would provide a more efficient 

solution for all stakeholders, encouraging the widespread adoption of call 

experience management solutions.  

Greater adoption of these services will enable brands and enterprises to 

register to display a recognised caller ID when placing outbound calls 

across all mobile networks. It would also offer a suite of vetting services 

that enable businesses to monitor the status of their telephone number, as 

well as allowing carriers greater insight into numbers placing calls on their 

network. The use of advanced analytics would also enable carriers to 

accurately identify and block illegal robocalls, ensuring that fewer calls end 

up reaching the recipient.  
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The efficacy of call experience management solutions depends largely on 

their uptake amongst carriers and brands. The FCC directs that carriers 

must implement the STIR/SHAKEN framework but as per legislation and 

FCC rules, enterprises are not required to adhere to these standards. 

However, it is advantageous for enterprises to adopt the framework; 

enterprises will suffer if they do not ensure that their calls are properly 

attested as legitimate via the STIR/SHAKEN protocol.   

As more enterprises are onboarded into the STIR/SHAKEN framework, 

this will improve the overall value of call experience management solutions 

to market stakeholders, mitigating the issue of fragmentation. 

Failure to implement trusted calling solutions will diminish 

the value of many telecommunications services, as carriers 

will not be in a position to efficiently identify and block 

fraudulent traffic on their networks.  

2.2.2 Solutions from Handset Manufacturers 

Handset manufacturers are also contributing to the fight against illegal and 

unwanted robocalls. Subscribers with iPhones on iOS 13 or iOS 14 

operating systems can opt in to the ‘silence unknown calls’ feature, which 

will send calls originating from unknown numbers straight to voicemail. 

This solution diverts these calls to voicemail before the subscriber's phone 

even rings, bringing it in line with the FCC’s focus on blocking robocalls, 

but may in fact stop legitimate and wanted calls in getting through to 

subscribers.  

Android users have the option to download a third-party robocall blocker 

application. These apps identify and block robocalls, using extensive 

databases and algorithms to analyse call data. Databases are used to 

distinguish between legitimate and fraudulent phone calls, with apps often 

intercepting fraudulent calls before they reach the intended recipient. In 

some instances, spam calls are sent to an ‘answer bot,’ a feature that 

plays a pre-recorded message to unsolicited callers. Call blocking apps 

often provide users with daily updates, outlining the number and type of 

calls intercepted by the app. Some apps also grant users access to their 

internal databases, offering look-up functions for telephone numbers.  

When calls are allowed to reach the recipient’s phone, the caller’s ID and 

the location are displayed, even if the caller is not on the recipient’s 

contact list. Third-party developers have entered the market with their call 

blocking solutions, as other stakeholders have previously faltered in the 

implementation of call experience management solutions.  

2.2.3 Brand Authentication Key to Fostering Confidence 

To efficiently implement call experience management solutions, it is 

important for market stakeholders to have a clear idea of the best 

practices that must be met to be verified. 

This protects the ecosystem’s integrity, a crucial cornerstone for a system 

built on trust. As an example, the RBM (RCS Business Messaging) 

platform has strict standards in place which a brand must meet before it 

can become an RCS verified sender. RCS Business Messaging supports 

advanced data analytics, enabling enterprises to accurately track KPIs 

(Key Performance Indicators) and identify performance on crucial metrics 

such as customer satisfaction and marketing campaign success.  



15 
BRAND AUTHENTICATION & CALL EXPERIENCE MANAGEMENT SOLUTIONS    

 

Enterprise vetting is increasingly being implemented on voice channels, 

using processes similar to the KYC initiatives conducted for other 

communication channels, such as RCS.  

The NANC (North American Numbering Council)’s Call Authentication 

Trust Anchor Working Group is geared towards mitigating robocalling 

when implementing call authentication frameworks, with third-party 

providers like Neustar also emerging to offer such services. 

In addition, the GSMA is beginning to use similar concepts across 

messaging platforms and voice channels. As outlined by the GSMA, 

verification authorities must verify and validate each brand according to 

several criteria:  

• The identity of the individual making the request must be confirmed, 

using government-issued identification. 

• The company name, registration details and address must be validated. 

• The company’s publicly listed contact number must be confirmed using a 

2FA (Two-factor Authentication) process.  

• The company must provide a business-headed letter to authorise the 

set-up of a profile on the RBM platform. 

• The verification authority must then verify that the company has 

permission to use the brand. 

• The company must prove the chatbot name is linked directly to the 

business and does not invoke any trademark or copyright issues.  

• If required, network operators must provide authorisation for verified 

chatbots. 

Figure 7: Criteria for RBM Authentication 

 

Source: Juniper Research  

Call experience management solutions follow the examples set by RBM 

for brand authentication, enabling enterprises to verify ownership of 

telephone numbers and ensure that calls are not inadvertently blocked or 

marked as spam. RBM also enables enterprises to monitor key metrics, 

such as content engagement, agent response times and conversation 
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lengths. This information can be used by brands to build more effective 

marketing campaigns and streamline internal processes, subsequently 

improving operational efficiency. 

Furthermore, customers receive confirmation that they are interacting with 

an authenticated brand. This validation can enhance consumer trust, 

improving consumer willingness to interact with brands and enterprises 

over messaging platforms.  

The future of call experience management solutions needs 

to follow a similar path of market collaboration, 

consumer-oriented approaches and seamless brand 

authentication services that foster greater confidence in a 

mobile ecosystem. 

2.2.4 Market Efforts Needed for Positive Call Experiences 

Whilst standardisation exists within the STIR/SHAKEN framework, the first 

step for the realisation of branded calling is wider adoption by industry 

stakeholders. As shown in figure 10, it is important for market stakeholders 

to implement trusted call solutions that offer real-time robocall mitigation. 

Retroactive services are less efficient in curtailing illegal robocalling and 

can significantly damage consumer confidence over time.  

Fraudulent players will continue to innovate to avoid detection by trusted 

call solutions, and it is therefore crucial that these trusted call solutions 

continue to develop in response to an ever-evolving threat.  

Figure 8: The Impacts of Real-time and Retroactive Robocall 
Mitigation 

 

Source: Juniper Research 
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For call experience management solutions to evolve effectively, 

developers will rely on crucial data from market stakeholders (including 

regulatory bodies, network carriers and enterprises) to ascertain the new 

tactics employed by fraudulent players. Therefore, it is clear that carriers, 

enterprises, and regulators must all collaborate to stamp out the presence 

of robocalling in the telecommunications ecosystem. Failure to act by any 

form of stakeholder can weaken the position of legitimate players in the 

market, granting fraudulent players a greater opportunity to act. 

 

 



 

 

 

3. Neustar: Solutions Portfolio 
Overview 
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3.1 Neustar’s Trusted Call Solutions 

 

Neustar’s Trusted Call Solutions product suite can help enterprises 

optimise call operations, increase contact rates, improve customer 

experiences and protect their reputation.  

Figure 9: Neustar’s Trusted Calling Solutions Product Portfolio 

 

Source: Juniper Research 

Using Neustar’s Branded Call Display solution, enterprises can increase 

the likelihood of their calls being answered by displaying identifying 

information (including corporate logo, social media links and business 

location) on the recipient’s phone screen when an incoming call is 

received. By providing this level of information as part of a caller ID, 

enterprises can provide a personalised call experience that enhances 

customer relationships and restores trust, subsequently increasing the 

likelihood that future calls will be answered. 

Figure 10: Neustar’s Branded Call Display Solution  

 

Source: Neustar 

By improving answer rates, businesses can minimise the costs 

associated with rejected and unanswered calls. Neustar provides the 

STIR/SHAKEN component, which uses digital certificates to verify that 

the caller ID has not been compromised. Once the call is verified 

end-to-end, the software on the recipient’s mobile phone retrieves the 

data for the enhanced caller ID display. 
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Neustar’s Caller Name Optimisation solution enables enterprises to 

display an accurate and consistent caller ID on outbound calls over more 

than 850 voice service providers and caller ID applications. This ensures 

that calls are not inadvertently blocked or marked as spam by network 

carriers or third-party providers of call screening softwares. Enterprises 

can manage their caller ID through a centralised online portal, protecting 

verified phone numbers from attempts at ID spoofing.  

The Certified Caller feature digitally authenticates outbound calls, to 

ensure that they are trusted by both voice service providers and 

consumers. Neustar offers a fully managed and scalable solution that 

utilises STIR/SHAKEN technology to validate caller identity. The solution 

can be deployed in private cloud environments and is fully compliant with 

the latest STIR/SHAKEN standards. 

Neustar’s Vetting Services provide support for all stages of the vetting 

process to both enterprises and VSPs, including: 

• Enterprise Vetting: Businesses can verify and update their caller 

identity to ensure that their number will always be recognised, and 

identified, as a legitimate caller. This solution has the potential to 

improve answer rates, as verified enterprises can prove ownership of 

their telephone number and provide a short outline detailing the 

purpose of their call. 

• Telecoms Vetting: Neustar offers a way for enterprises to verify their 

ownership of a specific telephone number with voice service providers. 

This decreases the likelihood of caller ID spoofing and unauthorised 

number reassignment, as the originator has been verified by 

STIR/SHAKEN.  

• Call Campaign Vetting: This process enables enterprises to better 

understand their phone usage, providing insights into calling strategies 

and phone numbers in use.  

• Call Behaviour Vetting: By constantly monitoring a brand’s call 

behaviour, Neustar can verify and report on an enterprise’s caller 

reputation.  

• Vetting Fallout: Neustar offers proactive management of caller identity 

issues, offering an appeals process to optimise call experiences.  

Neustar’s also provides a range of Trusted Call Solutions for VSPs (Voice 

Service Providers), helping service providers meet regulatory 

requirements, implement call authentication based on STIR/SHAKEN, 

and protect consumers.   

Using Neustar’s CNAM (Caller Name Services), service providers can 

gain access to an extensive database containing information on caller 

names and numbers. This authoritative dataset is managed on behalf of 

hundreds of carriers that contract Neustar to manage Caller Name 

Services, as well as leading enteprises that provide their first-party calling 

brand information to display to end users. Neustar’s solution enables 

caller ID information to be constantly displayed to nationwide carriers and 

mobile app providers.  

Neustar’s Certificate Manager enables service providers to obtain 

standards-compliant digital certifications from a nationally approved 

certification authority (STI-CA) to sign calls through STIR/SHAKEN 

protocols.  
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NumeriTrack is a unified, API-based solution that assists service 

providers in maintaining the integrity of all telephone numbers in their 

inventory, including mobile, landline and VoIP (Voice over Internet 

Protocol) numbers. NumeriTrack is an automated solution that ensures 

that all telephone numbers are properly maintained and ready to be 

activated, reducing the risk of provisioning the same number more than 

once, or assigning end users unavailable or non-working numbers. 

NumeriTrack can be integrated with Neustar’s caller authentication 

portfolio, enabling carriers to begin the STIR/SHAKEN implementation 

process. Using NumeriTrack, carriers can ensure that they are only taking 

responsibility for calls originating from phone numbers on their network, 

protecting their standing in the STIR/SHAKEN ecosystem.  

Neustar’s Robocall Mitigation solution uses advanced analytics to identify 

illegal robocalls so that a service provider can accurately tag and block 

calls. Working with the STIR/SHAKEN framework to identify unauthorised 

and suspicious use of phone numbers, as well as detecting trends and 

anomalies in calling patterns, Neustar’s solution assists service providers 

in preventing bad calls from originating from their network. Neustar uses 

data to accurately calculate fraud scores for phone numbers, classifying 

the risk posed by each number analysed. 

Service providers can receive real-time notifications about telephone 

numbers that are suspected to be involved in illegal robocalling schemes, 

with behaviour analysis and tracking of abnormal/unexpected calling 

patterns used to detect high-volume robocalling, caller ID spoofing and 

other suspicious call activity. Using the Global Block and Warn 

functionality, carriers can define policies that block calls across the 

network or display notifications that protect subscribers and ultimately 

improve the call experience.  

Neustar’s Trust Lab enables collaboration between industry partners to 

address the issues of caller ID spoofing and robocalling. Trust Labs bring 

together key stakeholders in the communication industry, including 

regulators, service providers and technology companies to collaborate on 

enabling secure connections. 

One initiative launched through the Trust Labs is the ATIS Robocalling 

Testbed; an interoperability test facility that validates the effectiveness of 

caller authentication standards developed by the IETF (Internet 

Engineering Task Force) and ATIS (Alliance for Telecommunications 

Industry Solutions), as well as solutions that combat illegitimate call 

spoofing. The Neustar Trust Lab acts as the virtual industry testbed for 

CSPs (Communications Service Providers), equipment manufacturers 

and software suppliers, to remotely test solutions developed for the 

STIR/SHAKEN framework.   
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3.1.1 Why Neustar? The Benefits of Neustar’s Solutions  

Neustar is a trusted provider of brand authentication solutions. The 

company offers a suite of trusted identity solutions that offer a 

comprehensive coverage, including inbound and outbound calls, as well 

as calls made on mobile, VoIP and landline phones. 

Figure 11: The Benefits of Neustar’s Trusted Call Solutions 

 

Source: Juniper Research 

Neustar was involved in the development of the STIR/SHAKEN 

framework from its inception, co-writing the standards on caller 

certification and authentication that are widely used within the 

telecommunications industry today. As a result, Neustar offers a suite of 

brand authentication solutions that are fully compliant with the 

STIR/SHAKEN framework.  

The company provides identity solutions to 8,000 leading brands, 

managing 8.6 billion global telephone numbers. Neustar offers a 

data-driven approach, enabling customers to know more about the 

company that is calling, as well as helping enterprises know more about 

their customers through all stages of the call experience. 

Neustar processes over 10 billion CNAM (Caller ID/Name) queries each 

month, operating the largest independent information database in North 

America. The company’s brand authentication solutions serve 8,000 

leading brands, including 60 companies featuring in the Fortune 100.  
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Table 12: The Benefits of Neustar’s Trusted Call Solutions to Enterprises and Consumers 

Solution Type Solution Overview Enterprise Benefits Consumer Benefits 

Branded Call Display 

Enables enterprises to display key 
company information, such as the brand 
name and logo, as well as the reason for 
the call, on the mobile display.  

Increases the likelihood of calls being 
answered, and minimises the costs 
associated with rejected calls. Improves 
omnichannel customer experience and 
makes a favourable brand impression.  

Offers a personalised call experience, 
enhancing trust in who is calling and 
knowing why before consumers answer.  

Caller Name 
Optimisation  

Enables enterprises to manage caller 
names associated with their verified 
phone numbers to ensure accurate and 
consistent caller names for outbound 
calls.  

Ensures that calls are not inadvertently 
blocked or marked as spam.  

Helps ensure wanted calls from 
legitimate businesses are received. 

Caller Name Services 

Telecom information service for 
communication service providers that 
displays the calling party’s caller name 
(CNAM) to the called party.  

Enables caller ID information to be 
displayed by carriers and mobile app 
providers. 

Allows consumers to see a caller name 
and number displayed on incoming calls.   

Certificate Manager 
Issues digital certifications that meet the 
required STIR/SHAKEN standards. 

Protects brand identity by mandating that 
voice service providers implement caller 
ID authentication technology by June 
2021.  

Ability to interact with certified 
businesses, reducing vulnerability to 
fraud.  

Certified Caller 
Validates caller telephone identity and 
automates the end-to-end process of 
digitally signing calls.  

Authenticates outbound calls to ensure 
they are treated as verified in 
STIR/SHAKEN call authentication.  

Receives validation of the caller identity, 
and is not illegally spoofed, to improve 
trust in answering 

Robocall Mitigation 
Access to phone number data, enabling 
the accurate identification, flagging and 
risk classification of phone numbers.  

Improves accuracy of call analysis and 
treatment for outbound calls. 

Prevents illegal and unwanted robocalls 
from reaching the consumer. 

Vetting Services  
Improves contact rates by validating 
caller identity for telephone numbers that 
place outbound calls.  

Verifies ownership of telephone numbers 
and legitimacy as an organisation to 
make outbound calls.   

Increasing consumer confidence in 
knowing who is calling. 

Source: Juniper Research 




