
 

August 2021, IDC #US48162421 

White Paper 

Branded Calling Viewed as Vital to Omni-Channel  
Customer Experience 

Sponsored by: Neustar Inc. 

Courtney Munroe Gerry Murray 

August 2021 

 

INTRODUCTION 

Branded calling offers enterprises the ability to identify themselves on mobile devices as a legitimate 

caller, using logos, images, reason for the call, and more, so customers will know who is calling and 

can answer with confidence. Branded calling solutions are necessary because of the exponential 

growth of spam and robocalls over the past few years.  

Branded calling also allows companies to differentiate and offer a positive customer experience (CX), 

to make phone calls similar in appearance and branding by adding rich content such as logos, images, 

and reason for the call.  

Branded calling, in combination with call authentication, significantly improves answer rates and 

impacts customer perception of the business brand. An anonymous call from a business is not the best 

way to start an interaction and can negatively impact the response; when customers know who's 

calling, they answer the phone. It also provides a welcome reprieve for customers who are deluged by 

unwanted spam calls.  

Enterprises can leverage branded calling not only to enhance the customer experience, in response to 

rampant robocalling fatigue, but also to help them differentiate themselves and compete effectively.  

In 2020, companies spent $1.3 trillion on digital transformation efforts and cited customer experience 

as the top business function to benefit from this spending, according to IDC's Worldwide Digital 

Transformation Spending Guide. IDC research indicates that 73% of consumers report that a 

differentiated experience inspires loyalty.  

Customer experience is also a top business priority, according to IDC's May 2021 Future Enterprise 

Resiliency and Spending Survey. As enterprises emerge from dealing with the impact of COVID-19, 

rearchitecting their IT infrastructure to leverage digital platforms will be a major priority, and customer 

experience tops the list (see Figure 1).  
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FIGURE 1 

Customer Satisfaction Is the Top Priority for a Majority of Businesses 

Q. What are your organization's top 3 business priorities? 

 

Source: IDC's Future Enterprise Resiliency and Spending Survey, May 2021 

 

METHODOLOGY 

This white paper is based on IDC's continuing research and analysis of ICT markets, specifically telco 

carriers and customer experience–related software, including marketing, service, and customer support 

solutions. In addition, IDC conducted interviews with several leading telecommunication services 

providers to assess their points of view on the current state and future potential of branded calling, and 

those results are included in the findings that follow. 

KEY FINDINGS 

▪ Customers prefer the phone to other communications channels but are wary of robocalls, call 

spoofing, and fraud. 

▪ Voice calls are a critical communications channel that must become part of the digital omni-

channel experience. 

▪ Branded calling provides enterprises the ability to reassure customers that it's really them 

calling, with logos, images, department, and reason for the call — and proof that the call is 

legitimate and verified. 

▪ If the infrastructure proves resilient against entities with bad intent, we expect branded calling 

will become a de facto customer expectation. 
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▪ Tier 1 service providers and platform providers agree that branded calling offers great promise 

and should be part of overall customer engagement. 

▪ As the branded calling ecosystem matures and APIs develop for mobile apps, use cases could 

include digital surveys, bill payment authorization, and live links for CTAs. 

SITUATION OVERVIEW 

Why Branded Calling? 

Branded calling is a response to the abysmal phone experience engendered by spam calls. There are 

many approaches to dealing with this issue, including the adoption of new regulations and network 

technologies to identify and block malicious calls; however, the adoption of branded calling will result 

in the biggest impact to customer experience.  

According to the Federal Communications Commission (FCC), over 60 billion spam calls were made in 

the United States during 2020. Over the past few years, the world has been engulfed by a flood of 

spam, driven by increasingly efficient robocall technology. In the United States, according to the FCC, 

"Unwanted calls — including illegal and spoofed robocalls — are the FCC's top consumer complaint and 

our top consumer protection priority." 

U.S. households and mobile subscribers received 45.9 billion robocalls in 2020, 45% of which were 

scams. While these calls may have some form of caller ID, it is usually impossible for end users to 

determine whether the call is from a legitimate company or an unwanted source. Increasingly, these 

calls appear to come from a number local to the vicinity of the customer. However, caller ID can easily 

be spoofed, as fraudsters can acquire local numbers to imitate that the call is coming from a local 

entity. The only response for many users is to rely on a patchwork of call blocking technology from 

service providers, manufacturers of mobile phones, mobile operator platforms such as Android or iOS, 

or third-party app developers. Consumers can choose to take these calls or let them go to voicemail. 

Depending on the option, it's typically a guessing game as to the legitimacy of the call.  

In response to this trend, in late 2017, the FCC adopted new rules allowing phone companies to 

proactively block calls that appear to be from telephone numbers that do not, or cannot, make outgoing 

calls or from area codes that do not exist. In 2019, the FCC followed up with the Telephone Robocall 

Abuse Criminal Enforcement and Deterrence (TRACED) Act allowing telephone companies by default 

to aggressively block unwanted robocalls before they reach consumers. The FCC also made clear that 

carriers could offer consumers the choice to opt in for more advanced tools, such as blocking 

unwanted calls from their contact lists.  

Finally, in March 2020, the FCC began adopting and implementing specific robocall enforcement rules 

and mechanisms, including: 

▪ Adoption of a new rule requiring all originating and terminating voice service providers to 

implement the Secure Telephony Identity Revisited/Secure Handling of Asserted information 

using toKENS (STIR/SHAKEN) caller ID authentication framework in all IP portions of their 

networks by June 30, 2021 

▪ Establishment of the Industry Traceback Group (ITG) by USTelecom | The Broadband 

Association dedicated to identifying and tracing illegal robocalls 

▪ Safe harbor for providers that unintentionally or inadvertently block lawful calls 
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The goal of the FCC in mandating caller ID authentication (based on the STIR/SHAKEN standards) is 

to ensure that voice service providers are exchanging accurate information about the source of calls 

traveling across their networks (see Figure 2). 

FIGURE 2 

The FCC and STIR/SHAKEN 

 

Source: FCC, 2021 

 

DEC 
2019

Congress passes Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and Deterrence (TRACED) Act.
Directs FCC to take numerous steps to promote and require STIR/SHAKEN implementation.

MAR 
2020

FCC Mandates that service providers implement STIR/SHAKEN call authentication technology in the Internet Protocol (IP) portions 
of their phone networks by June 30, 2021.

OCT 
2020

FCC issues Second Report and Order. Recognizing that many smaller carriers are critical to the cause and may require more time 
to address certain challenges, the FCC made specific allowances and required robocall mitigation solutions as an interim measure. 

DEC 
2020

FCC Fourth Report and Order. Expands safe harbor based upon reasonable analytics to cover network-based blocking; 
requires CSPs work with FCC and law enforcement on tracebacks; and more.
TCPA Report and Order. Limits the number of non-telemarketing calls made to residential phones for the first time. 

APR 
2021

FCC public notice mandated that CSPs file certifications about what they’re doing to stop illegal robocalls from originating on their 
networks in the new Robocall Mitigation Database on June 30, 2021. Even carriers that were granted an extension to STIR/SHAKEN 
call authentication implementation deadline must provide detailed information about measures they are taking to ensure they are 
not the source of illegal robocalls.

JUNE 
2021

Deadline for CSPs to implement STIR/SHAKEN unless they received an extension. 

SEPT 
2021

Beginning Sept 28, 2021
Intermediate and terminating CSPs must block calls from service providers that are not listed in the database. 
The result? Some subscribers will be unable to complete calls when the recipient is not on the same name network. 

Overview of STIR/SHAKEN 

Secure Telephony Identity Revisited/Secure Handling of Asserted information using toKENS is a 

Federal Communications Commission–mandated, carrier-based telecom industry solution that uses 

digital signatures to authenticate the origin of phone calls. 

STIR/SHAKEN uses public key cryptography and digital certificates to authenticate phone calls, 

like web ecommerce authentication. Originating carriers digitally sign their calls, and terminating 

carriers check to see that the signatures are authentic before completing the call. 

STIR/SHAKEN requires carriers to "sign" calls they originate, preventing spoofed caller ID data and 

guaranteeing that the caller ID information that appears on phones is trustworthy. 
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CHALLENGES/OPPORTUNITIES 

When Legitimate Calls Get Blocked: The Robocall Challenge  
for Enterprises 

Analytics tools and STIR/SHAKEN call authentication, while extremely useful, have created a 

challenge for companies whose legitimate calls run the risk of being mistagged as spam or blocked.  

Some solutions have been suggested, such as whitelisting legitimate numbers and utilizing artificial 

intelligence (AI) to detect calling and number trends, but this is still a significant pain point and 

challenge for legitimate businesses, along with potential fines for companies perceived as the 

originators of illegitimate calls.  

To overcome the side effect of robocall mitigation efforts by carriers, enterprises can procure solutions 

directly, such as Neustar's Trusted Call Solutions (TCS), including Caller Name Optimization (CNO) 

and Branded Call Display (BCD). These solutions assess and protect verified phone numbers from call 

blocking, spoofing, and spam tagging to facilitate the delivery of an accurate and consistent call 

display to increase contact rates and engagement. Companies may also choose to license their own 

implementation of STIR/SHAKEN, which offers the required components to support automated 

certificate management. This can be deployed in a private or public cloud environment. 

The implementation of STIR/SHAKEN is not just about stopping unwanted calls. It is also about 

reducing fraud while enhancing end-user trust and legitimate business interactions. Branded calling, 

which leverages STIR/SHAKEN call authentication, extends beyond the customer experience and 

toward building customer brand loyalty. 

Omni-Channel Customer Experience: Benefits of an Integrated Solution 

Delivering a differentiated customer experience is becoming a crucial lever that organizations can and 

are using to stand out in the sea of "digital sameness." This is further evidenced in IDC's Future 

Enterprise Resiliency and Spending (FERS) Surveys, which show that organizations see improving 

customer experience/customer satisfaction as a top business priority for 2021 (see Figure 3). 

While the first several months showed only a modest interest in CX, that trend has changed since 

February, with CX significantly increasing in priority and ranked as the number 1 top business priority 

for organizations in April and May. In May, close to 50% of respondents globally reported that 

improving CX/CSAT is a top priority. Also notable, companies in the United States prioritized CX/CSAT 

higher compared with the other respondents across the globe. 

All of this is in response to customers' expectations for personalized interactions across all 

engagement channels with brands. Personalization is continuously being adopted in digital 

communications, including dynamic emails and responsive websites and mobile apps.  

Most communications that are conducted via mobile devices today are highly personalized — web, 

email, messaging, and in-app experiences. At a minimum, consumers can see the sender's brand by 

the domain address or in the first line or two of a text. Ironically, the actual phone call is one of the 

least personalized experiences on smartphones.  

Until now, there has been no way to authenticate and visually present a brand's caller identity across 

the many thousands of phone lines large companies use to communicate with millions of customers. 

Instead of a logo, or even an effective caller ID for numbers not in the recipients' contact list, 
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consumers only see a meaningless 10-digit number displayed. They do not know whether the call is 

from their bank, insurance company, cable provider, or another brand they rely on for service — or it is 

a fraudulent robocall they do not want to take. 

FIGURE 3 

CX Rapidly Emerges as a Top Priority for Businesses Worldwide in 2021 

 

Source: IDC's Future Enterprise Resiliency and Spending Survey, Waves 1–5, 2021 

 

Trust = Transparency + Validation 

Branded calling changes all of that. But, as with any new or enhanced engagement capability, 

effectiveness depends on trust, and trust requires transparency and validation. Consumers must trust 

that identities on both ends of the connection are legitimate.  

To address this critical issue, branded calling solutions should include: 

▪ Verification: Shows the recipient that the phone number has been verified to be from a specific 

brand 

▪ Authentication: Provides protection that the caller ID has not been compromised 

▪ Branding: Visual displays for branding and associated images 

▪ Context: Provides additional information for what the call is about, like the subject line of an 

email, which can be stored with the call record on the recipient's phone for later reference and 

a higher chance of reengagement 

Benefits of Branded Calling 

Branded calling provides key benefits on both sides of the caller-recipient engagement: 

▪ Customers can: 

▪ Differentiate which calls they do or do not want to take based on both the brand and the 

reason for the call. 
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▪ Know immediately whether the call has been verified and that it is not fraudulent. 

▪ Capture valuable information in their call history for future reference. 

▪ Be assured that they will be less likely to miss important phone calls. 

▪ Enterprises can: 

▪ Increase answer rates: Make sure their calls are not marked as spam or blocked. 

▪ Reverse revenue loss: Increase incremental income by improving the customer 

experience with branded calling. 

▪ Cut costs: Improving answer rates reduces call backs and requires less staff. 

▪ Promote and protect their brand: Prevent spoofers from using their brand name and 

improve customer engagement. 

Early tests have shown increased answer rates of 30–60% using branded calls at large enterprises 

across different verticals. This is due to a reduction in wrongful call blocking and spam tagging, as well 

as higher propensities for consumers to answer contextually relevant calls. 

Because of the ubiquitous applicability of branded calling, industry participants that IDC interviewed 

about it, including Google and two tier 1 communications service providers (SPs), all expect it to 

become an industry standard.  

Google 

In September 2020, Neustar integrated its Trusted Call Solutions platform with Google Verified Calls 

as a complement to carrier-managed STIR/SHAKEN platforms. The collaboration aims to improve 

answer rates and engagement on outbound calls, transform the call experience, and restore consumer 

trust in the phone channel.  

This collaboration adds visual information, such as caller verification status, company branding, and 

call context, to incoming call screens on Android mobile phones, providing consumers a reason to 

answer business calls. Neustar's ability to provide digital signatures to calls through STIR/SHAKEN 

call authentication provides additional proof that the call has not been spoofed.  

Google was especially interested in seeing an API-based ecosystem develop around branded calling 

so that the capability can be extended into a broader set of use cases and services. As the branded 

calling ecosystem matures and APIs develop with mobile apps, use cases that can deepen the 

customer experience with the brand could include: 

▪ Digital surveys 

▪ Live links for calls to action 

▪ Bill payment authorization 

▪ Appointment scheduling  

▪ Food delivery 

▪ Alerts of all kinds 

Mobile Operators and Branded Calling 

Mobile network operators are in the early stages of implementing branded calling services for their 

subscribers. Currently, service providers offer caller ID for outbound call center services for 

enterprises, but branded calls can provide added security and build back consumer trust in the phone. 
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They allow callers to provide more information to inform the people they are calling so they can decide 

whether to take the call. 

For call answer rates to improve, there is a need to 

establish trust, which means that when a logo 

appears on a phone, people need to be assured the 

call is coming from that business. This requires 

vetting and identity verification, which is a critical 

component of branded calls. Otherwise, all we are 

doing is enabling more effective fraud.  

Over the past few years, telecom operators have 

implemented verified calling and have begun 

implementing STIR/SHAKEN technology to comply 

with the FCC mandate. Major U.S. mobile operators 

and IP voice companies have interconnected their 

platforms to offer wide interoperability.  

The companies are all using STIR/SHAKEN 

technology, a carrier-based caller ID authentication 

that requires carriers to digitally sign calls originated 

by their customers, leveraging public key cryptography. The benefits include the following: 

▪ Spam calling protection 

▪ Robocalling and call spoofing mitigation 

▪ Verified calling 

▪ Enhanced customer experience 

Most tier 1 companies have implemented STIR/SHAKEN and already offer initial services based on 

the technology. The FCC extended its June 2021 deadline for small, non-IP, and specific other voice 

service providers to implement STIR/SHAKEN call authentication to 2023; however, at the time this 

document was written, this extension is under review and may be shortened. They are also required to 

submit a certification for robocall mitigation to the FCC. 

IDC interviewed several tier 1 carriers in the United States that are working with Neustar to implement 

a branded calling solution. According to one, there is a need for branded calling for two significant 

reasons. First, "Consumers need information on unknown numbers to decide whether to answer the 

call. Second, business requires consumers to identify and establish trust in the companies that they 

engage with." 

“Business requires consumers to 

identify and establish trust in the 

companies that they engage with.” 
 — IDC’s Tier 1 Operator Survey 

Branded Calling Will Become Ubiquitous 

IDC expects that if the infrastructure proves 

resilient against entities with bad intent, 

branded calling will become a de facto 

customer expectation.  

In addition, the value of knowing not only who 

is calling but why is an insight provided by 

practically every other digital channel — 

finally voice calls are catching up. 

Over time, voice calls will be enhanced to 

deliver more interactive and personalized 

experiences. 
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According to the second tier 1 carrier that IDC spoke with, "It is important that branded calling is 

integrated into the overall experience of customer engagement. It should also fit into the overall voice 

services delivery of carriers and the customer engagement objectives of enterprises." 

The second carrier also stated, "Neustar is an important technology partner in establishing not only an 

industry standard but also the provision of a seamless technology that offers an essential holistic value 

proposition for enterprises. Branded calling and identity are part of an overall solution that stands 

alongside fraud mitigation, including SIM swapping."  

Other key areas of importance for mobile operators, according to these two market leaders, are the 

underlying technology's ability to facilitate coordination of call blocking and verified calling capabilities 

of handset manufacturers, software companies, and enterprise call centers. In addition to mobile 

operators, other service providers, such as communications platform-as-a-service companies like 

Bandwidth, Vonage, and Twilio, are leveraging Neustar's technology.  

All U.S. voice providers, and foreign providers delivering calls to the United States for termination, 

must submit a certification of their implementation of STIR/SHAKEN or a robocall mitigation plan in the 

FCC's Robocall Mitigation Database. After September 28, 2021, all voice service providers will have a 

new duty not to accept calls directly from service providers that have not submitted such certifications. 

Neustar Branded Calling with STIR/SHAKEN 

Neustar is a pioneer in call authentication as coauthor of STIR, contributor to SHAKEN, and exclusive 

host of the ATIS Robocall Testbed. The company offers a full portfolio of trusted call solutions for 

businesses and carriers. Neustar is also a neutral caller ID hub. Its Certified Call solution includes all 

the STIR/SHAKEN components that can be easily deployed to comply with STIR/SHAKEN standards. 

Neustar's Branded Call Display, leveraging STIR/SHAKEN technology, provides a reliable and trusted 

platform for branded, authenticated calling (see Figure 4). While the technology for displaying images 

and other contextual information on a mobile phone (i.e., branded calling) has been technically 

possible for some time, the industry can now verify the caller's identity or ensure the number is not 

spoofed using STIR/SHAKEN. 

The combination of branded calling with STIR/SHAKEN, which was initially put in place by the FCC 

and Congress to combat scammers, fraudsters, and spoofers, is a major advance for enterprises. Now 

businesses can increase answer rates, deliver a more personalized customer experience, and 

enhance their brand. 

“It is important that branded calling is 

integrated into the overall experience 

of customer engagement.”  
— IDC’s Tier 1 Operator Survey 
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FIGURE 4 

Neustar Branded Calling 

 

Source: Neustar, 2021 

 

CONCLUSION 

Spam and fraudulent calls are more than an inconvenience for consumers. Losses due to call scams 

are estimated to be in the billions of dollars. It's also costly for enterprises that suffer from low call 

answer rates and the degradation of a critical customer communications channel.  

Over the past few years, the FCC has implemented a series of regulations to mitigate the flood of 

spam calls and number spoofing. The regulations include the Pallone-Thune TRACED Act for service 

providers to implement effective caller ID authentication.  

This act has culminated in the mandatory requirement for tier 1 operators to implement STIR/SHAKEN 

by June 2021, with smaller operators to follow later. In addition to working with communications 

service providers, enterprises can implement STIR/SHAKEN on their own by licensing the technology 

from Neustar.  

Branded calling is a multifaceted solution that is not just about reducing spam and fraudulent calls and 

increasing call rates. It also offers an opportunity for enterprises to establish a trusted partner 

relationship with consumers and a path to further digital omni-channel engagement. Companies like 

Neustar can facilitate this trusted experience as a crucial technology enabler that spans 

communications service providers, mobile operator systems, and enterprises.  
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