
ENABLE YOUR 
ENTERPRISE 
CUSTOMERS 
TO SIGN THEIR 
OWN CALLS
Support End-to-End Call 
Authentication While Capitalizing 
on a New Revenue Opportunity



Enterprises are demanding more 
control over the phone experience 
and want to put a stop to their 
outbound calls being mistakenly 
tagged as SPAM or blocked. They also 
want assurance that their calls are 
secure across the entire network — to 
stop fraudsters from impersonating 
their business, harming their 
customers, and negatively impacting 
their brand.

This challenge presents an opportunity for 
Communications Service Providers (CSPs) 
to generate new revenue streams through 
the sale of an enterprise signing service. 
Furthermore, since close to 30% of carrier 
revenues are attributable to enterprises, it’s 
important that CSPs address this issue to 
retain existing customers.

To ensure enterprise calls get through and 
are secure, CSPs can support end-to-end 
call authentication, which is also vital to 
implementing branded calling. Branded calling 
lets businesses reassure their customers it’s 
them calling by displaying their company name, 
business location, logos, e-business cards, 
social media links, and more. It also verifies 
that the number, and the data, have not  
been spoofed.

But before end-to-end call authentication 
and branded calling can really get off the 
ground, enterprises must be empowered to 
ensure their calls are secure. The initial steps 
are: ensuring calls are signed properly, and 
establishing a chain of trust that extends from 
the enterprise to the call recipient.
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STIR/SHAKEN call authentication, when paired with 
call analytics, helps carriers determine how each 
call is treated; but STIR/SHAKEN is not enough.

With STIR/SHAKEN, Originating Service Providers 
(OSPs) assign a ‘grade’ or attestation level to  
each call, indicating if they can verify whether 
the call can be trusted—or not. An ‘A’ attestation 
indicates to the Terminating Service Provider (TSP) 
that the OSP has confidence in the authenticity 
of the call, but our research shows half of all 
enterprise calls aren’t getting an ‘A’. While calls 
assigned a ‘B’ or a ‘C’ attestation can be valid, they 
are more likely to receive unfavorable treatment—
and be marked as spam or even blocked.

Unfortunately, STIR/SHAKEN can’t accurately verify 
every call. That’s because it relies on the carrier 
originating the call to have perfect and complete 
knowledge about an enterprise and its right to 
use that telephone number, but in certain calling 
scenarios, that’s not always possible.

STIR/SHAKEN  
Isn’t Enough
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In many complex calling scenarios, the unintended 
side effect of wider deployment of STIR/SHAKEN and 
robocall mitigation is that legitimate calls are still 
sometimes getting blocked or marked as SPAM.

That’s because not every carrier has all the 
information needed to accurately attest to every 
call. When information is missing, this ‘attestation 
gap’ creates uncertainty for both the originating and 
terminating carriers, and the call receives a lower 
score — even if it’s perfectly legitimate.

Read the eBook: Overcoming the Attestation Gap.

The Issue of the Call 
Attestation Gap
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What Does a ‘Complex’ Calling Scenario Look Like?
One example of a complex calling scenario is when a business uses a call center or Business Process Outsourcing 
entity (BPO) to make calls on its behalf. In this situation, if the caller uses a different originating carrier than the 
main enterprise, the number can’t be verified as legitimate because it wasn’t assigned by the same originating 
carrier. These calls are then given a ‘B’ attestation — which means they are more likely to be blocked or tagged 
as ‘SPAM likely’, even though the calls are legitimate.

This has created all sorts of problems for businesses who depend on third-party agencies to support critical 
services such as customer and technical support, appointment setting, billing, and more. Even branch offices 
can face similar challenges.
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STIR/SHAKEN was originally defined as a carrier-to-carrier framework that relies on the OSP to determine the 
customer’s right to use the telephone number and to assign proper attestation. But there aren’t hard and fast 
rules about how calls should be treated, so spoofed calls can receive the same attestation as, for example, 
legitimate calls going to a consumer from a third-party contact center or alternate voice provider.

Consequently, spoofed calls are often getting through, and legitimate calls are being blocked as carriers cannot 
determine good vs. bad — and that’s a serious matter. For instance, one common method fraudsters use to 
exploit this problem is to spoof the calling number of a bank or tech company and use social engineering 
techniques to ultimately gain access to the customer’s account. Armed with the user’s credentials, the bad 
actor can clean out a customer’s bank account, access their other account credentials and more.

Account takeover costs business over $12B problem and impacts over 24M consumers.

The Chain Is Only as Strong as Its Weakest Link
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Fortunately, there is a solution that not 
only helps businesses ensure their calls go 
through — but also enables carriers to support 
a branded calling experience and protects 
against their numbers being spoofed.

Enabling enterprises to ‘sign’ their own 
outbound calls allows the enterprise to control 
their call experience and extends the trust 
chain to include the enterprise. This can be 
done in a variety of ways, including issuing 
Delegate SHAKEN End Entity Certificates.

Enabling a 
Standards-Based 
Chain of Trust

7



Delegate Shaken End Entity Certificates Enable  
End-to-End Call Authentication
Delegate Certificates can be assigned to enterprises after they have been vetted by a third party to ensure the 
business is authorized to originate calls with the specified phone numbers. These certificates indicate to others 
in the ecosystem that the call is legitimate — regardless of who the originating carrier is.

When an enterprise signs its own calls, it can also enable full end-to-end call authentication — from the 
enterprise all the way to the terminating carrier. This helps ensure more business calls get through to their 
intended recipients and extends the chain of trust from the TSP to the enterprise. Historically, STIR/SHAKEN  
has been between the OSP and the TSP.

ENABLE END-TO-END AUTHENTICATION WITH DELEGATE CERTIFICATES
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Communications Service Providers 
(CSPs) play many roles in the call 
authentication ecosystem and are 
crucial actors in helping their enterprise 
customers navigate this new process. 
This is especially critical when the 
carrier providing the telephone service 
and the carrier that owns the telephone 
number are not the same entity.

We’ve outlined steps that CSPs can take 
to assist their enterprise customers.

What Do 
Carriers Need 
to Do Support 
Enterprise 
Signing?

Enterprise Signing Checklist for CSPs

✔  Telephone Number Service Providers (TNSPs), the CSPs that 
own the telephone numbers in the LERG, should work with a:

-  Third-party vetting partner (like Neustar, a TransUnion 
company) to validate the enterprise’s rights to use a 
telephone number

-  Certificate Authority (like Neustar) to Delegate SHAKEN 
Certificate or STIR Certificate to their enterprise 
customers so they can generate passports and sign their 
own calls. See details here.

✔  Originating Service Providers (OSPs), the carriers providing 
phone service to the enterprise, will need to agree to:

- Honor the marking on the enterprise signed calls

-  Sign the enterprise call with the proper attestation based 
on the enterprise passport

- Pass the enterprise passport and their own to the TSP

✔  In a traditional STIR/SHAKEN environment, the Terminating 
Service Provider (TSP) verifies a call has not been tampered 
with by validating it with the OSP. When supporting enterprise 
signing, the TSP should apply appropriate call treatment 
based upon verified passports from enterprises. This extends 
the trust chain from the TSP to the enterprise, providing a 
higher degree of security.
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Learn More
Learn more about Branded Call Display (BCD) and 
contact Neustar, a TransUnion company.

Delegate Certificates for CSPs
Improve Call Answer Rates, Increase Revenues By Signing Your Own Calls

READ THE EBOOKS

https://www.home.neustar/trusted-call-solutions/branded-call-display/bcd-for-government-agencies
https://www.home.neustar/resources/whitepapers/help-enterprise-customers-increase-answer-rates
https://www.home.neustar/resources/whitepapers/improve-call-answer-rates-increase-revenues

