
Four Steps to STIR/SHAKEN / Robocall 
Compliance for Small- to Mid-Sized Carriers 

Crossing the 
Finish Line
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Let’s Get Started.

For years you’ve heard about STIR/SHAKEN and 
the regulations to stem fraudulent robocalling and 
restore public trust in phone calls. Tier 1 carriers 
are already on board. You may have gotten 
an extension, and registered with the Federal 
Communications Commission’s (FCC) Robocall 
Mitigation (RM) Database, but you haven’t crossed 
the finish line. Maybe it’s because of upgrade 
costs…legacy infrastructure…or the technical 
complexity of it all. 

Now, more than ever, it’s time to harness the 
right resources and push forward. And although 
you’re working against a new STIR/SHAKEN 
implementation deadline – June 30, 2022 – you 
still have options…and opportunities. We’ve 
identified four steps to get you over the finish line, 
strengthen your business model, and maintain, 
even grow, your customer base.
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https://www.home.neustar/stir-shaken-resource-hub
https://fccprod.servicenowservices.com/rmd?id=rmd_welcome
https://fccprod.servicenowservices.com/rmd?id=rmd_welcome
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Hold Up! Can We 
Refuse to Run?
It might be tempting to wait and see if the race 
will get easier, but the consequences of non-
compliance are dire. There is a shift by the FCC 
to put service providers out of business if they 
don’t participate.

After September 28, 2021, intermediate and 
Terminating Service Providers (TSPs) were 
prohibited from accepting traffic from any carrier 
without an approved plan registered in the FCC 
database. The result? Subscribers may not be 
able to complete calls and unhappy subscribers 
will take their business elsewhere.

The FCC’s Enforcement Bureau will also be 
reviewing each carrier’s registered program 
and can prescribe more specific robocall 
mitigation obligations for any carrier that hasn’t 
implemented a sufficient robocall mitigation 
program. They can also assign penalties against 
carriers who originate illegal robocalls and, 
indeed, have already begun to do so.

Avoid the roadblocks and penalties ahead – start 
on your own terms and build your business on 
the benefits that robocall mitigation and STIR/
SHAKEN provides to your subscribers:

� Be compliant with the latest call regulations

� Prevent illegal robocalls from originating from 
your network

� Block and tag potentially fraudulent calls

� Give subscribers a visual warning of suspicious 
calling numbers

� Ensure legitimate calls go through

� Improve call answer rates and 
customer engagement

Refusing to Comply 
Can End Business As 
You Know It.

https://www.fcc.gov/enforcement


The Importance of Small-  
and Mid-Sized Carriers 

1 Juniper Research, Brand Authentication and Call Experience Management Solutions: 
Overcoming the Impacts of Robocalling and Improving Call Management Experiences, 2021
2 TNS Robocall Report, March 2, 2021
3 Telergee, Non-regulated revenue for rural telcos is flat year-over-year
4 OMDIA Research, Rebuilding Trust in Calls, 2021
5RCR Wireless, Carriers update progress as STIR/SHAKEN deadline hits, July 1, 2021
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Our Industry Needs You.
Every carrier in the call ecosystem has a responsibility to bear when  
it comes to robocall mitigation, with a greater burden on small- or mid-
sized carriers where most scam calls originate. The FCC has initially 
provided a two-year extension to small carriers but has shortened the 
deadline to June 2022 to stem the source of robocalls.

Bad actors target the most vulnerable – the elderly who are twice  
as likely to use wireline accounts rather than wireless and small- and 
mid-sized carriers who haven’t fully implemented robocall mitigation 
and/or STIR/SHAKEN yet. 

However, the FCC is making progress. YouMail, a robocall-blocking 
service, noted there was an 8.6 percent dip in robocalls thanks to 
adoption of STIR/SHAKEN from June to October 2021 alone.
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https://www.home.neustar/resources/whitepapers/overcoming-the-impacts-of-robocalling
https://www.home.neustar/resources/whitepapers/overcoming-the-impacts-of-robocalling
https://autos.yahoo.com/tns-robocall-report-nearly-95-140300611.html?guccounter=1
https://www.telecompetitor.com/telergee-non-regulated-revenue-growth-for-rural-telcos-is-flat-year-over-year/
https://www.home.neustar/resources/whitepapers/rebuilding-trust-in-calls-survey
https://www.rcrwireless.com/20210701/policy/carriers-update-progress-as-stir-shaken-deadline-hits?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+rcrwireless%2FsLmV+%28RCR+Wireless+News%29&utm_content=Google+Feedfetcher
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With such levels of fraud, 
the FCC has taken aggressive 
enforcement action. 

The FCC 
Enforcement 
Bureau 
Claps Back

FCC and the Federal Trade Commission (FTC) jointly 
sent warning letters to five gateway providers and one 
originating provider demanding that they cease carrying 
fraudulent COVID-19-related robocall traffic.

FCC Enforcement Bureau issued cease-and-desist 
letters to two companies allegedly transmitting unlawful 
robocall campaigns marketing auto warranties and credit 
card debt reduction service, or falsely claiming to be 
from the government or well-known companies.

FCC Enforcement Bureau issued two cease-and-desist 
letters to companies and ordered that they immediately 
cease carrying illegal. The FCC and FTC have taken 
aggressive enforcement action.

FCC Enforcement Bureau issued six cease-and-desist 
letters to companies that appeared to transmitting 
illegal robocalls.

APRIL 3, 2020 & MAY 20, 2020

MARCH 17, 2021

APRIL 13, 2021

MAY 18, 2021
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What Progress Has the Industry Made?

Source: FCC RMDB
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required to register.All

Only 27% of registrations implemented
STIR/SHAKEN as of December 2021
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Here’s a quick look at the regulations 
that have shaped today’s industry 
response. As robocalling ramped up, 
and consumers stopped answering 
their phone, steps were taken to fight 
the abuse right at the carrier level.

Regulation Recap
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Dec 2019
TRACED Act

July 2020
FCC Call Blocking
Report and Order

Dec 2020
Call Blocking Fourth

Report and Order

Sept 28, 2021

Oct 2020
STIR/SHAKEN
Second R&O

June 30, 2021
Deadline RM and/or

STIR/SHAKEN implementation

Carriers register in FCC DB

June 30, 2022
Certain small carriers

that are not facilities-based must
implement STIR/SHAKEN in the
IP portions of their networks.

Carriers required to
not accept traffic from 

unregistered carriers

Milestones

FCC Call Blocking Report and Order

Impact: Safe harbors for blocking illegal and unwanted 
robocalls using “reasonable analytics” and from “bad 
actor providers”

FCC STIR/SHAKEN Second Report and Order

Impact: Carriers that received an extension for STIR/SHAKEN 
must implement a Robocall Mitigation program by June 2021

Congress Passes Pallone-Thune TRACED Act

Impact
� Implement STIR/SHAKEN or Robocall Mitigation  

by June 2021
� Enhanced enforcement authority of FCC and DOJ

FCC Deadline for RM and/or STIR/SHAKEN 
Implementation and Registration in the FCC RMDB

Carriers Required To Block Traffic From 
Unregistered Carriers

FCC Call Blocking Fourth Report and Order

Impact
� Affirmative robocall prevention requirements, 

including traceback cooperation
� Blocking transparency and redress obligations

DEC 2019 DEC 2020

JUNE 2021

SEPT 2021

Certain small carriers that are not facilities-based 
must implement STIR/SHAKEN in the IP portions  
of their networks.

JUNE 2022

JULY 2020

OCT 2020
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FCC Fourth 
Report 
and Order 
Accelerates 
STIR/SHAKEN 
Deadline for 
Certain Small 
Carriers

Through its work with the Industry Traceback Group (ITG) 
the FCC identified certain small carriers as a major source 
of robocalls.

December 10, 2021
The FCC’s Fourth Report and Order accelerated the deadline 
by one year for certain small carriers to implement STIR/
SHAKEN in the IP portion of their networks by June 30, 2022.

The revised deadline applies to small carriers who were 
provided an extension based upon being less than 100K 
lines that are not facilities-based. 

In addition, if the FCC notifies a carrier that they  
are suspected of originating robocalls, the carrier has  
90 days to implement STIR/SHAKEN.

In accordance with the TRACED Act, the Wireline 
Competition Bureau reevaluated STIR/SHAKEN extensions 
and determined that carriers that cannot obtain a SPC 
TOKEN cannot participate and are eligible for an extension 
until June 2023.

However, with the more inclusive rules granted by the  
STI-GA to obtain a TOKEN, there should be few carriers  
that will be eligible for that extension.
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The Steps 
to Compliance

10

Certify what steps 
you’ve taken in the 
FCC RM database

Review the CATA 
Best Practices

Learn more about the 
resources and solutions 

available to you

Launch your long-term 
strategy to implement 

STIR/SHAKEN

1 2 3 4

STEP 1 STEP 2 STEP 3 STEP 4
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STEP 1

Certify Review Learn Launch

1 2 3 4

Certify What Steps You’ve 
Taken in the FCC RM Database 
The deadline to register in the RMDB was  
September 28, 2021 - after which  carriers are 
meant to stop accepting traffic from those  
carriers that are not registered. 

As of December 2021 there were 2,946 registrants 
(178 in June 2021) representing 104 countries, 
however, only 16%  of those have said they have  
fully implemented STIR/SHAKEN.
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Certify Review Learn Launch

1 2 3 4

Review the CATA 
Best Practices
The NANC Call Authentication Trust Anchor 
(CATA) Working Group has created a guide 
for carriers that outlines best practices for 
implementing a call authentication framework 
based on industry expertise and experience.

The best practices are more than just a “good 
idea.” They represent practices that are proven 
to be successful and can help inform your 
operational processes moving forward as you 
join the race to end robocall fraud.

Download the guide here.

STEP 2

https://docs.fcc.gov/public/attachments/DOC-373311A1.pdf
https://docs.fcc.gov/public/attachments/DOC-373311A1.pdf
https://docs.fcc.gov/public/attachments/DOC-367133A1.pdf
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Certify Review Learn Launch

1 2 3 4

Learn More About the Resources and 
Solutions Available to You
Neustar, a TransUnion company, has led the effort 
for robocall mitigation since 2013. We’ve developed 
resources and tools to help carriers like you get 
to the finish line. Rely on our knowledge and 
experience to help inform your business strategy. 

Neustar Robocall Mitigation solutions work 
alongside STIR/SHAKEN call authentication to 
identify unauthorized and suspicious use of phone 
numbers and detect trends and anomalies in calling 
patterns for both originating and terminating 
calls. Beyond compliance, look to our Branded 
Call Solutions to give enterprise customers a 
competitive edge. 

When you act to prevent and protect users from 
illegal robocalls, you gain the advantage to:

� Manage and protect your brand

� Improve call answer rates

� Deliver a better customer experience

Visit our STIR/SHAKEN Resource Hub, and our 
Trusted Call Resource Center.

STEP 3

https://www.home.neustar/trusted-call-solutions/robocall-mitigation
https://www.home.neustar/stir-shaken-resource-hub
https://www.trustedcall.neustar/enterprises.html
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Certify Review Learn Launch

1 2 3 4

Launch Your Long-Term Strategy  
to Implement STIR/SHAKEN 
With so many options available for small- and 
mid-sized carriers, there’s a plan that will work 
for your business model. Develop your long-term 
strategy to implement STIR/SHAKEN by adopting 
the CATA best practices in your operations and 
implementing the robocall mitigation solutions 
recommended by Neustar experts.

While it’s not mandatory to implement both STIR/
SHAKEN and a robocall mitigation program, by 
taking a complementary approach that includes 
STIR/SHAKEN, RM, and tracebacks, YOU can help 
restore trust in a vital communications channel  
and protect your business base.

STIR/SHAKEN: ensures that calls originated 
from a network are trusted and that calls to 
subscribers are authenticated.

Robocall Mitigation: protects subscribers from 
robocalls reaching the network and stops bad 
actors from originating from the CSP’s network.

Tracebacks: seek to identify the party responsible 
for originating fraudulent calls by starting 
with the last (terminating) carrier and working 
backward through the multiple carriers that the 
call traversed. Learn more about US Telecom | 
The Broadband Association’s Industry Traceback 
Group (ITG).

STEP 4

https://www.ustelecom.org/the-industry-traceback-group-itg/about-itg-faqs/
https://www.ustelecom.org/the-industry-traceback-group-itg/about-itg-faqs/
https://www.ustelecom.org/the-industry-traceback-group-itg/about-itg-faqs/
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You’re not alone in this race.  
We’re here to help. 

Read the eBook: Robocall Mitigation 
FAQs for CSPs: Countdown 
to Compliance.

Learn more about our Robocall 
Mitigation Solutions or talk with one  
of our experienced advisors now: 
1-855-898-0036.

Explore our seven-step trusted call 
journey, designed to help enterprises 
transform the call experience, reduce 
risk, and restore trust in the phone.

The Finish Line Is Just Ahead

https://www.home.neustar/resources/faqs/robocall-mitigation-for-csps
https://www.home.neustar/resources/faqs/robocall-mitigation-for-csps
https://www.home.neustar/resources/faqs/robocall-mitigation-for-csps
https://www.home.neustar/trusted-call-solutions/robocall-mitigation
https://www.home.neustar/trusted-call-solutions/robocall-mitigation
https://www.trustedcall.neustar/journey.html
https://www.trustedcall.neustar/journey.html


We’re STIR/SHAKEN Experts.
As co-author of STIR, co-contributor to SHAKEN, exclusive host of the ATIS Robocalling Testbed, 
approved STI-certificate authority, and leading provider of authentication and verification services 
domestically and internationally, Neustar plays an integral role in the governance structure for the 
Calling Number Verification Service to mitigate illegal robocalling and call spoofing and is a leading 
STIR/SHAKEN solution provider.

Contact us at 1-855-898-0036.
Visit our STIR/SHAKEN Resource Hub.
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