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Telecom: It’s the 
New Wild West.
Has a “government agency” called you trying 
to get your personal information? Or maybe 
your long-lost “grandchild” is begging you 
to send money to get them out of jail. Then, 
there’s the fake small businesses looking for 
Paycheck Protection Program (PPP) funds, 
and, of course, the COVID-19 scammers 
hoping to earn fast cash wherever they can. 
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What Do They Have in Common?
They all rely on the phone channel for call spoofing, robocalls, scams, and fraud. 

Voice carriers, businesses, and consumers alike are scrambling to take back 
control of a vital communications channel. But, without new technologies and 

processes to authenticate calls – coupled with thoroughly vetted data about who’s 
calling – we simply can’t guarantee a trusted calling ecosystem. 
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There’s a New Sheriff in Town.
Congress, the Federal Communications Commission 
(FCC), and the Department of Justice (DOJ) are taking 
measures to restore law and order through legislation 
and regulations like STIR/SHAKEN call authentication.

While it’s a major step towards curtailing call spoofing 
and robocalling, it’s just the tip of the iceberg in terms 
of transforming the phone channel. 

Providing a personalized, branded experience by 
adding logos, targeted messaging, and more – backed 
by an assurance that the call has been authenticated – 

gives customers, prospects, and partners a reason to 
answer the phone, improves the customer experience, 
and enhances engagement.

Rather, it’s the idea of combining 
branded calling with STIR/SHAKEN 
that’s really generating excitement.

REGUL ATIONSHERIFF

https://www.trustedcall.neustar/journey.html


6

What Does Branded Calling Look Like?

ENTERPRISE / BRAND

Personalize the
mobile screen for 

contextual and branded 
call experience.

Company Name

CALL  FROM:

1 (800) 555-1234

Call Purpose

E-BUSINESS CARD

Provide personalized 
identification for 
specific departments 
and/or business reps.

Company Name Company Name

CALL  FROM:

1 (800) 555-1234 1 (800) 555-1234

Call Purpose

Caller Name
Caller Title
Company Address

POST-CALL ENGAGEMENT

Provide post-call context 
for past and missed calls, 
such as callback numbers, 

websites, and more.

CALL  LO G

Company Name
1 (800) 555-1234

History
      Date 1     Call Purpose 1
      Date 2     Call Purpose 2
      Date 3     Call Purpose 3

      1 (800) 555-1234
      Carrier – Wireless number

      View website

       Set a reminder

OUTBOUND CALLS

Inform customers who 
they are calling. Allow 
businesses to personalize 
information, such as the 

department reached.

YOU CALLED:

Customer 
Service

INFO / OFFER

(FUTURE STATE)
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Branded Calling Is the Next Frontier. 
Displaying images and other contextual information on phone call has been technically possible 
for a while. However, without the ability to verify the identity of the caller or ensure that the 
phone number is not being spoofed, a branded call experience simply lets fraudulent calls 
become...more attractive and convincing fraudulent calls. And possibly more likely to succeed.

Some solutions in the market are beginning to offer branded calling experiences using 
proprietary authentication technologies.

Could they work? Perhaps. But it requires that everyone implement this proprietary technology.

Is that possible? Yes, but not only are the integrations proprietary and don’t scale, the ability to 
show up across multiple carriers and phone models are similarly isolated and don’t scale either.

Branded calling offers a way for enterprises to get calls 
answered and protect their brand; for carriers to safely 
deliver calls; and for consumers to once again trust that 
they can answer the phone.
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Pannin’ for
Gold with 
Branded Calling.

With branded calling, enterprises can leverage the mobile 
screen to add context to each call by including visual 
cues such as: logos, images, e-business cards, targeted 
messaging, and more – giving customers, prospects, and 
partners a good reason to answer the phone.

While branded calling tells the called party who’s calling, 
the STIR/SHAKEN component verifies that the number, 
and the data, have not been spoofed. Neustar, a 
TransUnion company, is working to make branded calling 
more efficient and productive for everyone by addressing 
several pain points.

�   Verification: It signals that a business and the phone
     numbers that it uses have been vetted, so its identity
     is legitimate.

�   Authentication: Each call uses digital certificates
     known as STIR/SHAKEN to sign and certify that the
     caller ID has not been compromised.

�   Branding: It shows the brand’s logo or identity, which
     helps aid recognition and recall.

�   Context: It gives the user the information they need,
     including the reason the business is calling.
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Early adopters using branded phone call 
technology to tell their customers who 
is calling have improved answer rates on 
first-call attempts by over 56%.
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Here’s How It Works.
The branded calling design builds upon the STIR 
framework for secure telephone identity. In its most 
basic form, the enterprise provides branded calling, 
which is then typically vetted by their voice service 
provider who is familiar with them. The Originating 
Service Provider (OSP) attests the caller information 
and includes it in a PASSporT Identity token, with a 
digital signature.

That data is then passed along and presented to the 
called party through software on their mobile phone, 
or through an app.

With “basic” STIR/SHAKEN, the OSP attests to their 
customer’s right to use the calling number and has 
records about their customers and calling numbers. 

But when it comes to branded calling, service 
providers must also vouch for the content their 
customers provide. Without any records, or a way to 
confirm that data, it’s impossible for service providers 
to accomplish that. How can they know that the 
enterprises, itself, and their branded calling are real?

10

Enterprise Caller

Originating 
Service Provider

Authenticates the 
call and signs 
with a digital 
certificate.

Ensures the end-
to-end experience 
is legitimate by 
verifying the 
certificate has not 
been tampered with.

Branded calling informs 
consumers with rich display 
so they can decide whether 
or not to answer.

Terminating 
Service Provider

Called Party
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The Best of Both Worlds – Authentication 
with Branded Calling.
An enterprise looking to offer a branded call experience can also choose to work with a solutions provider 
like Neustar to verify that they are a legitimate business and certify that they have the right to use all the 
phone numbers to place calls.

Rich, Branded Call Data.
Once validated, the enterprise can then add 
branded calling such as brand name and logo, as 
well as specifying the various calling reasons for the 
phone numbers, using a centralized caller identity 
management portal. And they can get STIR/SHAKEN 
verification as well.

Authentication.
When the enterprise places a call, Neustar’s 
call authentication solution signs the call and 
passes the STIR/SHAKEN PASSporT along with the 
branded calling, which is presented to the called 
party through software on their mobile phone.

The authentication of the call, assembly of the 
rich content, and presentation to the user takes 
place in the blink of an eye.
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With this feature, enterprises get complete control over  
how their brand is presented, with the added assurance  
for the consumer that the call has not been spoofed.
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Lasso That Data Down 
through Vetting.
A critical step for carriers or enterprises is to validate 
their business details, assign a legitimate call purpose, 
confirm ownership, and associate caller data to each 
telephone numbers used to make outbound calls.

A third party like Neustar can ensure this information is 
registered, closely monitored, and updated across the 
vast ecosystem of voice service providers, call analytics 
programs, and mobile apps.

There are many questions that need answers to vet enterprise customers 
before allowing them into a trusted ecosystem, including:

� Are you a valid business that can be trusted by others?

� Do you have the right to use these telephone numbers, and are they valid?

� What is the intent of these calls?

� Are there any issues to be resolved with the reputation of your telephone numbers?

� Do you have the right to use the images and logo you provide?
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The Vetting Process Is Also Multi-Faceted 
and Includes:

Enterprise Vetting Vetting Fallout

Telecoms Vetting

Call Campaign Vetting

Call Behavior Vetting

Verify legitimacy of the 
corporate entity and its 

business purpose.

Iterative exception process 
to address registration 

failures of entities, TNs, and 
campaign strategies.

Verify TN ownership and 
chain-of-custody with carrier 

and caller ID ecosystem.

Understand calling use cases, 
phone numbers in use, caller 

name, and calling strategy.

Verify calling behavior conforms to 
registered information; reconcile 
with analytics call treatment and 

consumer feedback.
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Circling the Wagons.
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In spite of efforts by authorities, carriers, and 
enterprises to embrace new regulations and 
technologies like STIR/SHAKEN for the greater  
good, without a serious commitment by all parties 
to join forces in vetting customers and verifying 
legitimate traffic, bad actors will continue to  
destroy trust in the phone ecosystem.

The use of branded calling coupled with 
authentication can help solve that problem.  
But it also offers brands the opportunity to  
get creative with the phone channel, reach 
customers, and improve the call experience.

Your customers do want your calls. They just  
don’t know it’s you calling.



Keep In Touch, Ya’ Hear?
Learn how our Branded Call Display solution – part of our Trusted Call Solution suite 

– and our experts can help you get creative and get calls answered. Contact us!

© 2022 TransUnion LLC. All Rights Reserved.

EB-CSP-250340 10012020

https://www.home.neustar/branded-contact-management/branded-call-display
https://www.trustedcall.neustar/
https://www.trustedcall.neustar/contact.html

