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What is it? This specification extends the SHAKEN 
certificate management framework to 
enable a Telephone Number Service 
Provider (TNSP) to create Telephone 
Number (TN) or range of TN-specific 
certificates for entities that do not have 
access to STI certificates.

This model is a repository of TN-related 
information that can be provisioned and 
accessed by a set of cooperating parties 
— TNSPs, OSPs, enterprises, etc.

What does it do? Approved by the STI-PA and STI-GA in 
October 2021, enables enterprises to 
sign their own calls. So, calls get higher 
attestation levels and are less likely to get 
mis-tagged as spam or blocked.

Registry that enables enterprises to 
register their TNs which are then verified 
against the CDB.

Can trust chain 
be verified?

YES
The entity signing the call (OSP, contact 
center, enterprise) authenticates right to 
use the TN and relationship to customer.
Calls include a traceable chain of custody 
between the authorized entity to the 
source of the TN.

NO
Entries in the CDB are about telephone 
numbers, not calls. Ascertaining whether 
an entry in the database applies to a 
given call is problematic.

Does it 
support call 
authentication?

YES
Every call is signed by an authorized, 
vetted entity to ensure the ecosystem 
remains secure.

NO
It is unclear under which circumstances 
an entity queries CBD and relies on its 
entries. The CBD is a database that can be 
accessed regardless of attestation or call 
signing. This creates an opportunity for a 
bad actor to spoof vetted TNs so that the 
ecosystem sees these as legitimate calls.

CENTRALIZED 
DATABASE (CDB)

Until recently, only Communications Service Providers (CSPs) have been able to participate in implementation of 
the STIR/SHAKEN call authentication framework. However, on October 22, 2021, the Secure Telephone Identity 
Governance Authority (STI-GA) and STI Policy Administrator (STI-PA) launched new functionality that extended 
the STIR/SHAKEN framework to enterprises and contact centers—through the use of Delegate SHAKEN End 
Entity Certificates.

Delegate certificates ensure outbound calls are authenticated end-to-end, receive the highest attestation level 
and enable the delivery of an enhanced call experience with Rich Call Data (RCD). Below, we compare delegate 
certificates to another approach—the Centralized Database (CDB).
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Will it support the 
broad ecosystem?

YES
Enable broader participation by allowing 
OSPs, enterprises, and contact centers 
to sign calls and receive the highest 
attestation.

YES
But, it appears anyone can participate, 
which creates part of the problem.

Is the approach 
secure?

YES
Most importantly, when a call is signed 
with a delegate certificate it contains a 
traceable chain of custody between the 
authorized entity to the source of the TN.
The entity signing the call (OSP, contact 
center, enterprise) is authenticating 
their right to use the TN and customer 
relationship.

UNCLEAR
The security processes and governance 
are not currently defined. When CBD 
solutions mature, they will need to be 
individually analyzed based on their 
security properties.

Who pays? Enterprise pays to have the TNs it uses 
for outbound calling vetted.

Enterprise pays to register itself and the 
TNs it uses for outbound calling.

Is it extensible 
to other 
technologies?

YES
Enable enterprises to control their  
call experience.
Foundational for establishing trust 
needed for Rich Call Data (RCD) and 
branded calling.

NO
Does NOT enable enterprises to control 
their call experience.
As currently defined, does not support 
Rich Call Data (RCD) and branded calling.

Is it supported  
by standards?

YES
Made possible by approval of ATIS-
1000092 (11-12-2020) Signature-based 
Handling of Asserted information using 
toKENs (SHAKEN) and RFC 9060.

NO
ATIS-1000089 is a survey of possible 
solutions and does not endorse any 
solution. It just mentions CDB as a 
possible solution.
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