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DNS traffic data has long been regarded as a potentially invaluable 
resource to uncover threats and malicious activities – if only the 
needed insights could be isolated from the ocean of data that is 
generated as a result of millions of daily queries.

UltraThreat Feeds unlocked that potential through sophisticated, 
AI-driven analysis of data exhaust from our global DNS network. 
These feeds provide invaluable, near real-time threat insights to 
strengthen security – earning the award for 2020 Network Security 
Solution of the Year from Computing Security magazine.

UltraThreat Feeds API adds a new dimension to your security 
posture. It allows your team to directly query the vast DNS data 
resources that power UltraThreat Feeds, enabling them to uncover 
the crucial insights they need to blunt threats, protect assets, 
prevent fraud, and safeguard your brand. 

Do I Need Both?
UltraThreat Feeds API does not replace UltraThreat Feeds. They are 
complimentary services that share a core of DNS-derived data but 
fulfill different needs. 

	§ UltraThreat Feeds distill data from DNS exhaust along with other 
proprietary sources to deliver focused feeds in near real time 
that address specific security concerns, such as DNS tunnels or 
malicious DGAs. 

	§ UltraThreat Feeds API delivers access to the DNS data resources that 
power these feeds, allowing security teams to investigate domains 
and IPs based on their schedule, needs and any specific threats. 

These uniquely powerful resources are valuable to every security-
conscious organization. 

	¡ Deep. UltraThreat Feeds API 
provides access to an enormous 
data lake stored by Neustar with 
a rolling history of nearly 2 years 
of DNS traffic to uncover even 
long-latent threats 

	¡ Global. The data represents DNS 
exhaust from our network of DNS 
service sites that span the globe

	¡ Versatile. Access domain and  
IP data that is critically useful  
in a wide range of investigations, 
security reviews and proactive 
probes

	¡ Flexible. Accessible 24/7, API 
calls and simple queries that 
allow you to investigate domains 
and IPs of interest for any 
relevant date range 

Comprehensive Threat Insights
When and How You Need Them

BENEFITS

https://www.home.neustar/security-intelligence/ultrathreat-feeds
https://www.home.neustar/blog/neustar-recognized-with-3-computing-security-awards
https://www.home.neustar/blog/neustar-recognized-with-3-computing-security-awards
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Discover, Investigate and Counter Threats  
With UltraThreat Feeds API, your security team can access the critical data they need  
to quickly discover, investigate, and interrupt potential threats – or prevent them from  
hitting your network in the first place. 

Tough Security Assignments, Made Simpler
These use cases are just some examples of how this data can help your security teams protect  
your digital domain. 

Incident Response
You discover that your network has been compromised by malware – perhaps through an 
unwitting user responding to a phishing or spear-phising campaign. 

Once you’ve identified the source domain or IP, access UltraThreat Feeds API to quickly learn:

	§ What is the host IP of the domain?  
What have been the host IPs in the past?

	§ Are there any other domains hosted  
on those IPs?

	§ When was the domain first seen and  
last seen?

	§ Where the IP or domain has been  
queried globally – and whether it 
responded differently

	§ The number and names of subdomains 

	§ Number of users that queried the domain

	§ Changes in the domain’s hosting IP(s) and  
name server(s)

	§ And more! 

Fraud Prevention 
A business or a consumer has just applied for a loan or advance, or contacted your organization 
about becoming a partner. Are they legitimate? 

Query UltraThreat Feeds API about their domain and its record of activities for important clues: 

	§ Number of subdomains – if any 

	§ Number of users who have queried  
the domain

	§ Hosting IP(s) for the domain – and other 
domains sharing the host IPs

	§ Number of host IPs and domain name 
nameserver for the domain 

	§ Whether the domain is non-existent (NX) 
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Threat Hunting
Perhaps you’re learned of an emerging threat from a colleague or the trade press or are 
proactively seeking evidence of threat activity.

UltraThreat Feeds API can give you the 411 on any domain or IP, anywhere in the world:

	§ Number of domain name nameservers

	§ Host IP for the domain – and other 
domains sharing the host IP

	§ Where the IP or domain has been 
queried globally – and whether it 
responded differently

	§ The number and names of subdomains 

	§ Number of users that queried the domain

	§ Changes in the domain’s hosting IP(s) and  
name server(s) 

Brand Protection 
Cybercrimes committed under your organization’s name – for example, phishing emails from  
a domain that almost matches yours, but with a TWI5T – can cost both money and reputation. 

To prevent it, create a list of domain twists and query UltraThreat Feeds API on a regular basis 
to learn:

	§ If the domains have been seen

If not, you’re done. If any have, you can 
immediately investigate further: 

	§ When the domain was first seen, and  
last seen

	§ Whether it has subdomains

	§ Hosting IPs 

	§ Geographic sources of any queries 

Presumptive Domain or IP Watch
You have good reason to suspect a particular domain or IP is a source of malicious activity  
that could target your assets. 

Put it on a watch, and regularly query UltraThreat Feeds API to learn: 

	§ If the domain has been seen

If not, you’re done.

If any have, you can immediately investigate 
further to determine: 

	§ When it was first seen, and last seen 

	§ Hosting IP(s) for the domain– and other 
domains sharing the host IPs

	§ Geographic sources of any queries 

	§ Number of domain name nameservers

	§ Domains that were queried by an  
IP address

	§ The number and names of subdomains 

	§ Changes in the domain’s hosting IP(s)  
and name server(s) 
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DOMAIN ACTIVITY 

Inputs Domain (effective second level domain/e2LD)

Date range (start date/end date)

Outputs Count (number) of subdomains for the date range

Count of Stub IPs (client IPs that have queried the domain) for the date range

Count of Host IPs for the date range

Count of Domain Name Nameservers for the date range

HOST IPS

Inputs Domain (either e2LD or fully qualified domain name [FQDN])

Date range (start date/end date)

Output All IPs hosting the requested domain (either e2LD or FQDN) for the date range

HOST DOMAIN NAMES

Inputs CIDR range

Date range (start date/end date)

Output All domains (FQDNs) that are hosted on the requested CIDR range for the date range

SUBDOMAIN

Inputs Domain (e2LD)

Date range (start date/end date)

Output All subdomains for the given e2LD for the date range

DOMAIN NAME NAMESERVER

Inputs Domain (e2LD or FQDN)

Date range (start date/end date)

Output Name server(s) for the domain for the date range

Comprehensive Data on Domains and IPs
UltraThreat Feeds API offers separate API calls providing ready access to nearly two years  
of global DNS traffic data covering domains and IP worldwide, so you can be assured the data 
you need to investigate and counter any threat will be available.
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DOMAIN 
ACTIVITY HOST IPS

HOST 
DOMAIN 
NAMES

SUBDOMAINS DOMAIN NAME 
NAMESERVERS 

Incident 
Response ✔ ✔ ✔ ✔ ✔

Fraud  
Preventions ✔ ✔ ✔ ✔

Brand  
Protection ✔ ✔ ✔ ✔

Threat 
Hunting ✔ ✔ ✔ ✔ ✔

Preemptive 
IP Watch ✔ ✔

Preemptive 
Domain 

Watch
✔ ✔ ✔ ✔

UltraThreat Feeds APIs in Action
With UltraThreat Feeds API, your security team can tap into an enormous resource with limitless 
investigative potential – and your applications and uses will depend on the kinds of cyberthreats  
that menace your assets, your business and your reputation. 

Here is how the API calls match up to the use cases outlined on the previous pages.  There are 
many different combinations of API calls and use cases. Please contact your Account Executive 
to discuss your specific requirements.

Learn how your security team can put Neustar UltraThreat Feeds API to work.  
For more information, visit www.security.neustar or call +1 855-898-0036 (US) 
or +44 1784 448444 (UK).

LEARN MORE
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