
01

Solution SheetNeustar Global Numbering Intelligence Services

In an increasingly connected digital world, carriers and their 
customers need to be able to trust their data. Telephone numbers 
are a primary mode of identification used for a variety of business 
purposes, such as multi-factor authentication and contact center 
communications. However, with telecom fraud on the rise, the 
ability to ensure the authenticity of each telephone number or 
each telecom transaction has become a more pressing issue. In 
2019 alone, telecom-based fraud was estimated at $32.7 billion. 
Fraudsters are using phone numbers to inflate artificial traffic and 
create fraudulent telecom charges.

Fraud types such as International Revenue Share Fraud (IRSF), 
Callback (ex. Wangiri) Fraud, and Premium Rate Number (PRN) 
Fraud accounted for over $9.4 billion in losses in 2019 (source: 
CFCA). With these types of fraud, telecom providers are often  
left with the bill, inflated costs, and poor customer experiences 
that can lead to a tarnished brand reputation. 

Fraudulent telecom activities are on the rise, impacting companies 
across every industry.

Simple inexpensive tools have enabled less sophisticated criminals 
to launch attacks and change schemes to avoid detection.

Telecom fraud is a fast-growing field of criminal activity and a low-
risk alternative to traditional methods of financial crime, costing 
today’s world some $32.7 billion (USD) annually, according to a 
report published by Europol’s European Cybercrime Centre.

To protect your company and your customers from fraudulent 
activity before it starts, you need instant insights into suspicious 
telephone numbers. 

Safeguard Your 
Business from 
Telecom Fraud
Identity Assurance for Trusted 
Communications

Types of fraud that Neustar helps 
customers identify and mitigate:

	¡  International Revenue  
Share Fraud (IRSF): artificially 
inflated or stimulated traffic  
to international number ranges, 
where the fraudster receives a 
share of the revenue generated 
	¡ Wangiri Fraud (AKA -  
Call Back Fraud): using what 
appears to be a local number, 
fraudsters call and disconnect, 
then when a subscriber calls back, 
they are routed to a premium rate 
number
	¡ Premium Rate Number (PRN) 
Fraud: artificially inflated traffic to 
a premium rate number, where the 
fraudster receives a share of the 
revenue generated
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Neustar’s Global Numbering 
Intelligence Service provides global 
coverage across all major markets, 
including 250 countries and territories. 
The service uses a standards-based 
ENUM API or data download, making 
implementation quick and easy. And 
you only purchase what you need,  
so there is no upfront CAPEX 
investment required.

	¡ Prevent fraud before it occurs  
by identifying suspicious trends
	¡ Safeguard your subscriber’s 
customer experience
	¡ Access Real-time information  
about telephone numbers when  
you need it
	¡ Downloadable delivery option 
provides low latency and better 
economics

Real-Time Identity Assurance
As the market leader in responsible identity resolution, Neustar, a 
TransUnion company helps businesses to grow, guard and guide 
their business by connecting people, places and things with 
world-class and industry leading communications services. Where 
telecom fraud breaks down trust in communications, Neustar 
steps in to provide identity assurance to help in the efforts to stop 
fraud in its tracks, rebuilding trust in communications.

Neustar’s Global Numbering Intelligence Service provides users with 
automated access to an unprecedented authoritative network of 
continuously updated telephone number data. It analyzes each 
phone number and quickly detects the propensity for fraud, flagging 
risky transactions before they wreak havoc on your business. 

Using customized search parameters, the Neustar service queries 
selected telephone numbers, and within milliseconds identifies if 
that phone number is suspicious. Telephone numbers are analyzed 
against a series of attributes that could signal a propensity for 
fraud, answering questions like:

 Does it have the correct number of digits?
 Is the phone number valid? Has it been allocated to a carrier?
 Is it a premium rate number?
 Is it a known IRSF or a ‘high risk’ number?

Telecommunications service providers need quick access to 
information that will protect their business. Neustar’s Global 
Numbering Intelligence empowers you with that information. 

Why Neustar?
Neustar tracks and verifies telephone numbers as no other 
organization can. As the undisputed leader in number verification 
globally, we have information on more than 2,000 communications 
service providers in 250 countries and territories across the globe 
and are the authoritative source for insights for the 8.6 billion 
telephone phone numbers in use worldwide. We provide the most 
up-to-date telephone number information available in the industry 
to help businesses identify and stop fraud before it escalates.

For more than 20 years, Neustar’s capabilities have made us the 
leader in authoritative identity resolution, helping clients grow and 
guard their businesses by connecting people, places, and things  
with industry-leading solutions.

Neustar is trusted by some of the greatest and largest brands in  
the world to make critical decisions roughly 45 billion times a day.

Neustar Global Numbering Intelligence 
Services enables businesses to:

	¡ Verify if a telephone number  
is valid - before making a transaction
	¡ Reduce IRSF and high-risk  
destination fraud
	¡ Optimize call routing 
	¡ Enhance the customer experience 
and avoid unexpected charges 
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Field Header Comments

Country Country Name, and country codes (ISO2/ISO3) for 
Telephone Number (TN) Block

Complete Block/Prefix Numeric TN Block/Prefix on the record

Service Type This identifies the type of the block on this record For 
eg. fixed (FIX) or mobile (MOB) for each TN block. This 
information is only provided for countries where the data 
is available. 

Operator SPN Service Provider Network Name and 5-digit Identifier 
associated with the SPN of the block record.

SPN Service Provider Network. This is a unique 5-digit operator 
identifier assigned by Neustar

MCC/MNC Mobile Country Code and Mobile Network Code for mobile 
TN Blocks (minimally, for GSM)

City, State, Province, 
Timezone

Name of the City, State, Province, Timezone where the 
block was originally in use

Minimum/Maximum 
Length

Minimum and Maximum length of the TN within this block 
of phone numbers as allowed by the regulator

Porting Available Flag with values “Y” or “N” denoting if this TN block is made 
available by the regulator for porting purposes or not

Sample Fields
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