
STOP FRAUDSTERS 
BEFORE THEY REACH 
YOUR CONTACT CENTER

Increase in contact 
center fraud between 

2020 and 20181

Financial services 
organizations that 

perceive the call center 
as a primary channel for 

account takeover attacks2

Financial institutions 
where every other 

online or mobile fraud 
incident involves the 

call center3

+36%

>40%
Consumers hold their 

financial institutions and 
service providers responsible 
for protecting their identities 

and accounts from fraud5

Evades spoof-
detection solutions 
using a virtualized 
or hijacked phone 

number

Stop treating all 
callers with the same 

degree of caution. 
This enables fraudsters, 
frustrates customers, 
and wastes resources.

to distinguish trustworthy 
callers from others.

Before answering, 
use signals from 

callers’ phone devices 

Stratify non- 
authenticated callers 

into “trust levels” 
to refocus valuable 

fraud-fighting resources on 
the minority of risky callers.

Authenticates as the 
customer by answering KBA 

questions, and/or intercepting 
one-time passwords sent to 

victim’s phone

Adds fraudulent 
contact information 
(e.g., primary email 
or phone number) 

to hide activity

Drains the 
victim-account 

before the 
organization or 
victim notices

1/2
Contact centers rely on 

agents as first line of 
defense in identifying 

potential fraud4

4/5

1/3
Consumers who are 
"very confident" that 

financial institutions can 
keep their data secure6

9%

Fraudsters Are Beating Legacy Defenses, 
Reaching the IVR and Agents

How Fraudsters Take Over 
Contact Center Accounts Today

Six Call Center Fraud Myths and Realities

Three Steps to Block Out Fraudsters and 
Improve Average Handle Time (AHT)

Stop fraudsters before they reach the IVR or agents with Neustar Inbound 
Authentication. The unique hybrid approach to inbound caller authentication 
establishes an optimal level of trust for each caller.
For more information, call 1-855-898-0036 x4, email risk@team.neustar, or 
visit www.inbound.neustar.
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LEARN MORE

MYTH
All “greens” from device-based 
caller authentication solutions are 
created the same.

STIR/SHAKEN can authenticate 
inbound callers’ identities.

Knowledge-based authentication 
(KBA) is effective at reducing 
identity fraud.

Spoof-detection solutions restore 
trust in the calling phone number.

One-time Passcodes (OTP) sent via 
calls or SMS text messages are 
trustworthy for identity verification.

With the right training, call center 
agents can recognize social 
engineering attacks.

REALITY
Some solutions authenticate 
callers who are not rightful 
account holders.7

STIR/SHAKEN focuses on the 
authenticity of a calling phone number.8

Years of data breaches and 
over-sharing on social media 
completely undermine KBA.9 

Virtual calling services breeze by 
spoof-detection solutions.10 

OTP may be intercepted via multiple 
vectors without the customer’s 
knowledge.11 

Fraudsters know how to 
exploit agents’ natural desire 
to help callers.12


