
How to Comply with 
FCC Robocall Mandates 

A QUICK REFERENCE GUIDE FOR CSPs



Communications Service Providers (CSPs) of all sizes 
have been tasked with the responsibility of implementing 
STIR/SHAKEN call authentication and robocall mitigation 
solutions, and were asked to file certifications about what 
they have done to stop robocalls in the FCC Robocall 
Mitigation Database (RMDB) by June 2021 to begin the 
process of restoring trust in the calling ecosystem.

However, with multiple reports issued by the Federal 
Communications Commission (FCC), it’s tough to keep up 
with the latest rules and regulations.

Robocalls, call spoofing, and 
scams continue to plague 
consumers. Almost 90 percent 
of business calls go unanswered 
because consumers just don’t 
trust the phone. 
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https://fccprod.servicenowservices.com/rmd?id=rmd_listings
https://fccprod.servicenowservices.com/rmd?id=rmd_listings
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50B
Robocalls in 2021

88%
Of business calls unanswered

#1
Phone calls are the #1 way 
people report being contacted 
by scammers

88%
Of consumers are more likely to 
answer if the caller is identified

Robocall Statistics

45%
Of robocalls in 2020 were scams

63%
Of enterprises say voice 
channel is critical to meeting 
customer service goals
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How Am I Doing 
Compared to 
Other Carriers? 

Almost all of Tier 1 CSPs in the U.S. have 
already implemented STIR/SHAKEN, with most 
also leveraging robocall mitigation solutions 
in their networks as part of best practices. In 
addition, they’ve encouraged subscribers to 
use apps to block robocalls. 

But many small- to mid-sized carriers have 
held back from implementing STIR/SHAKEN 
due to the cost of compliance to upgrade 
infrastructure. However, such carriers still had 
to take action to combat robocalls by June 
2021 – and document what they are doing in 
the FCC’s new Robocall Mitigation Database.

Small non-facilities based carriers have  
been identified by the FCC as a major source  
of robocalls.

FAQ 1

We put together the top robocall mitigation questions and answers to help you address 
requirements and meet the countdown to compliance. 

https://fccprod.servicenowservices.com/rmd?id=rmd_listings


ROBOCALLS

A robocall is a call from an auto-dialer that 
delivers a prerecorded voice message. Robocalls 
aren’t always scammers — there are often lawful 
reasons to use robocalls, such as doctor 
appointments, results, and more.
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What Did the 
TRACED Act 
Mandate?

In 2019, Congress passed the TRACED Act, 
mandating that service providers implement 
STIR/SHAKEN call authentication or robocall 
mitigation programs – at no cost to consumers. 
The TRACED Act directed the FCC to take 
numerous steps to promote and require that 
carriers implement STIR/SHAKEN in the IP 
portion of their networks, along with reasonable 
analytics tools to mitigate and track robocalls.

Recognizing that not every carrier was capable 
of implementing call authentication quickly, the 
FCC, in their Second Report and Order, offered 
extensions to the STIR/SHAKEN implementation 
deadline to small and mid-sized carriers.

FAQ 2

https://www.fcc.gov/news-events/podcast/robocalls
https://www.congress.gov/bill/116th-congress/senate-bill/151
https://www.fcc.gov/document/fcc-adopts-new-rules-combat-spoofed-robocalls-0


What Measures 
Has the FCC Put 
in Place Since the 
TRACED Act?

In its Second Report and Order, the FCC made it clear that:

� Certain carriers were entitled to extensions regarding  
STIR/SHAKEN implementation.

� Service providers subject to an extension that haven’t fully 
implemented STIR/SHAKEN on their entire network must 
implement an appropriate robocall mitigation program.

� The programs must include reasonable steps to avoid 
originating illegal robocall traffic.

� Service providers must also respond to all traceback  
requests from the FCC, law enforcement, and the industry 
traceback consortium, and they must cooperate with such 
entities in investigating and stopping any illegal robocallers 
that use its service to originate calls.

Additional Regulations
The FCC continues to target the source of illegal robocalls  
and pass regulations to stop bad actors.

December 2021
Required non-facilities based carriers to implement  
STIR/SHAKEN by June 2021.

May 2022
Required Gateway Service Providers (GSPs) to implement  
Do Not Originate list and implement STIR/SHAKEN by  
June 2023.

FAQ 3

TRACEBACKS

A traceback is an investigative process that 
seeks to identify the party responsible for 
originating fraudulent calls. It achieves 
this by starting with the last (terminating) 
carrier, working backward through multiple 
carriers that the call traversed.
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Is There a Specific 
Checklist of 
Requirements  
to Follow?

The FCC‘s April 20 public notice, announcing the launch 
of the FCC Robocall Mitigation Database, mandated that 
CSPs file certifications about what they’re doing to stop 
illegal robocalls from originating on their networks in the 
new database by June 30, 2021. Even carriers that were 
granted an extension to STIR/SHAKEN call authentication 
implementation deadline were asked to provide detailed 
information about measures they are taking to ensure they 
are not the source of illegal robocalls.

The FCC doesn’t describe a checklist or prescriptive set of 
requirements for carriers, as it could act as a blueprint for 
bad actors to avoid detection. But, CSPs are required to 
“document and publicly certify how they are complying.”

The FCC does say that a robocall mitigation program is 
sufficient if it: 

� Includes detailed practices that can reasonably be 
expected to significantly reduce the origination of 
illegal robocalls

� Complies with the practices it describes

� Participates in industry traceback efforts

The FCC’s Enforcement Bureau will review each CSP’s 
program and can also prescribe more specific robocall 
mitigation obligations for any carrier that hasn’t 
implemented a sufficient robocall mitigation program.

FAQ 4
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https://docs.fcc.gov/public/attachments/DA-21-454A1.pdf
https://www.fcc.gov/enforcement


What Are the 
Consequences of 
Non-compliance?

The consequences of non-compliance are dire. 
Beginning September 28, 2021, intermediate 
and terminating CSPs must block calls from 
service providers that are not listed in the 
database. The result? Some subscribers will be 
unable to complete calls when the recipient 
is not on the same name network. The FCC’s 
Enforcement Bureau will review each CSP’s 
program and can also prescribe more specific 
robocall mitigation obligations for any carrier 
that hasn’t implemented a sufficient robocall 
mitigation program.

FAQ 5
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STIR/SHAKEN and/or Robocall Mitigation Timeline

Dec 2019
TRACED Act

July 2020
FCC Call Blocking
Report and Order

Dec 2020
Call Blocking Fourth

Report and Order

Oct 2020
STIR/SHAKEN
Second R&O

April 2021
FCC Public Notice

Webinar

Sept 28, 2021
Carriers required to

not accept traffic from 
unregistered carriers

June 30, 2021
Deadline RM and/or

STIR/SHAKEN implementation

Carriers register in FCC DB

June 30, 2022
Non-facilities based carriers 

required to implement 
STIR/SHAKEN.
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If a Carrier Received 
an Extension, Do 
They Need To 
Implement Robocall 
Mitigation?

FAQ 6
If a carrier received an extension, they had 
to implement a robocall mitigation program 
by June 30, 2021. In addition, they must 
deploy STIR/SHAKEN in their network by the 
deadline prescribed in the extension. In their 
Best Practices for the Implementation of Call 
Authentication Frameworks, the FCC says:

� Service providers, whether IP- or non-
IP-based, should have ongoing robocall 
mitigation programs in addition to 
implementing call authentication protocols.

� While the elements can vary, the program 
should include ongoing monitoring of 
subscriber traffic patterns to identify 
behaviors that are consistent with 
illegal robocalling. 

� Service providers may, after further 
investigation, take appropriate action to 
address such behaviors.

https://docs.fcc.gov/public/attachments/DOC-367133A1.pdf
https://docs.fcc.gov/public/attachments/DOC-367133A1.pdf
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If a CSP Implements 
STIR/SHAKEN 
by the Deadline, 
Do They Need 
To Implement a 
Robocall Mitigation 
Solution? 

FAQ 7
While it’s not mandatory to implement both 
STIR/SHAKEN and a robocall mitigation 
program, it’s important to remember that 
there’s no silver bullet to putting an end to 
robocalls. By taking a complementary approach 
that includes STIR/SHAKEN, robocall mitigation 
solutions, and tracebacks, CSPs can help 
restore trust in a vital communications channel. 

� STIR/SHAKEN: ensures that calls originated 
from a network are trusted and that calls to 
subscribers are authenticated.

� Robocall mitigation: protects subscribers 
from robocalls reaching the network and  
stops bad actors from originating from the  
CSP’s network.

� Tracebacks: seek to identify the party 
responsible for originating fraudulent calls 
by starting with the last (terminating) carrier 
and working backward through the multiple 
carriers that the call traversed.



11

What Are the Benefits of Implementing 
a Robocall Mitigation Solution?

Robocall mitigation solutions offer numerous benefits, helping carriers better serve their enterprise 
customers and protecting consumers from fraud and scams. 

Robocall Mitigation Solutions Help You:

Be compliant with the latest call regulations 

Prevent illegal robocalls from originating 
on your network 

Stop scammers by blocking or tagging 
potentially fraudulent calls

Empower subscribers with a visual warning of 
suspicious calling numbers 

Ensure legitimate calls go through so subscribers 
get the calls they want

Improve call answer rates and customer 
engagement for business calls
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FAQ 8



Learn More.
Neustar’s Robocall Mitigation solution works alongside STIR/SHAKEN call authentication to identify 
unauthorized and suspicious use of phone numbers and detect trends and anomalies in calling patterns 
for both originating and terminating calls. Visit our STIR/SHAKEN Resource Hub to learn about insights, 
resources, and solutions. And learn how you can implement robocall mitigation solutions today. 

Contact us at 1-855-898-0036.
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https://www.home.neustar/stir-shaken-resource-hub
https://www.home.neustar/trusted-call-solutions/robocall-mitigation

