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Neustar Information Security Practices 
 
This document provides details on Neustar’s information security practices. As used 
herein, “Neustar” means Neustar, Inc., and any corporate affiliate entering into 
agreements with customer for information services. “Customer” as used herein refers to 
the counterparty to an agreement with Neustar for information services (the 
“Agreement”). In case of a conflict between a term in this document and any provision in 
the Agreement, this document shall control. 
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1 Overview 

1.1 Introduction. This Neustar Information Security Practices document (the 
“Exhibit”) states Neustar’s commitment to safeguarding the confidentiality, 
integrity, and availability of Customer’s information and information 
technology assets by establishing and implementing appropriate technical, 
administrative, and physical security measures, including policies, 
procedures, practices, and guidelines (“Controls”). 

1.2 Purpose. This Exhibit summarizes Neustar’s Controls, communicating the 
standards and guidelines used throughout Neustar, and is applicable to all 
Neustar personnel (i.e., employees, contractors and sub-contractors), 
suppliers, vendors, systems, and business areas. 

1.3 Standard. Neustar has established and maintains information security 
Controls at a level that reflects the sensitivity of the Confidential Information 
and/or the criticality of the Neustar IT Resources in question, the nature of 
internal or external threats to such assets, technology changes, and 
evolving industry standards for security. 

1.4 Structure of this Document. This document has been designed to align with 
ISO 27001, Information Technology — Security Techniques — Information 
Security Management System – Requirements. 

 
2 Defined Terms 

2.1 Confidential Information includes all of Neustar’s and Customer’s proprietary 
business information, including, without limitation, the following, as applicable: 

2.1.1 Information relating to Neustar's planned or existing computer 
systems and systems architecture, including computer hardware, 
computer software, source code, object code, documentation, 
methods of processing and operational methods; 

2.1.2 Information regarding existing, former, or prospective Neustar 
customers and any information received from such customers or 
created by Neustar in the course of providing services (“Customer 
Information”); 

2.1.3 Information that identifies or can be used to identify specific 
individuals including Neustar employees and/or their dependents 
and beneficiaries, applicants for employment, customers and their 
subscribers or end users, and others (“Personal Information”); 
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2.1.4 Business information relating to Neustar and its affiliates including 
financial information, organizational structure, business initiatives, 
intellectual property, product plans, design or requirements 
documents, and strategic or other plans; 

2.1.5 Confidential information of third parties, including Neustar’s 
customers, vendors, suppliers, contractors, partners, and 
acquisition targets; 

2.1.6 Other confidential and/or proprietary information that Neustar 
receives, uses, creates, stores, and/or transmits as part of its day- 
to-day business activities; and 

 
2.1.7 Information that is reasonably considered confidential or 

proprietary, the maintenance of which would be important to 
Neustar, its employees, and/or its customers. 

 
2.2 Information Technology Asset (“IT Asset”) are all resources which are: found 

in the Neustar business environment; essential to supporting corporate or 
commercial services; significant in financial or business value; and owned by 
Neustar, or for which Neustar has custodial responsibility (such as leased 
items, or government property). Examples include: 

• Hardware – servers, storage arrays, networking devices, etc. 
• Software – software packages, software licenses, and software 

systems 
• Services – maintenance and support contracts, purchase contracts, 

license agreements, telecommunications circuit agreements, co- 
location facility agreements, managed hosting agreements, and cloud 
computing contracts or other contractual devices related to the use or 
maintenance of IT equipment or software 

• Neustar Equipment – Any physical device owned, rented, or leased by 
Neustar. This includes laptops, notebooks, desktops, smart phones, 
tablets, copiers, faxes, telephones, Neustar-issued personal 
communication devices, and printers 

• Neustar Network – The hardware and software electronically 
connecting Neustar hardware and software and providing access to 
Neustar’s internal network, including the Virtual Private Network 
(“VPN”), Neustar web-based applications and data, and the public 
Internet 
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2.3 Neustar IT Resources includes all Neustar Information Technology Assets 
plus removable media (USB drives, CDs, external hard drives, tape drives, 
etc.), Web portal, electronic communication channels such as email or web 
mail, mobile and fixed telephones, voicemail, and access to any public 
services such as the Internet. 

 
3 Information Security Risk Assessment and Treatment 

3.1 Neustar information security risks are evaluated and managed against risk 
acceptance criteria determined by business objectives or legal requirements. 

 
3.2 Risk assessments are conducted on entities (i.e., department, group, or 

information system) within Neustar, or on any critical outside entity that has 
signed a service contract or third-party agreement. Regular risk assessments 
are conducted on information systems, and include applications, servers, 
networks, and any process or procedure by which these systems are 
administered and/or maintained. 

 
3.3 Information security risk assessments are conducted to: 

3.3.1 Identify security risks and vulnerabilities; 

3.3.2 Analyze the risk to determine impact and probability; 

3.3.3 Rate the risk (e.g., Zero-day, Critical, High, Medium, or Low) based 
on the impact and probability; 

3.3.4 Develop a treatment plan for the risk; 

3.3.5 Evaluate the residual risk relative to information security goals and 
risk acceptance criteria determined by business or legal objectives; 
and 

3.3.6 Identify any compensating Controls or security safeguards to 
mitigate the residual risk to an acceptable level. 

 
3.4 Neustar documents risks identified through the information security risk 

assessment process in a Risk Register and defines and implements 
appropriate Controls to mitigate such risks. Risks are regularly monitored and 
reported. 

 
3.5 Neustar uses the results of information security risk assessments to support 

the following risk treatment activities: 
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3.5.1 Accept – Risk is accepted without taking actions to reduce, transfer, 
or eliminate the risk. 

3.5.2 Eliminate – Treatments are implemented to completely remove the 
scenario that causes the risk to occur. 

3.5.3 Reduce – Treatments are implemented to reduce the probability or 
impact (or both) to a level that is considered acceptable by the 
organization. 

3.5.4 Transfer – A strategy, which involves transferring the risk to a third 
party, most likely contractually using techniques, such as 
outsourcing or insurance. 

3.6 When applying appropriate Controls as part of the risk treatment plan, these 
Controls are selected and implemented to meet the requirements identified by 
the risk assessment. Such Controls will be designed to reduce the risk to the 
acceptable level, taking into account: 

3.6.1 Applicable laws and regulations; 

3.6.2 Objectives specific to Neustar’s business/organization; 

3.6.3 Operational requirements and constraints; and 

3.6.4 Customer contractual commitments and Neustar’s policies. 
 

3.7 Neustar documents all decisions to accept or avoid a risk identified through a 
risk assessment, noting the exception(s) to any current policies or Controls. 

 
4 Information Security & Privacy Program 

4.1 Neustar has implemented and published a set of policies, forming Neustar’s 
Information Security and Privacy Program (“ISPP”) that (i) is supported by 
Neustar Management (“Management”), (ii) establishes Neustar’s overall 
approach to information security and privacy, and (iii) is maintained in 
accordance with Neustar’s business requirements, relevant laws, and 
applicable regulations. 

 
4.2 All ISPP policies are reviewed and reevaluated annually. Such policies are 

revised to take into account changes in applicable technical standards, 
industry practices, and technology or other developments that have a 
material impact on information security. 
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4.3 Neustar’s Enterprise Risk and Compliance Council reviews and approves any 
substantive modifications, supplements, or amendments to the ISPP. 

 
5 Organization of Information Security 

5.1 Neustar coordinates information security activities across the organization, 
involving employees with relevant expertise and representatives of business 
units with relevant roles and job functions. 

 
5.2 Management actively promotes security across Neustar through clear 

direction about and a demonstrated commitment to information security. 
Management ensures that roles and responsibilities for safeguarding 
Confidential Information are clearly defined, assigned, and communicated to 
employees, contractors, and third parties who may have access to such 
information. 

 
5.3 Neustar’s Enterprise Risk and Compliance Council consists of voting 

members comprised of representatives of Neustar’s senior leadership team; 
corporate planning; operations and communications; technology; privacy, 
legal, risk, compliance, and security, and business representatives. The 
ERC Council is responsible for: 

• Neustar’s compliance with policies and related requirements; 
• Managing Neustar’s Enterprise Risk Management Program; 
• Providing a forum for reviewing and ensuring the continuous 

effectiveness of Neustar’s information security strategy and operations; 
and 

• Providing a forum for reviewing and discussing Neustar privacy 
compliance matters (with support from the Privacy Office). 

5.4 Neustar’s Chief Information Security Officer (“CISO”) has primary 
responsibility for (i) implementing the ISPP; (ii) developing, implementing, 
and monitoring compliance with Controls required by the ISPP, and (iii) 
ensuring that the ISPP is adjusted and continuously improved to reflect 
technology changes and evolving industry standards. 

 
5.5 Neustar’s Chief Privacy Officer (“CPO”) has primary responsibility for advising 

Neustar about its legal and regulatory obligations with respect to data 
protection, working with the CISO to develop, implement, and monitor 
compliance with Controls reflecting those obligations and to ensure that the 
policies are adjusted to reflect changing legal standards with respect to data 
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privacy and security. Without limitation, the CPO ensures that confidentiality 
and non-disclosure agreements are used and reviewed and updated as 
necessary to create legally enforceable obligations on third parties to protect 
Confidential Information. 

 
5.6 The CISO and the CPO maintain contacts with external security specialists 

or groups, including relevant authorities, to keep current with industry trends, 
monitor standards and assessment methods, and provide suitable liaison 
points for such groups. 

 
5.7 Each of Neustar’s business unit is responsible on a day-to-day basis for 

ensuring employees and contractors follow Neustar’s policies and 
procedures, in particular concerning provisions that affect human resources 
management, concern information security and privacy, provisions related to 
physical and facilities security, and provisions in connection with technology 
development abilities. Neustar’s business units and the employees within 
these teams form the first line of defense in managing Neustar’s risks. 

 
5.8 Neustar’s second line of defense is formed by the Risk and Compliance  

team, which at regular intervals assesses the level of compliance with 
Neustar’s Controls, and conducts independent reviews of the information 
security program. The Risk and Compliance team engages external 
experts at appropriate intervals to conduct independent reviews to form 
the third line of defense. 

 
6 Human Resources Security 

6.1 Prior to Employment 
 

6.1.1 Neustar defines and documents security roles and responsibilities 
of all Neustar employees, and records these expectations as part of 
the respective job description. 

6.1.2 Neustar requires background checks to be completed for all 
prospective new hires. Offers of employment are contingent upon 
successful completion of background check process, including, but 
not limited to, full and part-time employees, contractors, interns and 
third-party users. Background checks consist of, but are not limited 
to: criminal records (e.g., National Criminal Database, OFAC) and 
employment verification for the past seven years; education 
verification for the highest post-secondary degrees or high-school 
diploma; Social Security number trace; etc. Neustar secures the 



NEUSTAR CONFIDENTIAL 

Neustar Information Security Practices – July 2021 

 

8 

 

 

written consent of all such individuals prior to undertaking a 
background check. 

6.1.3 The nature of vetting and background check requirements reflect, in 
any given case, the nature and criticality of the IT Assets to be 
accessed by the prospective employee, the magnitude of risk 
associated with a security compromise of such assets, and any 
applicable legal, regulatory, contractual, or ethical standards. 

6.1.4 Neustar formally documents both the company’s and the 
employees’ information security responsibilities, and all candidates 
for employment must affirmatively agree to the terms and 
conditions prior to employment. 

 
6.2 During Employment 

 
6.2.1 All Neustar employees with access to Neustar IT Assets receive 

training based on (i) each employee’s responsibilities and role, (ii) 
based on the criticality, sensitivity, and value of such assets, and 
(iii) in accordance with applicable obligations and legal 
requirements. 

6.2.2 Neustar requires all employees to comply with its information 
security and privacy policies and applicable standards or Controls. 
Failure to comply triggers a disciplinary process that carries 
consequences up to and including termination of employment. 

6.2.3 Neustar will identify individuals possessing appropriate expertise to 
implement and maintain an ongoing information security awareness 
program, provide current and relevant information to Neustar 
employees, and review the training and awareness documentation 
at least annually. 

6.2.4 New employees will receive security awareness training, which 
must be completed within 30 days of employment. Employees will 
receive “refresher” security training at least annually. Training 
includes a testing component, which must be completed by 
employees in order to receive credit for taking the course. 
Employees can be subjected to disciplinary action for not 
completing security awareness training. 
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6.3 Termination or Change of Employment 
 

6.3.1 Neustar’s separation processes are designed to ensure that all IT 
Assets assigned to an employee are returned upon termination of 
employment.  

6.3.2 Neustar’s separation processes are designed to ensure that access 
rights are removed or adjusted in a timely manner upon termination 
or change in employment. 

 
7 Information Asset Management 

7.1 Neustar’s critical physical and virtual IT Assets are assigned an owner. Each 
asset is classified based on the sensitivity of the information stored or 
processed by the asset and is protected by appropriate Controls. Neustar’s 
Policy on the Acceptable Use of Techology Resources and Information 
Technology Asset Management Policy establish the rules that all employees 
and contractors must follow in regard to Neustar’s IT Assets. 

 
7.2 Neustar maintains a current inventory of critical IT Assets. 

 
7.3 Neustar maintains data classification policies and procedures, establishing 

Controls related to labeling, data handling, disclosure, and transmittal of 
information, based on its classification scheme. Neustar regularly reviews and 
updates these policies and procedures to maintain compliance with applicable 
laws, regulations, and Customer requirements. 

 
7.4 Neustar information is classified based on the following criteria: 

 
7.4.1 Restricted Information. Restricted Information includes sensitive 

corporate, legal, and financial, human resources, customer, or 
Personal Information that requires a high degree of protection in 
order to comply with law, regulation, and/or contractual obligations 
and/or to protect Neustar, employees, customers, or others. 
Restricted Information is a subset of Proprietary Information. 

7.4.2 Proprietary Information. Proprietary Information is information that 
is proprietary and/or confidential to Neustar, the disclosure of which 
outside of Neustar would be inappropriate. 
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7.4.3 Internal Use Only Information. Internal Use Only Information is 
information that is proprietary and/or confidential to Neustar, but 
intended and approved for wide distribution within the organization. 

7.4.4 Public Information. Public Information is information that is intended 
and approved for public dissemination. 

 
7.5 All information that is not Public Information is securely deleted from all IT 

Assets prior to an asset’s removal from Neustar’s environment at the end of 
the asset’s lifecycle. If the information cannot be securely deleted, the IT 
Asset is securely destroyed, preventing any information from being 
recoverable. Neustar engages the services of reputable third parties for the 
secure destruction of IT Assets and receives a Certificate of Destruction for 
each batch of assets destroyed and disposed of by the service providers. 

 
8 Access Control 

8.1 Neustar manages, monitors, and controls all access to Neustar IT Assets 
based on the sensitivity, criticality, and value of such assets, and in 
accordance with applicable business or legal requirements. 

 
8.2 Neustar follows the principle of least privilege and has created and manages 

access management policies and procedures that prescribe the minimum 
business and security requirements necessary to gain access to IT Assets, 
including use cases for different types and levels of access allowed within the 
Neustar environment. 

 
8.3 User Access Management 

 
8.3.1 Neustar follows access management procedures for granting, 

reviewing, and revoking access to Neustar IT Resources, 
based on level of risk. 

8.3.2 Access Controls are in place to allow only authorized Neustar 
personnel, including third parties, access to network services, 
operating systems, and applications. 

8.3.3 Neustar reviews and recertifies privileged user access at regular 
intervals based on the sensitivity and/or criticality of the underlying 
information or IT Asset. 

8.3.4 Neustar has implemented a formal password management program 
to control access to IT Assets. Depending on the sensitivity and/or 
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criticality of the information, access might require the use of multi- 
factor authentication. 

8.3.5 All Neustar employees are required to follow good security 
practices in the selection and use of their password. Passwords 
must meet minimum length and complexity requirements, 
appropriate to ensure a proper authentication of the user. 

8.3.6 All Neustar Employees are required to adhere to a clear desk/clear 
screen policy: 

o Employees are required to log off or screen-lock their 
computer and/or mobile devices when not in active use. 

o Neustar, by default, provisions end-user systems with 
settings to automatically lock an employee’s screen after a 
period of inactivity. 

o Employees protect sensitive or critical business documents 
in their work area by locking these documents in a secure 
area (e.g., file cabinet) when not in use or when away from 
their desks. 

 
8.4 Network Access Control 

 
8.4.1 Employees who request access to network services will only be 

provided with access as required by their job function. 

8.4.2 Elevated access permissions are subject to heightened scrutiny 
and additional approval. 

8.4.3 Remote access to network equipment will only be provided via a 
Virtual Private Network (“VPN”) connection that requires secure 
authentication means, such as multi-factor authentication. 

8.4.4 Neustar strictly controls physical and logical access to diagnostics 
and configuration ports for all network equipment. 

8.4.5 Neustar networks are segregated as appropriate by services, 
systems, and users. 

8.4.6 Neustar IT Resources are segregated in network security 
zones appropriate to their intended use and required security 
level. 

8.4.7 In line with business requirements, Management restricts 
employee’s access to connections over shared networks. 
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8.5 Operating System Access Control 
 

8.5.1 Neustar has implemented appropriate Controls for secure log-on to 
Neustar IT Resources. 

8.5.2 Employees who access Neustar IT Resources are assigned a 
unique user ID that is for their individual use only. Sharing of user 
passwords or of personal account access is prohibited, and 
authentication of users will occur only through approved techniques 
that can substantiate the claimed identity of the user. 

8.5.3 The identity of employees is validated before they are granted 
access to Neustar IT Resources. 

8.5.4 Users are required to authenticate before being granted access to 
Neustar IT Resources and/or Confidential Information. Methods of 
authentication used at Neustar include the following, for example: 

o Password 
o Passphrase 
o Multi-factor authentication (e.g., token devices, smart cards, 

biometrics, or public/private keys in addition to the above 
methods). 

Passwords and passphrases expire after a set amount of time and 
the recorded history prohibits the immediate reuse of previous 
passwords or passphrases. 

8.5.5 Neustar’s security operations team regularly reviews and approves 
the elevated access permissions for employees with the right to 
access utility programs that may be used to override system and 
application Controls. Access to these programs is restricted and will 
be logged and audited periodically to ensure appropriate use by 
approved employees. 

8.5.6 Employees will be logged out of an interactive session after a 
period of inactivity. An employee’s account will be automatically 
locked after a set number of unsuccessful login attempts. 

8.5.7 For high-risk systems, active sessions will be restricted, and 
connections will automatically be terminated when a session is 
inactive for a set amount of time. 
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8.6 Mobile Computing and Remote Access 
 

8.6.1 Use of mobile devices is governed by formal policies and 
standards. Any mobile device accessing Neustar’s IT Assets must 
both be owned and directly managed by Neustar or must be 
registered and have Neustar’s approved mobile device 
management (“MDM”) solution installed. 

8.6.2 Remote access to Neustar IT Resources requires the use of 
Neustar owned and managed equipment. The connection to the 
Neustar Network can only be established via VPN and requires 
multifactor authentication. 

 
9 Physical and Environmental Security 

9.1 Neustar facilities are protected from environmental or man-made threats with 
appropriate physical and environmental security measures to prevent 
unauthorized access, damage, loss, theft, and interference to premises, 
equipment, and IT Assets. 

 
9.2 Secure Areas 

 
9.2.1 Neustar has established physical security perimeters at all Neustar- 

managed facilities where IT Assets are located. Appropriate multi-
level access requirements to Neustar facilities and such methods 
are strictly controlled and managed by appropriate personnel. 

9.2.2 Perimeter security controls are designed to reflect the sensitivity 
and/or criticality of the IT Assets located in or accessible through 
the facility. Security controls reflect any landlord-imposed, 
business, legal, and/or regulatory requirements in effect, including 
building and fire codes. 

9.2.3 Neustar has implemented appropriate measures to physically 
secure public spaces, offices, meeting rooms, and other spaces to 
ensure that the level of protection afforded to the space reflects the 
sensitivity and/or criticality of the IT Assets located in or accessible 
through that space. 

9.2.4 Neustar has implemented and regularly updates access 
management procedures for granting, reviewing, and revoking 
physical access to Neustar facilities, based on job function and the 
sensitivity and/or criticality of the IT Assets located in or accessible 
through the facility. Neustar follows segregation of duty principles 
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for these managed procedures. Reviews of access permissions 
and access logs are conducted regularly, as appropriate, based on the 
criticality and sensitivity of the IT Assets. 

9.2.5 Visitor access is monitored at all times. Visitors requiring access to 
Neustar facilities must provide a government issued identification 
prior to entering the secure area, must wear a visitor badge, and 
will be escorted at all times to safeguard IT Assets. 

9.2.6 All employees are required to report observed security 
vulnerabilities and any incidents involving theft, loss, or damage of 
IT Assets. 

9.2.7 Neustar employs a risk-based approach to identify and implement 
appropriate controls to protect Neustar facilities against service 
interruptions due to external or environmental events such as utility 
outages, natural, or man-made disasters and civil unrest or 
terrorism. 

9.2.8 Neustar controls all physical access to public, delivery, and/or 
loading areas based on business need, and, where possible, 
physically isolates such areas from data centers or other data 
processing facilities. 

 
9.3 Equipment Security 

 
9.3.1 Neustar has implemented appropriate equipment security 

measures to minimize interruption to Neustar data processing and 
business activities. Such controls include: 

o Siting that minimizes unnecessary access or otherwise 
protecting equipment to reduce risks from environmental 
threats and/or hazards and unauthorized access. 

o Protecting equipment from power failures and other 
disruptions from utilities. 

o Protecting power and/or telecommunications cables and 
connections from inappropriate interception or damage. 

o Maintaining equipment in accordance with the 
manufacturer’s maintenance requirements. 

9.3.2 Neustar evaluates risks and imposes appropriate controls before 
approving equipment to be taken offsite. Policies require 
management approval for the removal of any equipment from 
Neustar facilities. 
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9.3.3 Non-public information is securely removed or deleted from IT 
Resources prior to disposal. Where the secure removal or deletion 
is not possible, the IT Resource is securely destroyed and disposed 
of in a manner ensuring that no sensitive information can be 
retrieved. 

 
10 Operations Security 

10.1 Neustar’s information security Controls are implemented to appropriately 
protect the confidentiality, integrity, and availability of all Customer 
Information. 

 
10.2 Operational Procedures and Responsibilities 

 
10.2.1 Generally applicable operating policies and procedures are 

documented and published in a central location, accessible by 
employees and third parties as appropriate. 

10.2.2 Neustar has documented and provides additional operating 
procedures to employees and third parties based on job 
requirements, roles, and duties. 

10.2.3 Neustar follows documented change management controls in 
accordance with formal policies and procedures when adding, 
modifying, or removing Neustar IT Resources. 

10.2.4 Neustar limits access to IT Assets on a need-to-know basis and 
follows the principle of least privilege. Where able, Neustar 
segregates duties and responsibilities to reduce the risk of 
unauthorized access to, or modification or misuse of Customer 
Information. 

10.2.5 Neustar separates non-production and production environments in 
order to reduce the risk of unauthorized access and to reduce 
overall risk to critical systems. 

 
10.3 System Planning and Acceptance 

 
10.3.1 Neustar periodically reevaluates system and infrastructure 

resources to ensure that future capacity requirements are 
considered in the planning and evaluation of new systems or 
equipment. 
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10.3.2 Neustar has developed, applies, and regularly reviews acceptance 
criteria for new systems (hardware and/or software) or upgrades 
proposed for Neustar’s production environment. 

10.3.3 Neustar carries out all testing in a non-production environment 
(using non-production data) prior to acceptance and move to 
production. 

10.3.4 All testing is documented as part of the overall change 
management process. 

 
10.4 Protection against Malicious Code 

 
10.4.1 Neustar evaluates the risks posed by malicious code to Neustar 

IT Resources and has developed appropriate prevention, 
detection, and recovery controls to mitigate those risks. 

10.4.2 All information systems are required to have effective and 
operational Endpoint Protection in place. Endpoint Protection 
Signatures and Indicators of Compromise (“IOC”) are updated 
automatically and at least daily. 

10.4.3 Neustar requires employees and third-party end-users to comply 
with policies regarding malicious code and software misuse in 
accordance with the Neustar’s Policy on the Acceptable Use of 
Technology Resources. 

10.4.4 Neustar has established, deployed, and maintains controls to 
manage the use of mobile code, which may include blocking the 
code, restricting the code, or isolating the code in a controlled 
environment. 

 
10.5 Back-up and Recovery 

 
10.5.1 Neustar IT Assets are backed up in regular intervals, following a 

risk-based approach to account for the criticality of the asset and 
the sensitivity of the information. 

10.5.2 Backups are inventoried and stored in geographical diverse 
locations and are retained in accordance with Neustar’s Records 
Management Policy. 

10.5.3 Backups are tested in regular intervals to ensure their availability in 
case of an emergency. 

10.5.4 Backups are physically and logically protected in line with their 
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criticality and the classification of the information. 

 
10.6 Network Security Management 

 
10.6.1 Neustar has established controls to prevent unauthorized access 

to the Neustar Network, and to maintain security for all Neustar IT 
Resources and/or Confidential Information  that use the Neustar 
Network, including data in transit. 

10.6.2 Neustar imposes enforceable obligations to comply with minimum 
requirements for security features, service levels, and other 
controls in all network services agreements. 

 
10.7 Media Handling 

 
10.7.1 Neustar has implemented controls applicable to the use of 

removable media, including paper and electronic media to ensure 
the confidentiality, integrity, and availability of all information 
contained in the removable media. Controls include requirements 
to: 

o Store paper documents containing Confidential Information 
in locked containers and to encrypt all electronic media 
containing Confidential Information. 

o Safely and securely destroy all documents and to securely 
delete all electronic media containing Confidential 
Information. 

 
10.8 Information Exchange 

 
10.8.1 Neustar has established protections and controls governing the 

transmission, exchange, and use of Confidential Information 
outside of Neustar’s physical or logical network, commensurate 
with the sensitivity and classification of the information. 

10.8.2 Neustar’s agreements with third parties contain enforceable limits 
on a recipient’s use of Confidential Information and media 
containing Confidential Information. 

10.8.3 Neustar has implemented restrictions and controls on data or 
information that is transmitted via electronic messaging methods 
(e.g., e-mail, fax, instant messaging, texting) commensurate with 
the sensitivity and classification of the data or information in 
question. 
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10.9 Electronic Commerce Services 
 

10.9.1 Neustar IT Resources used in electronic commerce are protected. 
Confidential Information processed as part of electronic commerce 
transactions and information that passes over public networks is 
safeguarded against unauthorized access, use, disclosure, or 
misrouting. 

 
10.10 Monitoring 

 
10.10.1 Neustar systems automatically generate audit logs for Neustar 

IT Resources used to create, access, store, or otherwise 
process Confidential Information. Logs are retained in 
accordance with Neustar’s record management and retention 
policies and procedures. Logs will record, at a minimum: 

o User activity; 
o Exceptions; 
o Information security events; and 
o System, privileged, and administrator access and activity. 

10.10.2 As appropriate, based on the sensitivity or criticality of the relevant 
IT Asset, Neustar will synchronize system clocks on systems that 
log, maintain, or process audit data to a central time server. 

10.10.3 Neustar has established and implemented procedures for 
monitoring the use of Confidential Information and Neustar IT 
Resources. The results of monitoring activities are reviewed 
regularly and are conducted with greater frequency the more 
sensitive the information, the more critical the system, or the 
greater the access privileges. 

10.10.4 Neustar has implemented controls to protect log data against 
inappropriate access or tampering. 

10.10.5 Neustar analyzes security events identified in logs and takes 
actions to mitigate risks associated with the event in accordance 
with Neustar’s incident management response policies and 
procedures. 
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11 Information Systems Acquisition, Development, and 
Maintenance 

11.1 Neustar has established information security controls and safeguards for the 
development, implementation, and maintenance of information systems. 

 
11.2 Security Requirement of Information Systems 

 
11.2.1 Security requirements are identified and evaluated prior to the 

development or acquisition of applications or systems. 

11.2.2 Operating procedures have been documented and are maintained 
for Neustar IT Resources, based on criticality and business risk. 

 
11.3 Application Security 

 
11.3.1 Neustar has established processes that prevent error, loss, 

unauthorized modification, or misuse of information within 
applications. These processes cover the following areas: 

o Data input to applications are validated to ensure 
completeness and appropriateness. 

o Validation checks are integrated into applications to detect 
potential corruption of information through processing errors 
or deliberate actions. 

o Controls have been identified and implemented to ensure 
the confidentiality, integrity, and authenticity of messages. 

o Data output from applications is validated to ensure 
completeness, accurate processing of information, and 
appropriateness. 

 
11.4 Encryption and Cryptographic Controls 

 
11.4.1 Management ensures that information is protected by commercially 

viable cryptographic means. All sensitive data, including Personal 
Information and Customer Information, in motion and at rest must 
be encrypted. 

11.4.2 Management has established and maintains a policy for 
cryptographic controls within Neustar. 
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11.4.3 Key management processes have been established to support 
the approved cryptographic approach and use of encryption. 

 
11.5 Security of System Files 

 
11.5.1 To ensure that system files are adequately secured, Neustar has 

implemented formal procedures to control the installation of 
software on production systems. 

11.5.2 Access to application and operating system source code and data 
is protected and limited to authorized users. Changes to the source 
code are tracked using a version control system. 

 
11.6 Security in Development and Support Processes 

 
11.6.1 All changes to a deployed application or its supporting elements 

follow formal change control policies, procedures, and processes, 
including rollback procedures. Specific security updates and patch 
deployment is performed in accordance with Neustar’s patch 
management, incident response, and change management 
standards, policies, and procedures. 

11.6.2 Consistent with change control processes, security updates and 
patches for applications are applied based on risk. Technical 
reviews of critical applications after changes are required to ensure 
there is no adverse impact on information security. 

11.6.3 Neustar has established processes to ensure that modifications to 
formal software packages strictly adhere to Neustar’s change 
management policies and procedures and that such changes are 
limited to only necessary modifications and minimize data and 
information leakage during the software development lifecycle. 

11.6.4 In cases where Neustar has determined that outsourced software 
development is necessary, development activity will be supervised 
and monitored. 

11.6.5 Application development, testing, and implementation processes 
take security and privacy considerations into account in all major 
steps of the development and deployment cycle (Security and 
Privacy by Design). 



NEUSTAR CONFIDENTIAL 

Neustar Information Security Practices – July 2021 

 

21 

 

 

11.7 Technical Vulnerability Management 
 

11.7.1 Neustar ensures that (i) timely information about technical 
vulnerabilities of Neustar IT Resources used within its environment 
is obtained (e.g., through regular code scans, vulnerability scans, 
and penetration tests), (ii) Neustar’s exposure to such 
vulnerabilities is evaluated, and (iii) appropriate measures are 
taken to address the associated risk. 

11.7.2 Neustar has defined and established the roles and responsibilities 
associated with technical vulnerability management, including 
vulnerability monitoring, vulnerability risk assessment, patching, 
asset tracking, and coordination responsibilities required. 

11.7.3 Neustar has defined and established a process and timeline to 
react to notifications of potentially relevant technical vulnerabilities. 

 
12 Supplier  Relationships 

12.1 Neustar screens prospective vendors, service providers, and business 
partners (collectively “Suppliers”) as appropriate under the circumstances of 
the business relationship to ensure that they have the skills, resources, 
policies, and procedures necessary to safeguard Neustar information 
consistent with Neustar standards. 

 
12.2 Neustar requires Suppliers to conduct appropriate background verification 

checks on employees and/or agents, depending on the sensitivity and/or 
criticality of any information or IT Assets such individuals or entities are able 
to access. 

 
12.3 Neustar monitors security controls, service definitions, and delivery 

requirements as established in Supplier agreements to ensure that the 
appropriate level of security is implemented, operated, and maintained by the 
Supplier. 

 
12.4 To the extent specified in contractual agreements, Neustar requires Suppliers 

with access to IT Assets to agree in writing to safeguard Neustar’s data and 
information in accordance with standards that (i) are at least as stringent as 
any relevant Neustar standards, policies, or procedures; (ii) comply with 
applicable laws, regulations, and contractual requirements; and (iii) are 
consistent with widely recognized standards for information security such as 
ISO 27001-27002 and ISO 31000 series. 
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12.5 As specified in relevant agreements, Neustar communicates its information 
security requirements to Suppliers with access to IT Assets and requires such 
Suppliers to acknowledge in writing its understanding of and commitment to 
undertake such responsibilities. 

 
12.6 Where applicable, Neustar reviews Supplier access rights on a regular basis, 

and promptly terminates such rights when no longer required. 

12.7 Neustar requires each Supplier with access to Neustar data or information to 
return or destroy all such data or information at the conclusion of the business 
relationship, and to certify that the Supplier has purged its records and/or files 
containing Neustar data. 

 
12.8 Any Supplier who deliberately processes or attempts to process Confidential 

Information or accesses or attempts to access Neustar IT Resources without 
authorization or in a manner that violates Neustar’s security procedures, will 
be sanctioned as appropriate, up to and including contract termination and 
other appropriate legal action. 

 
12.9 Neustar, at its discretion, reviews and/or audits Suppliers per contractual or 

regulatory requirements. 
 

12.10 As appropriate under the circumstances of the business relationship, Neustar 
monitors changes in Supplier and other third-party environments, and 
modifies its policies, procedures, standards, and controls based on changing 
criticality of the business systems, as well as updated risk assessment 
evaluations. 

 
13 Information Security and Privacy Incident Management 

13.1 Neustar maintains an incident response program that allows for the timely 
discovery, monitoring, reviewing, and reporting of security and/or privacy 
events, incidents, and weaknesses (“Information Incidents”). 

 
13.2 The Neustar Security Monitoring and Incident Response (SMIR) is 

composed of a designated team of individuals assigned with the specific 
responsibility for incident handling, incident response, and threat intelligence 
and hunting. SMIR is focused on protecting Neustar and its customers’ 
systems and data through threat analytics and intelligence gathering and 
provides real-time detective and corrective capabilities for cyber security 
events, including 24x7x365 monitoring, incident response, and digital 
forensics. 
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13.3 Highlights of SMIR capabilities include: 
 13.3.1 24x7x365 staffing in a dedicated, secure, access-controlled 

state- of-the-art facility. 
 13.3.2 Computer security event correlation, real-time monitoring, incident 

response and investigations, including containment, analysis, 
restoration of operations, and follow-on corrective actions. 

 13.3.3 Digital forensics investigative services, which collect and analyze 
evidence from digital media and manage the investigation in a 
manner that can be admissible in court. 

 13.3.4 In-depth malware analysis and reverse engineering. 
 13.3.5 Proactive threat research on emerging threats, and correlation and 

trending of the program’s cyber incident activity. 
 13.3.6 Situational awareness reports and briefings for Advanced 

Persistent Threats (APT) and Focused Operations (FO) incidents. 
 13.3.7 Regular activities to stay abreast of current and projected threats. 
 13.3.8 Creation and ongoing maintenance of standard operating 

procedures (SOPs) and training documentation. 
 13.3.9 Active participation in the security community including training, 

seminars, conferences, associations, etc. 
 13.3.10 Assessment reports of threat risks to programs, technologies, or 

systems, based on open and intelligence sources. 

13.4 Reporting Information Incidents 

 13.4.1 Neustar has implemented procedures to ensure notification to 
appropriate personnel and management in case of an Information 
Incident. 

 13.4.2 Business owners, customers, affected parties, and government 
officials (including law enforcement) are notified of Information 
Incidents as appropriate or agreed in contractual arrangements. 
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13.5 Management of Information Incidents 
 

13.5.1 Neustar has established and documented policies and procedures 
to ensure the timely identification of and response to Information 
Incidents. 

13.5.2 Neustar has established mechanisms to monitor and quantify 
Information Incidents based on type, volume, and impact. 

13.5.3 Information Incidents are documented and reviewed to determine 
the need for additional information security safeguards or controls. 
Any Information Incident determined to have a material impact on 
Neustar will be submitted to a root cause analysis and will be 
formally documented in a post-mortem report. Based on the result 
of the evaluation of the incident, improvements to the incident 
response process or the information security and/or privacy 
controls will be implemented as ‘lessons learned.’ 

13.5.4 Neustar maintains evidence collected in the incident investigation 
pursuant to local, federal, and other regulatory requirements. 

 
14 Business Continuity Management 

14.1 Neustar has a highly structured and well-defined Business Continuity Plan 
(BCP) that leverages recognized industry standards and best practices, such 
as ISO 22301 and Disaster Recovery Institute International. The BCP 
provides a roadmap to prepare for and respond to a range of potential 
emergencies/disasters relating to the people, data and facilities that comprise 
Neustar’s business assets. 

 
14.2 The BCP provides a description of the overall business continuity response 

management structure, identifies specific roles and responsibilities, 
designates coordination and communication between entities, and describes 
a general concept of operations for efficiently and effectively addressing the 
life cycle of an incident. 

 
14.3 The BCP and associated Disaster Recovery Plans are tested annually. The 

results are documented and evaluated for Plan updates. 

14.4 Neustar regularly conducts risk assessments to identify, analyze, and 
evaluate risks that can cause interruptions to business processes. Neustar 
also conducts regular business impact analyses (“BIA”) to identify critical 



NEUSTAR CONFIDENTIAL 

Neustar Information Security Practices – July 2021 

 

25 

 

 

systems, processes, functions, and their interdependencies; assess the 
impacts of incidents and disasters; and develop recovery time objectives. 

 
14.5 Neustar’s Management reviews the risk assessments and BIAs on a regular 

basis to validate continued risks and the impact of events in relation to 
business processes. 

 
14.6 Neustar’s Management has developed and implemented plans to maintain or 

restore operations based on criteria established in the BIA in the event of an 
interruption or failure of the business processes. 

 
15 Compliance 

15.1 Neustar ensures that documented policies, its infrastructure, and its business 
environment comply with legal, regulatory, and contractual obligations 
applicable to Neustar as well as standards, best industry practices, and 
technical compliance benchmarks. 

 
15.2 Compliance with Legal Agreements 

 
15.2.1 Neustar continuously monitors relevant statutory and regulatory 

requirements and assesses its approach to meet the requirements 
based on risk to the organization. 

15.2.2 Neustar implements policies and procedures to ensure compliance 
with appropriate legislative, regulatory, and contractual 
requirements. 

15.2.3 Neustar has implemented policies and procedures to ensure that 
data, including all Confidential Information, is safeguarded against 
unauthorized access, misuse, loss, modification, destruction, and/or 
falsification, in accordance with statutory, regulatory, contractual, or 
business requirements. 

15.2.4 Neustar has instituted procedures and processes that deter or 
prevent unauthorized use of Neustar’s equipment and facilities. 

15.2.5 Neustar has established cryptographic controls to be used in 
compliance activities that will adhere to applicable local and federal 
laws, regulatory, and contractual requirements. 
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15.3 Compliance with Security Policies and Standards, and Technical Compliance 
 

15.3.1 Neustar business units define, document, support, and maintain 
security and privacy procedures, benchmarks, and controls for 
their area of responsibility. 

15.3.2 Neustar will periodically secure independent reviews of compliance 
with Neustar’s security policies and standards. 

15.3.3 Neustar will periodically undertake technical compliance reviews to 
ensure that Neustar’s production infrastructure complies with 
required technical benchmarks, industry standards, regulatory, and 
contractual requirements. 

15.3.4 Neustar business units are subject to regular internal risk 
assessments, controls testing, and/or internal audits. 

15.3.5 In addition to internal assessments, testing and/or audits, various 
Neustar services undergo external audits, conducted on an annual 
basis: 

o Service Organization Control (SOC) 2 Type 2 Audits: 
o CallerID Services: CallerID (Calling Name (CNAM) and 

Robocall Mitigation), Trusted Call Solutions (Certified 
Caller and Caller Name Optimization), Global 
Numbering Intelligence Services (GNIS), and Global 
System Mobile Association (GSMA) Pathfinder. 

o Carrier Provisioning Services: Order Management 
System – Enhanced Service Request (OMS-ESR), and 
Universal Order Connect (UOC). 

o Marketing Services: Customer Analytics, Customer 
Experience, Customer Intelligence, Marketing Mix 
Modeling, Multi-Touch Attribution, Data Onboarding, 
and Identity Data Management Platform (IDMP). 

o Risk Services: Compliance Intelligence, Fraud 
Intelligence, Multi-Point Identity Confidence (MPIC), 
Telephone Consumer Protection Act (TCPA) 
Verification, and Proactive Change Notification (PCN). 

o Security Services: 
UltraDDoS (DDoS Mitigation) and UltraDNS. 

o Payment Card Industry – Data Security Standard (PCI-DSS) 
Certification: 
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o Security Services: 
UltraDDoS (DDoS Mitigation) 

 


